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OSKOPUM LAUMAPD INN i HUGBUNAD

,OQL INJECTION®

= Hvad er SQL injection?
= Hvernig verda SQL injection veikleikar til?
" Hvada ahrif hefur petta a okkur?

" Hvad getum vid gert til pess ad vernda okkur gegn SQL
injection arasum?

SECURITRIS



HVAD ER SQL INJECTION

" Daemi um gagnadrifin forrit eda vefsidur
Simaskra
Amazon

= Hvad er SQL (Structured Query Language)?
statement = "SELECT * FROM users WHERE name ='"" + userName +

nmi.”
’

" Hvad er SQL injection?
userName = "test'; insert into users values( 1, 'newadmin’, ’lykilord’,

9 )/*"
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HVERNIG VERDA SQL INJECTION

VEIKLEIKAR TIL?

" Forritarar hafa oft ekki naega pekkingu i oruggri
hugbunadarproun
Oryggi i hugbunadarproun ekki skyldu afangi i haskélanami

" Aukin ahrif
Adgangur ad upplysingakerfum oft ekki rétt styrour

= Admin adgangur ad gagnagrunni eda gagnagrunnsmidlara i stadin fyrir les
adgang aod einni toflu.
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HVAPA AHRIF HEFUR PETTA A MIG?

= Global Threat Intelligence Report (GTIR) - 2014
SQL injections cost $196,000

® Sony's Hacking Scandal Could Cost The Company $100 Million
- Business Insider UK 2014

= Microsoft Advanced Threat Analytics (ATA) playbook - 2017

"The average cost of a cyber intrusion is estimated to be around
$3.8M for an enterprise, per incident.”

= Panama lekinn
Drupalgeddon?
Wordpress Plugin
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HVAPA AHRIF HEFUR PETTA A MIG?

= Attack surface
Eru einhver ytri kerfi sem eru beintengd vid gagnagrunna?
" Er verid ad nota upplysingakerfi fra pridja adila sem tengist
gagnagrunnum meod SQL?
Drupal?
Wordpress?
Onnur vefkerfi?
Heimatilbuin forrit?

SECURITRIS



HVAD GETUM VID GERT TIL PESS AD

VERNDA OKKUR?

= Setja inn oryggisuppfaerslur reglulega

" Fara fram a aé fa tilkynningar um oryggisveikleika sem
finnast i hugbunadi

m pjalfa starfsfolk i ad skrifa oruggan koda

® Gera krofu a birgja um formlegt og oruggt
hugbunadarprounarferli

= Oryggisuttektir

= Veracode / Checkmarx o.fl.

= WAF (Web Application Firewall)

® Intrusion Prevention System (IPS)
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TAKK FYRIR

="Einhverjar spurningar?

svavar@security.is
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