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ÍSLENSKI HLEKKURINN -

ÖRYGGISVITUNDARVAKNING

http://www.security.is/BSidesBelfast-2017-Recording/


ÍSLENSKI HLEKKURINN

 June 2012 - Linkedin compromised, estimated 6.5 million 

users e-mails + password hashes compromised

 May 2016 – Turns out 117 million users email addresses + 

password hashes were stolen in 2012 (the Russians -

https://en.wikipedia.org/wiki/2012_LinkedIn_hack )

https://en.wikipedia.org/wiki/2012_LinkedIn_hack


ÍSLENSKI HLEKKURINN

 Until may of 2016 – only a small group of Russian hackers 

had access to the password hashes

 “dadada” - Mark Zuckerberg used his Linkedin password on 

twitter and pinterest -

https://www.theguardian.com/technology/2016/jun/06/mark

-zuckerberg-hacked-on-twitter -and-pinterest

 If Zuckerberg used his password elsewhere, who else might 

have?

https://www.theguardian.com/technology/2016/jun/06/mark-zuckerberg-hacked-on-twitter-and-pinterest


ÍSLENSKI HLEKKURINN - SPURNINGAR

 “Thank you for the information. I have an anti -virus product 
which protects my password, isn’t that enough?”

 “I don’t understand this.. My brother invited me to join this, 
but I never did anything with this and I don’t understand what 
it is?”

 “I’m not using this link, so I would like to ask you to terminate 
it for me”

 “You are of course financially responsible in case of damages 
from this, after not talking about this break in for 4 years!”

 “How do I know if I can trust this e -mail?”



Meira af því 

sama.NÚVERANDI ÁHÆTTUR



NÝLEGAR FYRIRSAGNIR

https://thehackernews.com/2017/10/microsoft-bug-tracking-breach.html


NÝLEGAR FYRIRSAGNIR

https://www.krackattacks.com/
https://www.pfs.is/um-pfs/frettir/frett/2017/10/16/Oryggisbrestur-i-thradlausum-tengingum-Notendum-bent-a-ad-fordast-WiFi-tengingar-a-naestunni-/


NÝLEGAR FYRIRSAGNIR

https://thehackernews.com/2017/10/rsa-encryption-keys.html


NÝLEGAR FYRIRSAGNIR

https://www.theregister.co.uk/2017/04/03/driveby_wifi_ithing_fix/


NÝLEGAR FYRIRSAGNIR

https://www.theregister.co.uk/2017/09/14/missed_patch_caused_equifax_data_breach/


NÝLEGAR FYRIRSAGNIR

https://www.theregister.co.uk/2017/09/26/deloitte_leak_github_and_google/


NÝLEGAR FYRIRSAGNIR

http://www.zdnet.com/article/sec-admits-data-breach-suggests-insider-trading-was-the-key/
https://uk.reuters.com/article/us-sec-cyber-weaknesses-exclusive/exclusive-u-s-homeland-security-found-sec-had-critical-cyber-weaknesses-in-january-idUKKCN1BW27P


NÝLEGAR FYRIRSAGNIR

https://www.washingtonpost.com/world/national-security/israel-hacked-kaspersky-then-tipped-the-nsa-that-its-tools-had-been-breached/2017/10/10/d48ce774-aa95-11e7-850e-2bdd1236be5d_story.html


 Crypto-busters reverse nearly 320 MEELLION hashed passwords 
(Troy Hunt’s passwords (from various data breaches)) .

 HACKERS GAIN ‘SWITCH -FLIPPING’ ACCESS TO US POWER GRID 
CONTROL SYSTEMS

 “745,000 pacemakers have been confirmed as having cyber -
security issues that could let them be hacked. “

 “Watch a hacked robot stab a tomato”

 Russian agents hacked US voting system manufacturer before US 
election – report

 Hackers breached defenses of US voting machines in less than 
90 minutes

 “THE FBI WARNS THAT CAR HACKING IS A REAL RISK”

NÝLEGAR FYRIRSAGNIR



“People are also still failing to set strong passwords.

80% of hacking-related breaches leveraged either stolen 

passwords and/or weak or guessable passwords .”

VERIZON DATA BREACH INVESTIGATION 

REPORT (DBIR) - 2017



Hverju 

þur fum við 

að hafa 

áhyggjur af?

FRAMTÍÐARÁHÆTTUR



FRAMTÍÐARÁHÆTTUR

 Meira af þessu sama

▪ IoT

▪ Gagnaöflun

▪ Áhrif á kosningar?

▪ Áhrif á markaði?

▪ Annað? 



Hvaða 

lausnir eru i 

boði?
HVAÐ GETUM VIÐ GERT?



HVAÐ GETUM VIÐ GERT?

 Almenn öryggisvitunardvakning

 Ókeypis Phishing þjónusta fyrir littla aðila: 

https://phishinsight.trendmicro.com/en/

 Þjálfun kerfisstjóra (t.d. Securing Microsoft Windows Server 

2016)

 Þjálfun netmanna (CCNA/CCNP Security)

 Aðrar öryggisgráður: CISSP / CISA / CISM o.fl.

https://phishinsight.trendmicro.com/en/


Umræðuskjal - Samningsviðauki vegna 

upplýsingaöryggis

https://www.stjornarradid.is/efst -a-baugi/frettir/stok-

frett/2017/01/06/Upplysingaoryggi -samningsvidauki -

leidbeiningar-og-eydublod-fyrir-gerd-ahaettumats/

HVAÐ GETUM VIÐ GERT?

https://www.stjornarradid.is/efst-a-baugi/frettir/stok-frett/2017/01/06/Upplysingaoryggi-samningsvidauki-leidbeiningar-og-eydublod-fyrir-gerd-ahaettumats/


Spurningar?

svavar@security.is

http://www.security.is/

TAKK FYRIR!

mailto:svavar@security.is
http://www.security.is/

