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Hvad er Nagios ?

“Nagios er bunadar og pjonustu eftirlitskerfi hannad til ad
lata pig vita af vandamalinu adur en pinir kunnar, enda-
notendur og yfirmenn vita af pvi. bad hefur verid hannad til
ad keyra undir Linux, en virkar vel a 6drum *NIX
styrikerfum. Nagioskeyrir regluleg “check” a bunadi og
pjonustum, sem pu skilgreinir med pvi ad nota
utanadkomandi “plugin” sem skilar tilbaka stoduna til
nagios. begar vandamal koma upp, getur Nagio sent
skilabod til peirra sem bera abyrgd a peirri pjonustu eda
bunad, a marga mismunandi vegu (email, instant message,
SMS, etc.). Nuverandi stada, loggar og skyrslur er svo allt
haegt ad komast i, gegnum vefviomotid. “
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Hvad er Nagios ?

o[ stuttu mali
*Nagios eftirlits og tilkynningar kerfi sem getur fylgst
med nanast ollu.

NNNNN

*Hvernig nalgast madur Nagios ?
«Sem partur af distro
*Apt-get / Yum / Emerge
‘Fra
*Nidurhala og compila.



http://www.nagios.org/

Plugins

« Nagios byggir eftirlit sitt a pluginum.
 Plugin mest skrifad i Perl, shell og C...enn....
 Einfalt ad skrifa sin eigin plugin
« Exit stadan skilgreinir villuna
*0(0K), 1(Warning), 2(Critical) og 3(Unknown)
Fleiri lysingar geta fylgt exit strengnum einsog
Laust plass a disk
«Laust minni
*Etc...
«bPjonustu check visa i plugin
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Plugins

Monitoring Logic

Plugins Parl Plugins Monitoring Abstraction Layer




Host / Service checks

*Host (bunadur)
*Host er einn nettengdur bunadur
*Haegt ad flokka saman bunad i Host groups
*Host parf ad minnsta kosti eitt service check
*Host up/down notar ping plugin

Service (pjonusta)
Service check er tengt bunadi
*Haegt ad flokka saman
*Geta keyrt reglulega eda pegar parfnast
*Keyra hlidstaett hvor odru
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Host Status Totals Service Status Totals
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Service Overview For All Host
Groups




States

*Notad til ad varast “False-positive”
Soft state
« Ef bunadur eda pjonusta er ekki OK
* Reynir prisvar ad keyra check adur en farid er i
Hard state
Soft state er loggad
*Hard State
*Ef ad soft state failar
Ef vidvorun fer ur WARNING i CRITICAL
*Hard state er loggad og contacts latnir vita
*Haegt ad stilla hegdun
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Host Status Totals

Service Status Totals

Up| Down | Unreachable|Pending | O [Wamning,
B o [ o ] [188 BN o |

Host Status Types: Al

Host Properties: Any
Service Stalus Types: Al Problems
Service Properties:  Any

01-11-2008 11:52:18 2¢ 1h52m 585 33

mwm*

Memory Usage #§- WARNING 01-11-2008 11:50:39 1¢ 23h 49m 57s 33

pero Mw - WARNING 01-11-2008 11:53:58 Od 1h 25m 38s 3

task )y Baskuns: ¢ BRI o1-11-2008 11:52:00 20 1h s2m 36s 33
femptraxel w a/ Probe 1 - WARNING 01-11-2008 11:52:23 0¢ 1h42m9s 33
Probe 2 M- WARNING 01-11-2008 11:53:04 0c¢ 1h37m 32s 373

) =) )
| All Probiems|All Types All Problems| Al Types
R emawm
Display Filters: Service Status Details For All Hosts

S T ol T ol ) e

m“mnmmmmm.mw

WARNING - §2 71010 MB (8%) Froeuofnory Used: 918 MB, Shared:
0 MB. Buffers: 139 MB, Cached: 637

WARNING: physical memory: Total 0.999G - Used: 884M (64%) -
Freo: 3SSM (38%) > waming

CRITICAL: mysgl_2008-01-02_07h00m. Wednesday.sglgz is too old
(Sd 4h S51m 58s oki)

Temp Warning: Furnace Room =81.0F
Temp Warning: Attic =40.5F

8 Matching Service Entries Displayed




Timeperiod / Notification

*Timeperiods
*Haegt ad bua til mismunandi timabil
*Fyrir check
*Fyrir Notification
*Notification
* Haegt ad bua til hopa
« Hopar bundnir vid pjonustu eda bunad med
timabil.
«E-mail, sms, instant messanger..etc




Parent/Child

«Bunadur eda pjonusta
bundin vid annan bunad

*Nagios greinir a milli
DOWN og UNREACHABLE

Einfaldar ad finna hvar
vandamalid liggur @

Wkstn1 HPLJ2605

somewebsite.com
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NRPE Addon

«Check keyrd a sjalfri velinni

‘Minnkar alag a eftirlitsvel

NRPE _NT notad a moti Windows velum
‘Betra ef verid er ad athuga resources (Diskur,
minni, CPU, SQL stodu, mailq etc...)

*Getur haft samskipti med SSL

5L check_disk — Local
Nagios | check_nrpe |- NRPE s
| | check_load —# Services

Monitoring Host Remote Linux/Unix Host




<D, ons
ETP

m LIOWDN NreRcnac INnaing

Service Status Totals

| - I—I

—_
N 75 |

Al AnliLt

jIEJ

Service Status Details For All Hosts

01-11-2000 11:45:08 2d 1h48m 21s 113

”~-01 11-2008 11:44:11 0J Oh 14m 165 173

S OK | 01-11-2008 11:48:06 04 23n Om 215 113
= 01-11-2008 11:46:36 2d 1h 46m S1s 173

4 OK | 01-11-2008 11:46:34 0d 1h42m 21s 173
% BK 1 01-11-2008 11:44:37 10 18h 58m 51s 173

% OK | 01-11-2008 11:47:35 10 23h 42m 21s 1/3
- 01-11-2008 11:48:08 1d 23h 40m 46s 1/3
S OK  01-11-2008 11:48:02 1d 23n 41m 215 113
% BRI 01112008 11:47:36 14 23n 40m S1s 173
% OK  01-11-2008 11:48:09 1d 23n 40m 195 113

E o - 01-11-2008 11:45:23 1d 23h 44m 185 1/3
- _ 01-11-2008 11:45:23 1d 23h 44m 19s 1/3

e - 01-11-2008 11:44:40 1d 23h 43m 49s 1/3

mm - - 01-11-2008 11:45:08 1d 23h 43m 19 173

- - 01-11-2008 11:47:18 2d 1h45m S0s 373

_m-—m—

WSOI(:WTMMWMW
roturns 208.64.1386.202

FTP OK - 10.261 second response time on port 21 [220
ProFTPD 1.3.0 Server (4Admin(tm) FTP Server)
[208.64.136.202))

HTTP OK HTTP/1.1 200 OK - 10363 bytes in 0.433

- seconds

IMAP OK - 0.202 second response time on port 143 [* OK
[CAPABILITY IMAPYrevi UIDPLUS CHILDREN

NAMESPACE THREAD=ORDEREDSUBJECT
THREAD=REFERENCES SORT QUOTA IDLE ACL
ACL25UNIO

OK - 208.64.136.202: na 87.770ms=, bs1 0%

SMTP OK - 0.401 seoc. response time

DISK OK - free space: / 8497 MB (0% inodo=88%):
Disk ok - 6.34G (573%) free on WDEVIHTML

DISK OK - free space: /boot 223 MB (91% inode=99%):
jg= 1, Status=11 {PreFaidure . Online ). Value=200,
Throshold= 51, Passed

DISK OK - free space: /home 2437 MB (84%
node=93%).

DISK OK - free space: /store 883 MB (28% inode=59%):

DISK OK - free space: imp 1108 MB (97% inode=89%):

fstorefbackups/homedirsfroottar.gz s OK (Od Sh 41m 40s
old, 184054422 byios)

22m 2s okd, 730595328 byles)
CRITICAL: mysql_2008-01-

%omwugz is 100 old (8d 4h 47m 165
.9z s OK (Od 8h 45m 525

150 OK (4d 8h

~
-
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Host Status Totals
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Service Status Totals

i

inknown | Critical | Panding
|

e B .18 140
Eeaagiic AR ovzcsiiese
Bass LR ovvizmes tieeos
ms LSRR ovnamesiiaras
BE ARG ovrzme tiares.

20 0h 25m 43s

2d 1h 48m 31s

2¢ 1th 48m 22s

25 maTmtes.

Oc Oh 6m 323

24 1h 45m 46s

2d 1h 44m 48s

26 1ha8m 148

0c 6h 7m 21s

2d1h46m 115

2d 1h 48m 10s

0d 1h 18m 40s

2d 1h 45m 10s

'2d 1h48més

2¢ 1h 45m 34s

S P 0w

Host Status Details For All Host
Groups

_ Status Information
2 DR o 1+

 HTTP OKHTTP/1.1 200 OK - 2475 bytes in 0.223 seconds
PING OK - Packet loss = 0%, RTA =006 ms

 PING OK - Packet koss = 0%, RTA = 2.25 ms

PING OK - Packetioss = 0%, RTA= 038 ms

 PING OK - Packet loss = 0%, RTA = 1.27 ms

PING OK - Packet loss = 0%, RTA =052 ms

PING OK - Packet loss = 0%, RTA = 1.55ms

PING OK - Packet loss = 0%, RTA = 167 ms
PINGOK mm-mn‘m-mu-
HTTP OK HTTP/1.1 200 OK - 2474 bytes in 0.302 seconds

HTTP OKHTTP/1.1 200 OK - 2474 bytes in 0.230 seconds

 PING OK - Packet loss = 0%, RTA=035ms

PING OK - Packetloss = 0%, RTA= 124 ms

PING OK - Packet loss = 0%, . RTA=412ms

17 Matching Host Entries Displayed
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Host Status Totals Service Status Totals

|Up|Down|Unreachable| Pending| [ok[Waming[Unknown Critical[Pending | Bl
mEl o [ o [ o | B+ [ o mmmm o | |

All Problems| All Types
| [] II 17 |

Service Overview For All Host
Groups




Host Status Totals Service Status Totals

| Up | Down | Unreachable| Pending| m
Bl o | ) I o | |

[ A1 Probiems|All Types ___.xm
[ o 7 ] —I_T_]

Service Status Details For All Hosts

Oi-il-m 11:52:18 2¢ 1h52m 588 33

= WARNING - 921 1010 MB (8%) FrooMomofy Used: 918 MB, Shared:
Memory Usage ’-WARNNGO!-H 2008 11:50:39 10 23h 49m 57s 33 0 MB. Buffors: 139 MB, Cachod: 637

 Physical . e WARNING: physical memory: Total: 0.999G - Used: 884M (64%) -
= U M- WARNING 01-11-2008 11:53:58 O¢ 1h 25m 38s I3 Froo: 359M (38%) > warning

#@ Bitkees *_omiozoooﬂmzummaa. A e S 02 0TV WSy S LG o o ok

a3
*WARNNGO! -11-2008 11:52:23 0¢d th42mSs 33 Temp Warning: Furnace Room =81.0F
333

- WARNING 01-11-2008 11:53:04 O¢ 1h 37m 32s Temp Warning: Attic =40.5F

8 Matching Service Entries Displayed




Network Map For All Hosts
Last Updated: m.n- 1" ﬂ.ao:teesr 2008
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All Host and Service Scheduled Downiti
Lasi Updated: FriJan 11 11:58:01 CST 2008
Updated every S0 seconds

[ Host Downtime | Service Downtime |
Echal:luhd Host Downtime
= Schedule host downtime

A e e B N N il P
I'I'II'I

01-11-2008 Hinux workstaton 01-11-2008 01-11-2008 0d 2h Om =
Feus 115716 - 11:56:15 13:56:15 e I - . =

Bchnzdulad Service Downtime

Host Name|Service|Entry Time]Author|Comment]Start Time[End Time|Type|Duration|Downtime 1D|Trigger ID|Actions|

Thera are no sandcas with schedulad downtimea




All Hosts and Services State type options:

| Al state types 3]
History detail level for all hosts:

Latest Log File Navigation

Archive Fri Jan 11 00:00:00 -
cl GEL IS [ Al alerts -8
Present.. (7] Hide Flapping Alerts
File: Jusriiocal/nagiosivarinagios.log ) Hide Downtime Alorts

) Hide Process Mossages
(] Older Entries First

January 11, 2008 12:00

[01-11-2008 12:02:18) SERVICE ALERT: fier.Yum Updates. OK:SOFT2.YUM OK: O/S &5 up to date.
{01-11.2008 12:00:16] SERVICE ALERT: fier;Yum Updates . CRITICAL.SOFT.1.CHECK_NRPE: Socket timeout after 10 seconds.

January 11, 2008 11:00

{01-11-2008 11:52:56] SERVICE ALERT: hp§2605dn PING . OK:SOFT:2,0K - 192.168.1.30: rta 0.268ms, lost 0%
{01-11-2008 11:52:26] HOST ALERT: hpli260SanUP,SOFT 2.PING OK - Packet loss = 0%, RTA =082 ms

{01-11-2008 11:51:06) HOST ALERT: hp§2605anDOWN;SOFT1;CRITICAL - Host Unreachable {192.168.1.30)
[01-11-2008 11:50:56] SERVICE ALERT: hpi2805dn PING . CRITICALSOFT 1.CRITICAL - 182.168.1.30: rta nan, bst 100%
{01-11-2008 11:45:56] SERVICE ALERT: hp§2605dn;PING;OK:HARD; 10K - 182.168.1.30: rta 0.650ms, lost 0%
[01-11-2008 11:45:08] SERVICE ALERT: fier.Yum Updates  OKHARD 3. YUM OK: O/S is up 0 date.

{01-11-2008 11:42:58] SERVICE ALERT: fier:Memory Usage, OK:HARD;3,;0K - 308 / 756 MB (40%) Free Memory, Used: 448 MB, Shared: O MB, Buffers: 59 MB.
Cached: 274 MB
f01-11.2008 11:42:28] SERVICE ALERT: hpi26805dn,Printer Status OK.SOFT 2. Printer ok - ("Ready™)

{01-11-2008 11:42:06] HOST ALERT: hpl2680San,UP.SOF T 3|PING OK - Packet loss = 0%, RTA =046 ms

{01-11-.2008 11:40:58] SERVICE ALERT: hpi2805dn.PING . CRITICAL . HARD: 1,CRITICAL - 152,.168.1.30: rta nan, lost 100%

{01-11-2008 11:40:58) HOST ALERT: hpi2605an,DOWN;SOFT;2,CRITICAL - Host Unreachable (192.168.1.30)

{01-11-2008 11:40:38] HOST ALERT: hpli2605¢n, DOWN SOFT. 1.CRITICAL - Host Unreachable (192.188,1.30)

{01-11-2008 11:40:26] SERVICE ALERT: hp§2605dn;Printer Status; CRITICAL;SOFT;1;Timecut: No Response from 192.168.1.30. : Timeout from host 162.168.1.30
i;ci [01-11-2008 11:38:54] Nogios 3.0rc1 starting... (PID=24137)
@ (01-11-2008 11:36:54] Caught SIGTERM, shutting down...

>
[01-11-2008 11:34:31] SERVICE ALERT: ayamon.comFTP,OKHARD 3.FTP OK - 10.753 second response time on port 21 [220 ProFTPD 1.3.0 Server (4Admin{tm)
FTP Server) [208.64.136 202]]
0 {01-11-2008 11:32:51] SERVICE ALERT: fier:Memory Usage WARNING HARD 3/WARNING - 8/ 756 MB (1) Free Memory, Used: 748 MB, Shared: O MB, Buffers: 46
MB, Cached: 434 MB \:
v

2 [01-11-2008 11:31:48] Nagios 3.0rc1 starting... (PID=22265)
g {01-11-2008 11:31:48] Caught SIGTERM, shutting down....
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01-11-2008
11:45.06

- 01-11-2008
. 11:42:58

Physical 01-11-2008
Momory Usage WARNING 14.50.08

01-11-2008

L - 11:34:31
01-11-2008

Memory Usage WARNING 9173072
01-11-2008

e - 11:24:14
mm_m-ﬂ-zooe

112354

01-11-2008
WARNING 11:18:13

01-11-2008
Probe 1 WARNING 11:13:53

Backups: 01-11-2008
MySOL 11:12:03
mae
11:11:43
01-11-2008
Memory Usage WARNING §-13-28
Yum Updates A
11:09:33
01-11-2008
Homany Usage WARNING 3573538

01-11-2008
Memory Usage WARNING 10:28:57

Probe ¢ a0t
Probe 2 WARNING §0-11-2008
Probe 3 Sotaar
Probe 1 WARNING §3-11-2008
Bea 01-11-2008

10:13:.07

All Contacts

Log File Navigation
Fri Jan 11 00:00:00

Latest
Archive

Notification detail level for all contacts:

[ All notifications -&)
Older Entries First:
) Update

File: Jusrilocalnagiosivarinagios.log

YUM OK: O/S &5 up 1o date.

OK - 300/7$8M8(40%)quomory Used: 448 MB, Shared: O MB,
Buffers: 59 MB, Cached: 2

WARNING phy.le‘lm'fonto.m Used: B63M (84%) - Free:
aou(m»m

FTP OK - 10.753 second response time on port 21 [220 ProF TPD 1.3.0
Server (4Admin{tm) FTP Server) [208.64.138.202]]

WARNING - 8/ 756 MB (1%) Free Memory, Used: 748 MB. Shared: 0
MB, Buffers: 46 MB, Cached: 434 MB

No data recedved from host

OK - 276 / 756 MB (35%) Free Memory, Used: 480 MB, Shared: O MB,
Buffers: 62 MB, Cached: 176 M8

Temp Warning: Attic =398 F

Temp Warning: Furnace Room = 80.7 F

CRITICAL: mysgl_2008-01-02_07h00m Wednesday.sql.gz is 0o okd (99
4h 11m 58s old)

CRITICAL: mysgl_2008-01-02_07h00m.Wednesday.sqgl.gz is toco old (Sd
4h 11m 37s old)

WARNING - 83/ 1010&8(8’6) quomo-'y Used: 917 MB. Shared: 0
MB, Buffers: 136 MB, Cached: 64

CHECK _NRPE: Socket timecut after 10 seconds.

WARNING: physical memory: Totak 0.996G - Used: 675M (66%) - Free:
348M (34%) > waming

WARNING - 73 / 756 MB (9%) Free Memory, Used: 683 MB, Sharec: 0
MB, Buffers: 101 MB, Cached: 471 MB

Temp Ok: Probe 4 =236 F

Temp Warning: Attic = 38.7 F

Temp Ok: Port3=728F

Temp Warning: Furnace Room =814 F

(Return code of 127 is out of bounds - plugin may be missing)
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All Contacts

Log File Navigation
Fri Jan 11 00:00:00

Latest
Archive

Notification detail level for all contacts:

[ All notifications -&)
Older Entries First:
) Update
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Buffers: 62 MB, Cached: 176 M8
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4h 11m 58s old)

CRITICAL: mysgl_2008-01-02_07h00m.Wednesday.sqgl.gz is toco old (Sd
4h 11m 37s old)

WARNING - 83/ 1010&8(8’6) quomo-'y Used: 917 MB. Shared: 0
MB, Buffers: 136 MB, Cached: 64

CHECK _NRPE: Socket timecut after 10 seconds.

WARNING: physical memory: Totak 0.996G - Used: 675M (66%) - Free:
348M (34%) > waming

WARNING - 73 / 756 MB (9%) Free Memory, Used: 683 MB, Sharec: 0
MB, Buffers: 101 MB, Cached: 471 MB

Temp Ok: Probe 4 =236 F

Temp Warning: Attic = 38.7 F

Temp Ok: Port3=728F

Temp Warning: Furnace Room =814 F

(Return code of 127 is out of bounds - plugin may be missing)

Y




Sensa Network Management Suite

Taekjalisti/Network Tengingar - LinkLogger
Inventory Afritun uppsetninga
Tengd taeki ConfigChecker
Portastada Varafl

Cacti- Umferdarmaelingar Teikningar af netkerfum -
Smokeping- Topology maps
Bidtimamcelingar

Syslog pjonusta

Nagios - tilkynningar

http://snms.sensa.is



Spurningar ?




