Eru forrit 6ruggari a SIM kortinu en a handtaekinu?
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Hvaoan kemur SIM kortio

» SIM (Subscriber Identity Module)

» Audkennir farsimanotanda a moti farsimanetinu
 Velur dulritunarlykla fyrir aframhaldandi samskipti
* Geymir gogn fyrir simtaekio pegar slokkt er a pvi




Umhverfi SIM kortsins

*SIM kortido er mun lokadara umhverfi simtaekio
» parft ao vera | samstarfi vio fjarskiptafélagio sem a kortio
* Takmarkao plass (16-256Kb)
» Takmarkadra viomot (SIM toolkit / NFC)
* Dreifing a hugbunadi a kortum er lokadari
 Forritao 1 JavaCard
* Meira Oryggi?




Hvernig forrit eiga heima a SIM?

» Stuoningsforrit fyrir farsimajpjonustu
 Styring Iinn a farsimanet erlendis (Roaming)
* Fylgjast meo ao rettar stillingar séu & handtaekjum

* Hugbunaour meo hatt oryggisstig
» Rafraen skilriki
* Audkenningar
* Rafraenar undirskriftir
* Dulritun
* OTP (One-Time-Password)
» Greioslumiolun og bankalpjonustur
*NFC mobile payment

Hringiflutningur
Fjarvera
Onadid ekki
Duetthringin
Simtal bidur
Alagsdreifin
Yfirtaka

Innhringihing

[+

Cancel

Audkenningar PIN:




Innvioir SIM korts - vélbunadur

 Vélbunaour
» Smart kort
» Sér 0rgjorvi og minni
» Serial samskipti

* Varnir
* Top-layer Sensor Meshes Chip Adhesive
» Reduce power signal and add noice Active Chip Side ;Metal C:ontacts
* Low-frequency Sensor Chip : :

. Encapsulation : ; :
Card Body Substrate ; Hotmelt
Bond Wire
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Innvidir SIM korts - hugbunadur

o Styrikerfi
e Javacard

—Forritunarmal
» Security domain ‘

Issuer Security Domain Security Domain 2

* Applet firewall
—Stoppar samskipti tveggja ohaora forrita
—Shareable interfaces

—Krefst audkenningar fyrir alla meohondlun E—— )

Javacard interface

Smart Card OS

Serial




Samskipti vio SIM kortio

GSM
Antanna

Over-the-air
commands _|

ARM - linux

GSM air Baseband - android

Interface

apdu/ SIM
serial  toolkit

swP—— NFC chip




Samantekt

* SIM kort henta ekki 6llum tegundum af pjonustu
 Einfalt viomot
* Litid geymsluplass

* Adgangur ao SIM korti i hondum fjarskiptafélags

» Margar Oryggisraostafanir
* EKkI haegt ao lesa leynilykla ut ar korti

Takk fyrir




