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broun / notkun

» Hvers vegna er petta ordid svona vinsalt ?
> post—-PC" timabil ?
> Vinna vs fritimi
- Breytingar a notkunarmynstri
> Krofur um sitengingu
- Praktisk not
» Laptop / spjaldtdlvur
- Meira framleitt af spjaldtolvum
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broun / notkun

» Takmarkandi paettir
- $ (Canada ?)
> Tengimoguleikar
- Tengihraoi
- Battery ending
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broun / notkun

» Takmarkandi paettir

- Adgengi a0 vefsioum
> Flash vs eitthvad annad
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Nettengingar

» Hvernig er haegt ad tengja pessi taeki ?
- bradlaust

- USB
> Virad ?
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Nettengingar

» Moguleikar a pradlausum tengingum

- bradlaus tenging
- 802.11
- Onnur taeki sem nota sdmu bylgjulengdir

- Bandbreidd vs fjoldi tekja
- CSMA / CA

borsteinn Einarsson Opin kerfi Sky/04-04-2012



Nettengingar

» 802.11 staolar - IEEE
> Wireless LAN 802.11 WG Wi-Fi Alliance

- 802.11a/b/g 11-54Mbps @2,4/5Ghz
- 802.11n >100Mbps 2,4/5Ghz
- 802.11ac Up to 2.5Gbps @5GCGhz

» IEEE (Standards)
» Wi-Fi alliance (Certification)
4
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Nettengingar

» Afkastageta - Performance

- 802.11n 3 Spatial streams
- MIMO
- 802.11ac 8 Spatial streams

- Flestar spjaldtolvur / snjallsimar geta bara “hlustad”
a 1 Spatial Stream

> Channel bonding
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Nettengingar

» Aherslubreytingar i hénnun
- Ekki lengur ahersla a draegni - heldur hrada

> Fleiri AP & hvert svaedi —> fleiri taeki, meiri bandbr.

- Hvada pydingu hafa mismunandi tengihradar
(datarate) ?

c1-2-55-6-9-11-12........ Mbps
- Beacon - fyrir management
o Litlar sellur betri en storar sellur
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Nettengingar

» Oryggi i pradlausum tengingum
- Fela SSID - ekki merkileg vorn
- MAC authentication - MAC addressur ma “spoofa”
- PSK - ef einhver haettir parf ad breyta i 6llum taekjum

- WEP EKKI NOTA
> WPA-TKIP EKKI NOTA
- WPA2-AES © OK
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Varnir og arasir

» Magn SPAM er a0 minnka
> 10,1% jan 2011 -1 3,2% sept 2011 i US
» Ahuginn a0 breytast ?

» Hvernig er brotist inn a spjaldtélvur/snjallsima ?
- Bogus apps
> Setja upp varnir i tekjunum - eins og i PC/laptop
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Styring a adgengi

» Mismunandi innan fyrirtaekis
» Gestir

» Verktakar

» Starfsmenn
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Styring a adgengi

» Styra pvi hvada teki geta tengst
» Tengja spjaldtolvur/snjallsima inn a sér net
Tengja SSID inn a sér VLAN

» “Deep-inspection” eldvegg

» Intrution Prevention System (IPS)

» VPN Ipsec / SSL fyrir taekin

» Device profiling

» Nota 6fluga, midlaega adgangsstyringu
(skirteini, AD/RADIUS, notendur/lykiloro)
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Styring a adgengi

» Monitoring a hvada taeki tengjast

» Voktun a atburdum

» Skraning a adgengi

» Slokkva a 6notudum portum i svissum
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EKKI TYNA TZAKINU
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Takk fyrir !

pborsteinn Einarsson
steini@ok.is




