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Falskt oryggi

Framleidendur idnvéla segja ad pad purfi ekki framkvaema veikleikapréfanir a kerfum pvi pau
eru aldrei tengd vid Internetid — HALLO —> bad er leitarvél & Internetinu sem leitar uppi svona
teeki !
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EXPOSE ONLINE DEVICES. ..

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.

REFRIGERATORS. VOIP PHONES.

TAKE A TOUR

Popular Search Queries: default password - Finds results with "default password” in the banner; the named defaults might work!
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Arasarfletir (targets)

bvi fleiri forrit pvi meiri likur a ad
haegt sé ad brjotast inn i kerfi!

Ef hugbunadur er 6keypis pa hangir
yfirleitt eitthvad vafasamt a
spytunni...

IT Security

Apple allows app developers to
resume tracking with iI0OS 6

By Michael Kassner
October 24, 2012, 12:02 PM PDT

Takeaway: Apple was burnt once by allowing app developers to track users via the UDID. Will they
get burnt again by allowing app developers to track using Apple’s brand-new IDFA?

e O
7 KO LC T

BH: ©we

Online tracking of mobile devices for whatever reason is a touchy
subject — just ask Apple. A while back, Apple was smack in the
middle of the tracking squabble. The panic started when the Wall
Street Journal publicized how application developers were able to
associate iPhone’s Unique Device |Dentifier (UDID) — considered the
phone’s serial number — with other personal information (real names,
addresses, and phone numbers) stored on the phone.

This paper written earlier by Eric Smith forecasted this inevitability:
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Kevri upp leikinn. .. Pu geetir purft ad Smella a "Run" til ad byrja leikdinn

Warning - Security ﬂ

The application’s digital signature cannot be verified. 0

Do you want to run the application?

] Mame: Leilur
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Synidaemi — Oryggi bradlausra neta

G The connection attempt could not be completed

(@)

Probe Response
SSID: SuperSecure
ENC: WPA2-Enterprise

Deauth attack

bradlaus sendir t.d. hja
fyrirteeki sem tolva (eda
snjallsimi) tengist (9)
sjalfkrafa med besta

oryggi sem er i bodi

SSID: SuperSecure

4 way handshake authentication
USEI' name B Details \ Terminate Connect |
Password (MSCHAPv2)

Probe Requ

The Credentials provided by the server could not be validated. We
recommend that you terminate the connection and contact your administrator
with the information provided in the details. You may still connect but doing
you to security risk by a possible rogue server.

Details

Radius Server: securelogin.arubanetworks.com

Root CA: AddTrust External CA Root

The server ™ ks.com" p a valid

certificate issued by "AddTrust External CA Root”, but "AddTrust
External CA Root” Is not configured as a valid trust anchor for this
profile.

PWNED

e
| Packet Injection SuperSecure AP Evil AP
: Linksys WUSBS54GC Trendnet TEW-691 GR Alfa AWUS036nh



Helstu ahaettur

Average Number Of Malicious Web Sites
Identified Per Day, 2011

Netpjonar eru oftast

hakkadir 2010 L
6.051 haettulegar vefsidur L

Most Dangerous Web Site Categories, 2011

Figure 26. Categories of compromised assets by percent of
breaches and percent of records Rank

2011

Top-10 Most Frequently Exploited % Of Total Number
Categories Of Web Sites 0Of Infected Web Sites

Figure 27. Categories of compromised assets by percent of stuaningfra, CIA’ FBI Ofl, Rerere"w :
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Hverjir eru pessir ,,snillingar”?

MONDAY, AUGUST 1, 2011

‘ﬁ old video game hacker "Meqg:
oy '
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Security Predictions for 2012
from Websense® Security Labs™




Your social media identity may prove more
valuable to cybercriminals than your credit
cards. Bad guys will actively buy and sell social

media credentials in online forums.
N(i]1 Tube

facebook Linked [}

GO Ogle“ \-ﬁ mggggnger

’ foursquare
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Upplysingaleynd er mikilvaeg

The location of . @ The Batcave
our Bat Cave - y

&7 ROBIN

Just checked in

is meant to
be secret, so

STOP
CHECKING IN!

AGENT-X COMICS & WWW.AGENT-X.COM.AU
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Android Malware Infections Increase
3y 700%

MARSHALL LEMON | 4 SEFTEMBER 2012 10:44 PM m

.ﬂ.pprﬂxim ﬂt’EI}' HE“.I"ID ﬂf ﬂ." mﬂhile mﬂIWﬂ.rE Tatal Mobile Mahware Samples in the Databeae
attacks since 2011 occured on Android
smartphones.

When it comes to the world of internet security 10000
and malware, being the biggest fish in the sea .o
also makes you the biggest target. Such was the 6,000
case when Windows operating systems 4,000
dominated the PC landscape in the 90s, and 2.000
such is the case today in the mobile sphere with : —— e wm um B

Android phones. The platform is fast becoming e o

the mobile operating system of choice, but its

rampant growth combined with its open source nature is an ideal breeding ground for virus and malware
distribution. Tracking reports by security firm McAfee have revealed that in the last year, malware breaches
have grown by an astronomical 700%, putting the Android at approximately 85% of reported malware
instances.
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Slmasvmdlarar herja a island

Fyrst birt- 01.11.2012 14;13. Sidast uppiert: 01.11.2012 0

To rupriotar eru enn ad hringja i folk og bidja pad ad
cnt fi ekki. Mynd: Shutterstock

Enn eru tolvuprjétar ad hringja heim til folks og bidja pad ad fara i télvuna

sina og gefa upp alls kyns upplysingar til ad koma i veg fyrir ad tolvan bili.

Logreglan & héfubborgarsvaedinu hefur fengid tilkkynningar um slik simtol
sem oftast eru a ensku.

Jafnan segist sa sem hringir vera a vegum Microsoft eda annarra pekktra
tolvufyrirtaekja, og sa sem hringt er i er hvattur til setjast vi6 télvuna, veita
upplysingar og jafnvel fara inn a tilteknar vefsidur.

Ohazett er ad fullyrda ad sa sem hringir, er ekki i forvarahugleidingum,
heldur er ztlunin ad komast inn i télvur folks, til a6 stela fjarmunum pess.

Svindl af pessum toga er pekkt vida um heim og er folk hvatt til ab vera a
varObergi gagnvart svona simtélum.
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Flokkar
Innlent . ) ]
junnar a netinu.
EiLikarpetta |31 si00va
W Tweet 0
Rkl o 1 pab. Meblimir
I3 Deila a Facebook
Senda frétt batar sem syndu
Q Prenta Egi-
A irtaeki sem fylgist
Fleiri fréttir . )
wGid fyrir

Verda ad greida gengislan al reefa.

Tonleikum fyrir bandur
frestad

brju fikniefnamal i
Hafnarfirdi

3 : 3 S Al '.I\;J\Jll
Of litill peningur i skolamat .
. b svartan
Rafmagnsiinur komnar i iag | ef

Emir med oskerta aaetiun

Nyr yfirlogreglupjonn a
Vestijoroum

Ovedur og o6fzra vida



Hver er besta vornin?

Stadlar ITI L@
©2

Oryggislausnir
e & spcrosott
CISCOo. T
, symantec. ﬁd,
gy T

Er pbad ekki bara pessi?
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Eftirlit er mikilvaegt og vanmetinn pattur

Vi rkt Efti rI Unsubscribe and turn off activity reporting | Ask for help | See frequently asked guestions | Learn more
, 3 3 Microsofts
Fahaefan: &8 ity safety

Regl ubunc Weekly Activity Report for
, Eva Jiilia Olafsdottir
Ohaedi er |
Most popular websites (View all) .
{08% of all the webeites Eva Jolia Olafsdotti visitad)
izner =
facebookcor NN

paperdolhezven.com T

angrybirds.com -
aUgsyN.is -
a ] 10 1% 20 2t 30
MNumbar of pages visitad

 ahaettu

Latest blocked pages (View all)
Paperdoll Heaven

Latest searches (View all)

No results this week
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Nokkur atridi sem studla ad haerra oryggisstigi og -vitund

Abyrg notkun
Stadlad umhverfi og uppfaert

Efla oryggisvitund med reglubundinni fraedslu

Halda kerfisstjoraréttindum i lagmarki -

Ekki treysta alfarid a hugbunad eda kerfi

Framkvama reglulega oryggisprofanir, baedi handvirkar og med télum

L G o o A e

Utbua helstu stefnur, innleida og fara eftir peim!

bu vilt ekki vera veikasti hlekkurinn i 6ryggiskedjunni
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Til ad vera ekki audvelt
skotmark, er mikilvaegt ad hafa
godan skilning a beim haettum
sem stedja ad okkur og hvad
heegt er ad gera til ad lagmarka
heettuna a ad verda fyrir bardinu
a télvugleepamoénnum.

olafur.rafnsson@capacent.is

* @OlafurRobert
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