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#Oaskilegt efni

 Adgengi ad hverju a netsian ad takmarka?
= Klami?
= Ovaerum?
= Hofundarréttarvornu efni?
= Spilavitum?
= Einelti?
= Samfélagssioum?

 Umraedan um takmorkun netadgengis ad klami

= | Danmorku* og Astraliu** fylgdu adrir flokkar
ritskodunar i kjolfarid.

* Christian Engstrom 2010, http://christianengstrom.wordpress.com/2010/04/27/ifpis-child-porn-strategy/
** Sja heimildir a http://en.wikipedia.org/wiki/Internet censorship in Australia
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##Hvern a a0 stoppa?

Born og unglingar Venjulegt folk Einbeittir adilar

Slysast inn a Sumir skoda Saekja markvisst

klamsiour klamsiour I klam
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#Hver eru raunhaf markmid?

Fyrirhofn ad ozeskilegu efni

[ ] D DNS/vefsia
- e TS

Born og unglingar Venjulegt folk Einbeittir adilar

Slysast inn a Sumir skoda Saekja markvisst
klamsidur klamsidur | klam
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#Hver eru raunhaef markmio?

Fyrirhofn ad ozeskilegu efni

Djup netsia

DNS/vefsia

Engin sia

Born oL- ~ adilar

Slveact inn A Sumir skoda Saekja markvisst
... Nnema vid kldamsidur [ kldm
slokkvum a

Internetinu
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#Hvao a ad sia?

* |nternet # vefurinn

= Fullt af 60rum samskiptaleidum

e Ber ad skoda adra hluti?
= | eiki?

= Peer-to-peer skraarskipti?

- nstant mesaging /R0 o A
[ | Hva 6 m e6 d u | kO,6 u n ? 2010 2011 2012 2013 2014
B File Sharing Internet Video
Bl CableVOD Il Business Internet
or o , . B Web-Data [l Business IP WAN
* Mikilvaeg akvordun e Qo
M Video Calling B Online Gaming

*Cisco VNI June 2010
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#tAoferdir og taekni

Adfero Flaekjustig + Oryggi siu Mogulegar undankomuleidir
onnur ahrif

DNS svarthol Litio

BGP/Routing Talsvert
svarthol

Vefsia og URL Talsvert
filtering, t.d.

»Netsweeper

Websense

IronPort”

Packet Inspection; Mikid
leit i 6llum IP
samskiptum

Litio sem ekkert

Minnihattar

Minnihattar

Saemilegt

Annar DNS, Bein IP
samskipti, VPN/VPS,
Anonymizing pjonustur

Erfitt ad komast framhja ef
svartholid er mjog lokad.
Annars VPN/VPS og
anonymizing pjonustur

Eingdngu um ad rxeda
hefdbundin vefsamskipti,
port 80 og 443. Haegt ad
faera yfir a 6nnur port, og
dulkédunarleidir.

Dulkédun og umkdédun.
VPN/VPS, HTTPS
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#tAoferdir og taekni

Adferd Flekjustig + Oryggi siu Mo6gulegar undankomuleidir

DNS svarthol 1 P
VPS,
dnustur
BGP/Routing framhja ef
svarthol g lokad.
> 08
ynustur
Vefsia og URL reeda
filtering, t.d. amskipti,
,Netsweeper “port 80 og 443. Haegt ad
Websense faera yfir 4 onnur port, og
IronPort“ dulkédunarleidir.
Packet Inspection; Mikid Semilegt Dulkédun og umkodun.
leiti ollum IP VPN/VPS, HTTPS

samskiptum
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#Teknileg samliking

Umferd a Internetinu Umferd a gotum
TCP umfero Bilar
Saxkja 6aeskilegt efni Klamblod i skottinu
Vefsia heima Vegatalmi i innkeyrslunni

Vefsia fyrir landio Vegatalmi a Miklubraut
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#Reynsla fra Astraliu

Alpha |-

Beta |L —
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Theta oo 0000000000000 ¥
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Figure 17: Comparative blocking rates of each category of URLs

2008, http://www.acma.gov.au/webwr/ assets/main/lib310554/isp-level internet content filtering trial-report.pdf
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#Samantekt

* Netsia fyrir island?
= Utfaersla er taeknilega méguleg
= Geeti minnkad adgengi ad oaeskilegu efni
= Gaeti ordid floskuhals fyrir samskipti

* Audvelt ad fara framhja flestum netsium
= Sérstaklega fyrir einbeitta adila

e Toluverd haetta 3 misnotkun
» Medal valdhafa (Kina, Astralia, Danmork, o.s.frv.)
= Medal innherja (adgengi ad 6llum gognum)
= Medal utanadkomandi (t.d. innbrot a vefsiuna)
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