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AGENDA 

1. Where are we? 
i. O que é? 
ii. Segurança Física 
iii. Segurança Digital 
iv. Disponibilidade e acesso 
v. Enquadramento legal  

2. What are we doing? 
i. Fornecedor de Autenticação  
ii. Middleware Open Source  
iii. Certificação de Atributos 

Profissionais 
3. European alignment5 medidas 
estratégicas 

i. Projetos Europeus em 
curso 
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WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHERE WE ARE 
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WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT IS IT? 

CARD SECURITY 

DIGITAL SECURITY 

SECURITY LEVELS IN REGISTRY AND ACCREDITATION 

ACCESS 

LEGAL FRAMEWORK 

WHERE WE ARE 
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WHAT IS IT? 

Is a citizen certification that assumes  the role of a physical identification document   
and as an electronic  document that allows citizens to identify, authenticate and  
sign electronically in the normal non-presential interaction with public services 

Replaced 5 cards: 
 
•ID 
•Taxpayer 
•Social Security 
•Healthcare 
•Voters  

 
 

 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHERE WE ARE 
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CARD SECURITY 

• Several security verification mechanisms (3 control levels) 
 

• Set of information and images identifying the card owner 

Chip 

Nº Document e N.º Civil Ident. 

MLI  
(Multiple Laser Image) 

Signature Validation date 

Surname 

Name 

Birthdate 

Foto 

Gender, Height, Nacionality 

Blind people 

codes 

DOVID   
Diffractive Optically Variable Imaging Devices)  

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHERE WE ARE 
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DIGITAL SECURITY 

• In-Card Applications: 
 
– IAS – Autentication using STORK platform 

 

– EMV-CAP - one-time-passwords for alternative channels (e.g., phone) 
 

– Match-on-Card biometric fingerprint 

IAS 

In-Card applications 

Match-On-Card 

Biometric fingerprint 

EMV-CAP 

All the printed information on the 
card (front and back) 

Personal usage field 

Photograh 

Address 

Citizen’s data 

Digital Signature certificate 

Digital authentication certificate 

PIN protected 

Public access 

Not accessible 

Legenda 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHERE WE ARE 
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REGISTRY AND ACCREDITATION SECURITY LEVELS  

Phase description Low Medium Higher 

Non Presential Registry and delivery of 
credentials 

X 

Non Presential Registry and presential 
delivery of credentials 

 
X 

Presential Registry and delivery of 
credentials (with citizen’s identity 
confirmation) 

 
X 

User /Password X 

Soft Certificates X 

Digital certificates in safe device X 

 Registry 

Accreditation 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHERE WE ARE 
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ACCESS 

 

+ 7.6 million citizen cards issued 

 

+ 2.4 million with activated signature certificate 

20.443 

612.445 

2.767.868 

4.708.169 

6.092.718 

7.615.305 

1.217.862 

1.789.104 
2.071.524 

2.436.898 

0

1.000.000

2.000.000

3.000.000

4.000.000

5.000.000

6.000.000

7.000.000

8.000.000

2007 2008 2009 2010 2011 2012

Cartões emitidos

Cartões com Assinatura ativa

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHERE WE ARE 

 

Cards issued 

 

Cards issued with 
signature activation 
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LEGAL FRAMEWORK 

European Portuguese 
 

Law n.º 7/2007, 5th of February – regulates 
the citizen’s card and it’s emission. 

eGOV - eID - 

Law n.º 62/2003 3rd of April – 
transposition of the Directive n.º 
1999/93/CE, form the European 
Parlament. 

Directive 1999/93/EC from the European 
Parlament  (13th December) – legal framework for 
digital signatures and authentication services 
 

Minister Council Resolution 109/2009 – approval of the rules 
regarding identification, authentication and signature signing for the 
Public Administration. 
 
Minister Council Resolution 12/2012, 7th of February –  Global 
Strategic Plan for racionalizing and reducing costs for IT in the Public 
Administration 

WHERE WE ARE 
WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 
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CENTRAL SOLUTION FOR AUTHENTICATION  

MIDDLEWARE FOR DATA ACCESS AND SIGNATURE METHODS  

ROLES – ATTRIBUTE CERTIFICATION WITH CITIZEN CARD 

STRATEGY 

EXAMPLE 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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Potentiate 
investment made 

in PKI CC 

Cost reduction 

Make available SW 
solutions   

 Potentiate process 
dematerialization 

 

Allow ROLES 
certification 

 

Open Source SW for 
authentication and 

signature 
 

Knowledge 
sharing to 

community 

Make available 
ROLES certification 

Solution 

Internal skills and 
know how 

 

Provide 
educational 

contents 
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EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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Citizen 

Public 
Administration 

Private 
entities 

Authentication 
Platform 

Middleware 
AMA 

ROLES 
certification 

Authentication 

Signature 

AGENCY FOR THE PUBLIC 
SERVICES REFORM (AMA) 
 

Mobile eID 

Cross sector 
Services Clients Access Services AMA solutions 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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CENTRAL SOLUTION FOR AUTHENTICATION  
• On-Going dissemination 

 
• New Public Administration portals, with this 

solution, as mandatory 
 

• Expectation of high usage of this solution 
 
 Central Administration 

 
 Local Administration 

 
 Private entities 
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+ 83% 

 

+ 87% 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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EXAMPLE (1/5) 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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EXAMPLE (2/5) 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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EXAMPLE (3/5) 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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EXAMPLE (4/5) 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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EXAMPLE (5/5) 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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MIDDLEWARE FOR DATA ACCESS AND SIGNATURE METHODS (1/2) 

• Open Source 
 

• Online and Off-line version 
 

• Multiple documents signature 
 

• Signature verification solution 
 

• Timestamp 
 

• Visible signature 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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111111111 

MIDDLEWARE FOR DATA ACCESS AND SIGNATURE METHODS (2/2) 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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ROLES – ATTRIBUTE CERTIFICATION WITH CITIZEN CARD - AUTHENTICATION 

1 Authentication + 

attribute/roles selection 

4. Attribute response 

2 Acess to 

attributes 

Engineer/ 

Architect 

3. Attribute Validation service 

Professional Attribute 

Certification System 

Company Portal  

4. Attribute response 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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1 Citizen’s signature+ 

Attribute/roles selection 

4. Attribute response 

2 Acess to the 

Attribute system 

3. Attribute validation Service 

Engineer/ 

Architect 

ROLES – ATTRIBUTE CERTIFICATION WITH CITIZEN CARD - SIGNATURE 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

WHAT ARE WE DOING 
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WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

EUROPEAN ALIGNMENT 
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EUROPEAN STRATEGY ALIGNMENT 

LARGE SCALE PILOTS  

STORK 2.0 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

EUROPEAN ALIGNMENT 
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• Mobility between Member States – Change of address in all public entities of a given 
Member State with the eID of the citizen’s origin country; 
 
 

• Create and manage the administrative duties of a company along its life cycle, in any 
Member State, through a Single Point of Contact; 
 
 

• Consult and submit a proposal to a tender issued in any Member State, as well to allow 
services from the award to the invoice transportation; 
 
 

• eHealth cross border services such as access to the patient summary or prescriptions access 
in any Member State; 

 
 

• Apply for a job in any Member State 

(informal Ministerial meeting in Poznan on 17 November 2011) 

EU STRATEGY DRIVERS 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

EUROPEAN ALIGNMENT 
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LARGE SCALE PILOTS  

Company  
Dossier 

Citizen ID 

C
it
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ID
 

Privacy 

Transport 
Infrastructure 

 STORK 
•e-ID 
•e-Transport 

 PEPPOL 
•Virtual Company Dossier/e-Attestation 
•e-Catalogues 
•e-Delivery/Transport 
•e-Catalogues 
•e-Ordering 
•e-Invoicing 

 epSOS 
•Identification Service 
•Patient Service 
•Order Service 
•eDispensation Service 
•Consent Service 
•Taxonomy Manager 

 SPOCS 
•Content Syndication 
•e-Delivery 
•e-Documents 
•e-Safe 
•Service Directories 
e-CODEX 

• e-ID + attribute 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

EUROPEAN ALIGNMENT 

http://www.epsos.eu/epsos-home.html
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STORK 2.0 

• Secure idenTity acrOss boRders linKed 2.0 will contribute to the realization of a 
single European electronic identification and authentication area. It does so by 
building on the results of STORK, establishing interoperability of different 
approaches at national and EU level, eID for persons, eID for legal entities and 
the facility to mandate. 

eLearning and Academic Qualifications 

eBanking 

Public Services for Business 

eHealth 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

EUROPEAN ALIGNMENT 

https://www.eid-stork.eu/
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EXAMPLE STORK (1/3) 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

EUROPEAN ALIGNMENT 
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EXAMPLE STORK (2/3) 

WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 

EUROPEAN ALIGNMENT 
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EXAMPLE STORK (3/3) 

EUROPEAN ALIGNMENT 
WHERE ARE WE 

WHAT ARE WE DOING 

EUROPEAN ALIGNMENT 
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QUESTIONS 

BRUNO.FRAGOSO@AMA.PT     (CONTENT RESPONSIBLE) 

PAULO.J.RODRIGUES@SIBS.PT (PRESENTER) 
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