00 CONSELIO D4 S TROS

CITIZEN CARD
- SECURITY IN ACCESSING eSERVICES -

MAY 2013

5

|
= )
N

E Y



COLABORAR | SIMPLIFICAR | INOVAR

AGENDA

1. Where are we?

AGENCIA PARA A
MODERNIZAGAO
ADMINISTRATIVA

PAESTDINGIA GO CONSELIO DY UNSTROS

ana

2. What are we doing?

3. European alignment



EUROPEAN ALIGNMENT

WHAT ARE WE DOING

ana

AGENCIA PARA A
MODERNIZAGAO
ADMINISTRATIVA
Mot coust o o s s

WHERE WE ARE



WHERE WE ARE

WHAT IS IT?

CARD SECURITY

DIGITAL SECURITY

SECURITY LEVELS IN REGISTRY AND ACCREDITATION

ACCESS

LEGAL FRAMEWORK
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EUROPEAN ALIGNMENT

WHERE WE ARE

WHAT ARE WE DOING

WHAT IS IT?
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FIGUEIREDO SARMENTO DOS SANTOS FONSECA
VASCONCELOS DE BRAGANCA

Replaced 5 cards:

ISABEL MARIA LUISA GABRIELA PAULA

F 170 PRT 11.06.1980 o|D
01234567 ZA3 13062010 e Taxpayer
& : il eSocial Security
- [ 5 ROV AR i < y
#s " .~ | eHealthcare
e\/oters

Is a citizen certification that assumes the role of a physical identification document
and as an electronic document that allows citizens to identify, authenticate and
sign electronically in the normal non-presential interaction with public services
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WHERE WE ARE

EUROPEAN ALIGNMENT

WHAT ARE WE DOING

CARD SECURITY

* Several security verification mechanisms (3 control levels)

* Set of information and images identifying the card owner

Blind people
codes

Chip
Gender, Height, Nacionality

N° Document e N.° Civil Ident.

MLI
(Multiple Laser Image)
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CARTAO DE CIDADAO
CITIZEN CARD

PORTUGAL

REPUBLICA PORTUGUESA | PORTUBUESE REPUBLIC
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Surname

Name
Birthdate

Foto

DovID

Diffractive Optically Variable Imaging Devices)

Signature Validation date
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WHAT ARE WE DOING

DIGITAL SECURITY
In-Card applications Citizen’s data
Biometric fingerprint
Photograh
All the printed information on the
Legenda card (front and back)
Public access Personal usage field
Not accessible
* In-Card Applications:
— Autentication using STORK platform
- one-time-passwords for alternative channels (e.g., phone)
biometric fingerprint
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REGISTRY AND ACCREDITATION SECURITY LEVELS

Non Presential Registry and delivery of
credentials

Registry

Non Presential Registry and presential
delivery of credentials

Presential Registry and delivery of
credentials (with citizen’s identity
confirmation)

Accreditation yser /Password

Soft Certificates

Digital certificates in safe device

AGENCIA PARA A
MODERNIZAGAQ
ADMINISTRATIVA

PAESIDINGIA GO CONSELIO DY MASTAOS

ana




EUROPEAN ALIGNMENT

WHERE WE ARE

WHAT ARE WE DOING

ACCESS

+ 7.6 million citizen cards issued

+ 2.4 million with activated signature certificate

8.000.000

7.615.305

7.000.000

6.092.718
6.000.000

5.000.000 4.708.169

4.000.000

2.767.868 == Cards issued

3.000.000
2.436.898 Cards issued with

signature activation

2.000.000

612.445 1.789.104

1.000.000 1.217.862
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WHERE WE ARE

EUROPEAN ALIGNMENT

WHAT ARE WE DOING

LEGAL FRAMEWORK
European

Directive 1999/93/EC from the European
Parlament (13t December) — legal framework for

Portuguese

Law n.2 7/2007, 5th of February — regulates
the citizen’s card and it’s emission.

digital signatures and authentication services
Law n.2 62/2003 3rd of April —
transposition of the Directive n.2
1999/93/CE, form the European
Parlament.

eGOV -elD -

Minister Council Resolution 109/2009 — approval of the rules
regarding identification, authentication and signature signing for the
Public Administration.

Minister Council Resolution 12/2012, 7th of February — Global
Strategic Plan for racionalizing and reducing costs for IT in the Public
Administration

- ‘
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WHERE ARE WE

WHAT ARE WE DOING

EUROPEAN ALIGNMENT

STRATEGY

CENTRAL SOLUTION FOR AUTHENTICATION
EXAMPLE

MIDDLEWARE FOR DATA ACCESS AND SIGNATURE METHODS

ROLES — ATTRIBUTE CERTIFICATION WITH CITIZEN CARD
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WHERE ARE WE

WHAT ARE WE DOING

EUROPEAN ALIGNMENT

©
= Potentiate
2 investment made Cost reduction
= in PKI CC
(%]
b . Allow ROLES
S Make available SW e
= . certification
@) solutions
9 Open Source SW for Potentiate process
@ authentication and dematerialization
o signature
[aa]
2 o Internal skills and Knowledge
© -
2 %D know how sharing to
€3 community
o O
R
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Make available
ROLES certification
Solution

Provide
educational
contents



WHERE ARE WE EUROPEAN ALIGNMENT

WHAT ARE WE DOING

(e e 2
| MobileelD |
Citizen Authentication
Authentication Platform
Public
Administration
Middleware
AMA
Signature
| ———— =
: ROLES ]
1 certification :
S —— -
Private
entities
. Cross sector
Clients Access Services AMA solutions S
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WHAT ARE WE DOING

CENTRAL SOLUTION FOR AUTHENTICATION
*  On-Going dissemination

300000
268743 . L. . . .
250000 * New Public Administration portals, with this
solution, as mandatory
200000

146745

150000 *  Expectation of high usage of this solution
100000 80078
+ o) . . .
42676 877 v' Central Administration
50000
0 v" Local Administration
2011 2012
e Autentica¢des bem sucedidas Utilizadores distintos v Private entities
35
35 -
2
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WHAT ARE WE DOING

EXAMPLE (1/5)

2 AHE
e- a tu ra SOBRE O E-FATURA FAQ CONTACTOS

LOGIN

Acabou de solicitar o acesso a um servico apenas disponivel a Utilizadores registados.

Tenha atengdo a configuragdo do teclado (ter ou nd3o Caps Lock selecionado) no momento do preenchimento da senha, dado ndo serem visiveis os carateres
que esta a digitar e, pode pensar que est3 a indicar uma letra maidscula e efetivamente preencher uma mindscula.

SE JAPOSSUI A SENHA DE ACESSO INTRODUZA OS SEUS DADOS:

N2 CONTRIBUINTE

Também pode utilizar o seu

E CARTAOD DE CIDADAD
L

SENHA
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WHAT ARE WE DOING WHERE ARE WE EUROPEAN ALIGNMENT

EXAMPLE (2/5)

y ) - AT
(: CARTAO DE CIDADAO %amridm
e0® 00 %4 tributaria e aduaneira

? Ajuda
Acesso
com Cartado de Cidadao

Para continuar com o processo de autenticacio, é necessario ter inserido no leitor o Cartio de Cidadso.

A entidade Autoridade Tributiria e Aduaneira solicitou alsuns dos seus dados para realizar o servico online pretendido

Dados obrigatdrios
para prestacdo de servico online
Identificacdo Fiscal (Cifrada)

Nota:

AUTORIZAR

Linha de Apoio 707 20 11 22

. UMD EUFOPE A
e amal= 9 & EET

DRl Pl Regecal
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EUROPEAN ALIGNMENT

EXAMPLE (3/5)

CARTAO DE CIDADAO
® 0 00

Por favor, aguarde...

NI rNryNsNyrrEr

A ler o cartao

PRESOENCA DO
CONSELMO DE MNISTROS
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AT
autoridade
$ 4 tributaria e aduaneira

UNIAD EURCPEIA

Funde buropey de
Deservolvimento Regonal

? Ajuda
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EXAMPLE (4/5)

F ot . \ AT
| &} CARTAO DE CIDADAO autoridade |
e o 0 @ © 7A tributaria e aduaneira

Por favor, aguarde...

A ler o cartao

Autenticacao x

Introduza o seu PIN de Autenticagao

-
N2y
-

Ok Cancelar
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WHAT ARE WE DO'NG EUROPEAN ALIGNMENT

EXAMPLE (5/5)

\_/
: . 0. % =
efatura SOBRE O E-FATURA FAQ CONTACTOS

SR. CONSUMIDOR, FATURA COM NIF GARANTE O SEU BENEFICIO FISCAL

43.505¢ 2.99/e

FATURAS INSERIDAS ATE HOJE BENEFICIO FISCAL POTENCIAL

37.415e __5.331

erﬂ

FATURAS COM NIF DO CONSUMIDOR BENEFICIO FISCAL CONFERIDO

Verificar/Registar Faturas

A&

GENc (’j 3
S E ¥ 20
““““““ AT B



WHERE ARE WE EUROPEAN ALIGNMENT

WHAT ARE WE DOING

MIDDLEWARE FOR DATA ACCESS AND SIGNATURE METHODS (1/2)

Cartio do Cidadio

- .,
E CARTAD ™ A FERRAMEMTAS ™ _;_& ASSINATURADIGITAL ™ @ IDIOMA ™ 9 AJUDA ™

ldentificagdo Civil  Outros Dados  Morada Certificados Codigos PIN Bloco de Notas

Apelida[s] / Surname

Nome[s] / Given Name * Open Source

Sexo Altura Macionalidade Data de Mascimento
*  Online and Off-line version

M® de Documento Data de Validade

e  Multiple documents signature

Filiagdo / Parents ) o ) )
e Signature verification solution

* Timestamp

|I'I':.'iCEI|;EIES Eventuais / Motes ° Vlsible Signature
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WHERE ARE WE EUROPEAN ALIGNMENT

WHAT ARE WE DOING

MIDDLEWARE FOR DATA ACCESS AND SIGNATURE METHODS (2/2)

@ Signed and all signatures are valid. % Signature Panel

EVENTO SIBS TESTE

Assinado por: BRUNO ALEXANDRE BARBOSA

FRAGOSO

Num. de Identificacao Civil: 111111111 =

Data: 2013.02.20 23:33:09 GMT Standard Time

Localizacao: LISBOA
E CARTAD DE CIDADAD
L B N
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WHERE ARE WE EUROPEAN ALIGNMENT

WHAT ARE WE DOING

ROLES — ATTRIBUTE CERTIFICATION WITH CITIZEN CARD - AUTHENTICATION

Engineer/
Architect

v

1 Authentication +
attribute/roles selection

4, Attribute response

Company Portal 4. Attribute response

2 Acess to
attributes
3. Attribute Validation service
N
Professional Attribute
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WHERE ARE WE EUROPEAN ALIGNMENT

WHAT ARE WE DOING

ROLES — ATTRIBUTE CERTIFICATION WITH CITIZEN CARD - SIGNATURE

Engineer/
Architect

1 Citizen’s signature+
Attribute/roles selection

2 Acess to the
Attribute system

4, Attribute response

3. Attribute validation Service
N
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WHERE ARE WE

EUROPEAN ALIGNMENT

WHAT ARE WE DOING

EUROPEAN STRATEGY ALIGNMENT
LARGE SCALE PILOTS

STORK 2.0
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WHERE ARE WE

EUROPEAN ALIGNMENT

WHAT ARE WE DOING

EU STRATEGY DRIVERS

(informal Ministerial meeting in Poznan on 17 November 2011)

] * Mobility between Member States — Change of address in all public entities of a given
& Member State with the elD of the citizen’s origin country;

& * Create and manage the administrative duties of a company along its life cycle, in any

.\,\\6"’ Member State, through a Single Point of Contact;
¥
* Consult and submit a proposal to a tender issued in any Member State, as well to allow
((\e(\‘ services from the award to the invoice transportation;
o"\)&
Q(
* eHealth cross border services such as access to the patient summary or prescriptions access
A in any Member State;
\e\e
X
(0?5‘  Apply for a job in any Member State
&
&
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EUROPEAN ALIGNMENT

WHAT ARE WE DOING

LARGE SCALE PILOTS

Transport
Infrastructure

PEPPOL

Pan-European Public Procurement Online

SP(&CS

Q

e CODEX

’ 5ECLH’2E.|

IDENTITY
ACROSS
BORDERS
LINKED

L Privacy

STORK?Z2.0

e e-ID + attribute
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v/ STORK
ee-ID
ee-Transport

v PEPPOL
eVirtual Company Dossier/e-Attestation
ee-Catalogues
ee-Delivery/Transport
ee-Catalogues
ee-Ordering
ee-Invoicing

v epSOS
e|dentification Service
ePatient Service
eOrder Service
eeDispensation Service
eConsent Service
eTaxonomy Manager

v/ SPOCS
eContent Syndication
ee-Delivery
ee-Documents
ee-Safe
eService Directories
e-CODEX


http://www.epsos.eu/epsos-home.html

WHERE ARE WE

EUROPEAN ALIGNMENT WHAT ARE WE DOING

STORK 2.0

* Secure idenTity acrOss boRders linKed 2.0 will contribute to the realization of a
single European electronic identification and authentication area. It does so by
building on the results of STORK, establishing interoperability of different
approaches at national and EU level, elD for persons, elD for legal entities and
the facility to mandate.

eLearning and Academic Qualifications

making Public Services for Business
access
STORK?2.0 / smarter.eu .
SECURE IDENTITY ACROSS BORDERS LINKED 2.0 eBankIng
eHealth

TOWARDS A SINGLE EUROPEAN
ELECTRONIC IDENTIFICATION AND
AUTHENTICATION AREA
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https://www.eid-stork.eu/

WHERE ARE WE

EUROPEAN ALIGNMENT
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EXAMPLE STORK (1/3)

*’,3; | PORTUGAL GOVERNO | CIDADADS | EMPRESAS | rescuisa | [NNNEEEN &

Loja do CidadSo | CartSo de Cidaddo | Portal da Empresa

PORTALDOCIDADAO _ N  EUMM v 11 R
INICIO ) CIDADAD E... | SERVIGOS | CERTIDOES ONLINE | ALTERA(;EO DE MORADA | DOSSIERS | NOTICIAS | CONTACTE-NOS
You are here:  European e-ID Authentication

Home

European e-ID Autentication

EUROPEAN E-ID AUTHENTICATION Change of Address

(Portuguese Citizens)
YOUR MEMBER STATE

Change of Addrezs
In the European e-ID Authentication area the user must select his/her country of origin to login. (EU Citizens)

After thiz, the user iz redirected to the authentication website to confirm per=zoenal data and inzert the authentication
PIN. Then, the citizen iz routed back to Portal do Cidaddo already logged in. Help

Your country of origin:

tain mere information
he Change of Address
rvice call (+351) 21 721 56
or contact us by e-mail:

+ X

Eztonia _
lceland .

Sweden . .
infof@portaldocidadao. pt.
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WHERE ARE WE

WHAT ARE WE DOING

EXAMPLE STORK (2/3)

Enter with ID-card

Enter with Mobile-ID

ADMINISTRATIVA
PAESTDINGIA GO CONSELIO DY UNSTROS
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HH KAART
e
Mobile phone number (+3725xxxxx)
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EUROPEAN ALIGNMENT

WHAT ARE WE DOING

EXAMPLE STORK (3/3)

7,_‘:5; | PORTUGAL GOVERNO | CIDADAOS | EMPRESAS | resausa | [NNNEGENEN

Loja do Cidaddo | Cartdo de CidadSo | Portal da Empresa

PORTALDOCIDADAO 3 MAIS, POR SI.

INICIO | EU CIDADAQE... | SERVICOS | CERTIDOES OMLINE | ALTERA(}EO DE MORADA | DOSSIERS | NOTICIAS | CONTACTE-NOS

“ou are here: Change of Address = Change of Address - Select Entities

Home
Change of Address 1, Select Entities

2. Fill identification Data

European e-ID Autentication
3. Fill Specific Identification Data

4. Fill new Address Data Change of Address

5. Confirm Data (Portuguese Citizenz)

8. Register Request

Change of Address
Select Entities ge
(EU Citizens)
Before =2electing the entities that you wizh to communicate your new addrezs, you =hould verify the requirements of
each entity for the change of address. While some allow the change of residence addres=s, others only allow the
change of biling or correzpondence address. Help

¥ O
Address change for Citizens enrolled in Employment Centres
Instituto do Emprego e Formagdo Profissional Teo obtain maore information
Addrezs change for Citizens enrcllied in Employment Centres in order to 2end THf

correzpondence from IEFP.

Q& [

Change of Address for Users of CGA (Pensioners and Others)

M risrm T aenl e &oees e #rmm P

5
1

e Change of Address
rvice call {(#351) 21 721 &5
r contact us by e-mail:
infof@portaldocidadso. pt-
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QUESTIONS

BRUNO.FRAGOSO@AMA.PT (CONTENT RESPONSIBLE)
PAULO.J.RODRIGUES@SIBS.PT (presenTER)
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