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Signature hlghlghts In Austria

* Promulgation: Federal laws published by an
electronic version on the Internet (2004)

» Qualified signatures for free for citizens
— Mass deployment of smartcard SSCDs from 2005
— Mobile phone qualified signature (STORK, 2009)

» Administrative acts and rulings electronically
signed; mandatory since 2011, even Iif printed

* Professions’ archives (lawyers, notaries, civil
_engineers) hold ~6 mio. el. signed documents
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Major Initiatives — Citizen Cards

B ‘- Bank cards (ATM cards)

| Each bank card issued from March 2005 has been
an SSCD (as of 1999/93/EC) — about 6.5 mio. cards
Activation to be paid by citizen

Health insurance cards:

Rollout Mai-Nov. 2005, is an SSCD

100 % coverage reached end of Nov. 2005 (~9 mio.)
activation free of charge for citizens

Mobile signatures:

» 2005-2008

* relaunched 2009 (STORK)
* free of charge for citizens
Further initiatives: . ‘
- official’s service card A~

« CSP signature cards ~7 sofar,no

« student service cards, etc. ID card with chip
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http://www.a-trust.at/default.asp?node=345
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L
15t use example: PDF - upload&sign - service

Monthly PDF signatures at
www.buergerkarte.at

Mobile qualified signature

(zero-footpring)

[ Handy-Signatur 12 12 12 Jf; Feb Mrz
: 13 43

M Online-BKU

W lokale BKU
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2"d use example: a daily profile

Profile of signature applet at social insurance applic.
(1.005 Logins between Mi. 20.6.2012 14:00 - Sa. 23.6.2012 12:59)
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L A
Citizen transaction and security
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Security-relevant phase

entered with elD; may be
concluded with eSig
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Citizen Card - Basic functions

* The Austrian Citizen Card is a concept, not a
specific technology

« The Citizen Card combines
— qualified electronic signature

Authentication "‘ \ f
— electronic identity yont

|dentification
— data on representation, mandates

Representation
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Integration of technologies

L s

Open Interface Security Layer AN

Signatur erstellen
Signaturdaten anzeigen

Signatur-PIN; H

JUSWUOIIAUT pJeDd uazild
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High-level interface

- ~= - * Simple XML requests via
' Web browser

<?xml version="1.0" encoding="UTF-8"7?>
<CreateXMLSignatureRequest xmlns="http://www.cio
<KeyboxIdentifier>SecureSignatureKeypair</K
<DataObjectInfo Structure="enveloping">
<sl:DataObject>
o <sl:XMLContent>Data to be signed
</sl:XMLContent>
</sl:DataObject>
<sl:TransformsInfo>
<sl:FinalDataMetaInfo>
<sl:MimeType>text/plain</sl110:Mim
</sl:FinalDataMetaInfo>
</sl:TransformsInfo>

Open Interface Security Layer

o </DataObjectInfo>
</CreateXMLSignatureRequest> l;;7
— A-SIT
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Citizen Card Environment Variants

Minimum-footprint

finanzonline.bmf.gv.at

Login mit Biirgerkarte

Local installation

M@CCA

Teilnehmer-
Infobox-PIN eingeben A Identifikation:

Infobox-PIN Benutzer-Identifikation:

Informationen zur

R \ Mobile Phone

| COFRdTE LT

Mobiltelefonnummer:

Bitte auswahlen : |

Signatur Passwort:

[ Identifizieren ” Abbruch ]
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Signature formats

» Security Layer Specification provides for

— XMLDSIG (XAdES)

— CMS (CAdES)

using the browser as the software controlling
the process.

With the broader use of PDF, solutions have

been needed
— Some issues with early PDF signature formats

— Defined an on format based on XAdES

Will be migrated to PAJES soon
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PDF-AS signhature process

|' ™ Lorem ipsum_5.pdf - Adobe Acrobat Standard .

Lorem ipsum

sed diam nonumy eirmod tempor ...

dolor sit amet, consectetuer sadipscing elitr,

Lotre

it amet, cons

IlIHDHEHI@fEﬂIH]G

‘ Lorem ipsum.;;ldf—AdobeAcrubatStandard jp— E@g

o T, G e = = »PDF-AS Sign ’

o 3% 1= = : S PDF-1 .4
3 61 0 obj

<</Linearized 1/L
15764/0 63/E

9225/N 1/T 14497/H
[ 656 176]>>
Endobj...

Slgnaturwert Ko Z L TE Lwdxut TEPMp I2T T
Unterzalchiner Harbark [
FO
¢$"‘“ m‘b‘_’, DalumZelt-UTs | 200%-03-4
-
Avssellpdzertingat | SH=2- 5430

Eicharhed)

Signature
Block
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<dsig:DigestValue>
p79d98TSua88VyM33H
VJIwIhbEQU=</dsig:D
igestValue></dsig:
Reference>
<dsig:Reference
Id="etsi-data-
reference-0-

XAdES BES
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A short demo
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Presentation Overview
~

. Official Signature
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,Official signature” of documents

« The ,Official signature”is
an advanced electronic
signature of an authority.

P « It facilitates recognition of
the fact that a document
_~_ originates from an
e '

—  authority

;*V

The signature certificate
Includes a specific
attribute - eGov OID

* |t has to be visualized

) with certain elements
Printouts have probative value!
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L A
Different implementations rgd visualization

LF0bBxaQvybBYuzAFMr0C3LuSBBDnz2knSA22A+6KEMBUr3 7KCoG80WSROcQ2hU4uPw9 7qpUs 1 nmmWJIC8TpM 1 1 .
. gb9sXBBVEVEIMIT1biQ0] fnPFkhLiWe9gBzjUSCiWipP//Bgd4ZgcaFfdi1ZgskWusSQlV56C+mZziPyKai7iF MI n I m u m CO ntent .
Signaturwert £Z3ix0GeX49V8hVk1lZk+QJaks 0o IIMgEypK] ZyAHQ4 FuLMch3+YI fytE/uSbfbj YbxrPo&1 ZaTMVXOH] YPCu9 .
?agéfgiielepaMTZLQani1an6LXXB27WzLQ9Q27ZOaTgld5jbV:(tGDlUmprGH/LUSQAiC:J;Hw72560G ® Iogo Of the authorlty
: Unterzeichner _| BMI_sU-2MR « Explicit information
o ”'o,( Datum/Zeit-UTC | 2010-09-07T14:08:30+02:00 . “ .
Q o’
< = Aussteller-Zertifikat CN=a-sign-corporate-light-02,0U=a-sign-corporate-1ight-02,0=A-Trust that It WaS OﬁICIa”y
BM'* eller-Zerun GCes. f. Sicherheitssysteme im elektr. Datenverkehr GmbH,C=AT . ’
N Serien-Nr. 450207 Slgned
AMTSSIEGEL : 1
Method :pdfsigfil :bka. E : t:v1i.2.0
e [Eeaeeate TR St * Information needed
Parameter etsi-bka-moa-1.0 . .
P ) Informationen zur Prifung der elektronischen Signatur finden Sie unter: for the Verlflcat|0n Of
Prifinformation http://www.signaturpruefung.gv.at. Zur Prifung des Ausdrucks senden Sie bitte einen .
S mr-cl i telle@bmi.gv.
can an zmr-clearingstelle@bmi.gv.at the eleCtrOnlc
Hinweis Dieses Dokument wurde amtssigniert. Auch ein Ausdruck dieses Dokuments hat gemaf
§ 20 E-Government-Cesetz die Beweiskraft einer 8ffentlichen Urkunde. Slgnature and the

gt printout

Dieses Dokument wurde amtssigniert.
T@_»mu:mu_n

Dieses Dokument wurde amtssigniert.

Informationen zur Priifung der elektronischen Signatur finden Sie unter
http-//www _signaturpruefung.gv at

Die Echtheit eines Ausdruckes kann durch Vorlage beim Absender verifiziert werden.
Details siehe: http://e-government.bgld.gv.at/amtssignatur

| Informationen zur Prafung der elektronische & 2
Signatur und des Ausdrucks finden Sie unter: '
hitps //www.wien.gv.at/amtssignatur/

AMTSSIGNATUR

© \nformationg, o,
@

JusSnz

SIGNATUR
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Datum/Zet-UTC

2012-05-21T15:19:03+02:00

Hinweis

Dieses Dokument wurde elektronisch signiert.
Auch ein Ausdruck dieses Dokuments hat
die Beweiskraft einer 6ffentlichen Urkunde.

Prifinformation
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Informationen zur Priifung der elektronischen
Signatur und des Ausdrucks finden Sie unter:
http://kundmachungen justiz.gv_at/justizsignatur.
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Example: Criminal record certificate

Bundespolizetdirektion Wiesn Gebthr eztrichtet
Strufregisteraat

Wassgaase 21
109;9'&&

HRIUG: SRu201202202722052€ mm
(REFRRINCE NIMGEER)

Pexilieooame (=)= LATTCLD
(Pe=ily Name)

el e administrative

Vornasae (z) @ HIARZIRT
(Pirmt Name)

)/ acts hold an

(Dute of Birth: DO.M0E. TYYY)
Geburtscre: GERAZ " n n
(Place of Sirth) ff

= i e s S s v e OfTIClal sighature
lnd-npol::gd&rnhm Wiez - schaiot keise Versrteilusg suf.

(%o coavictioss sre listed iz tha crimical records database of the

Republic of Asetris, kept by the Federal Folice Di of Viezna.)

ove: 0003506

Tegesdatu= 23.01.2012

(Dmta)

Uhrzeis 07.14.00

(Tiza)

PoestlpTaeacch szeyal: Fasncl Y TREETTEY) TR0 2 EmAA 3TUS TIOIARS { 01 S YIMLCOg s e ol kX TR R
cmcwod Txwawwul v?;mm‘qunrnnmm.mx:rn)::w-)u:vimu_-vnnn-.x'-nv:
Sigratowes a'.n-:):u-e:»znsr =

nn!::u.;r-x.xm.n:nmsnrnﬁ:?\n:n'xa;anu:h
= CECTAIRT YT VepazIg. | 3 L

3313-05-3IT07 .38, 08083 .00

W3- @I -COrPOCILH- LIghE - 23 Oea -9 ign- cocpatate- 1ight -3, Cea
Triet ofe. I picharteTtenwisen = Glakiz. materverftels mdw, c.ar

susawr
srn.pdfescfiltes b gv.at Sinser wi.1.¢
stel Bt w3z o

o \nformationg, S0y,

é\t)“ "oy, rafoomat Sooma Zur prlic dor slektromischen xigzatur Fincdes cin ustec.
2. Prifnrmaton  |Btize, //www. sigraturpraefiung gv.at . xioe werififlecus; dex Asssrockes baus ted der
©. szeutsllseden ssbfeds wieaeteiolls scfolges

Hirwea Dissse ockiment wisde astesicsiect

™
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Conclusions

« Austrian citizen signature infrastructure
started with mass-deployments in 2005

 Ciltizen can activate tokens for free

* Mobile phone signature outperforms
smartcards

 Official signature allows for authentic
eDocuments of authorities
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Thank you for your attention!
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