
Zentrum für sichere Informationstechnologie - Austria 

Herbert Leitold 

Reykjavik; May 23rd, 2013 

eSignatures in Austria 



Presentation Overview 

• Some Highlights 
• Is it used? 
• eID – eSig Relation 
• Citizen Signature 
• Official Signature 

Herbert Leitold: eSignatures in Austria; Reykjavik, 23 May 2013 Folie 2 



Signature highights in Austria 

• Promulgation: Federal laws published by an 

electronic version on the Internet (2004)  

• Qualified signatures for free for citizens 

– Mass deployment of smartcard SSCDs from 2005  

– Mobile phone qualified signature (STORK, 2009) 

• Administrative acts and rulings electronically 

signed; mandatory since 2011, even if printed 

• Professions’ archives (lawyers, notaries, civil 

engineers) hold ~6 mio. el. signed documents 
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Major initiatives – Citizen Cards  

Bank cards (ATM cards) 

Each bank card issued from  March 2005 has been 

an SSCD (as of 1999/93/EC) – about 6.5 mio. cards 

Activation to be paid by citizen 

Health insurance cards: 

Rollout Mai-Nov. 2005, is an SSCD 

100 % coverage reached end of Nov. 2005 (~9 mio.) 

 activation free of charge for citizens 

Further initiatives: 

• official’s service card 

• CSP signature cards 

• student service cards, etc. 

       so far, no  

ID card with chip 

Mobile signatures: 

• 2005-2008 

• relaunched 2009 (STORK) 

• free of charge for citizens  
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1st use example: PDF - upload&sign - service 
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2nd use example: a daily profile 
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Citizen transaction and security 

eID 
eSIG 

Security-relevant phase 

entered with eID; may be 

concluded with eSig  
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Citizen Card - Basic functions 

• The Austrian Citizen Card is a concept, not a 

specific technology 

• The Citizen Card combines 

– qualified electronic signature  

Authentication 

– electronic identity    

Identification 

– data on representation, mandates  

Representation 
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High-level interface 

• Simple XML requests via  

Web browser 
 

<?xml version="1.0" encoding="UTF-8"?> 

<CreateXMLSignatureRequest xmlns="http://www.cio 

     <KeyboxIdentifier>SecureSignatureKeypair</K 

     <DataObjectInfo Structure="enveloping"> 

          <sl:DataObject> 

    <sl:XMLContent>Data to be signed 

             </sl:XMLContent> 

          </sl:DataObject> 

       <sl:TransformsInfo> 

          <sl:FinalDataMetaInfo> 

             <sl:MimeType>text/plain</sl10:Mim 

          </sl:FinalDataMetaInfo> 

       </sl:TransformsInfo> 

     </DataObjectInfo> 

</CreateXMLSignatureRequest> 

Open Interface Security Layer 
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Citizen Card Environment Variants 

Local installation 

 

 

 

Mobile Phone 
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Signature formats  

• Security Layer Specification provides for  

– XMLDSIG (XAdES)  

– CMS (CAdES) 

using the browser as the software controlling 

the process.   

• With the broader use of PDF, solutions have 

been needed 

– Some issues with early PDF signature  formats 

– Defined an on format based on XAdES 

• Will be migrated to PAdES soon 
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PDF-AS signature process 

Extract 

 
%PDF-1.4 

61 0 obj 

<</Linearized 1/L 

15764/O 63/E 

9225/N 1/T 14497/H 

[ 656 176]>> 

Endobj… 

XML, sign 

XAdES BES 

 
<dsig:DigestValue>

p7gd98TSua88VyM33H

VJwIhbEQU=</dsig:D

igestValue></dsig:

Reference> 

<dsig:Reference 

Id="etsi-data-

reference-0- 

Signature 
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A short demo 
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„Official signature“ of documents 

• The „Official signature“ is 

an advanced electronic  

signature of an authority. 

• It facilitates recognition of 

the fact that a document 

originates from an 

authority 

 

 

• The signature certificate 

includes a specific 

attribute - eGov OID 

• It has to be visualized 

with certain elements 

 Printouts have  probative value! 
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Different implementations rgd visualization 

Minimum content:  

• logo of the authority  

• Explicit information 

that it was “officially 

signed” 

• Information needed 

for the verification of 

the electronic 

signature and the 

printout 
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Example: Criminal record certificate  

Since 2011 all 

administrative 

acts hold an 

official signature 
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Conclusions  

• Austrian citizen signature infrastructure 

started with mass-deployments in 2005 

• Citizen can activate tokens for free 

• Mobile phone signature outperforms 

smartcards 

• Official signature allows for authentic 

eDocuments of authorities 
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Thank you for your attention! 
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