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Hvad a ad velja?

* VPN
» Gamaldags tenging vid hofudstodvar. Virkar einnig fyrir Mac/Linux

* DirectAccess
« Domain Joined Windows vélar. Avallt tengdar.
* Ohad stadsetningu.
* Getur komid i stadinn fyrir BRANCH tengingar.

* Adrir moguleikar
* Remote Desktop (rdp eda https). Terminal Server eda VDI?
* VNC, Teamviewer?

* Skiptir verd mali? Oryggi?



Microsoft VPN

* Er pad til?
* J3, en flestir/allir leggja aherslu a “hardware box"”

* VPN hefur fylgt Windows lengi
* PPTP, L2TP, IKE, SSTP
* VPN client innbygdur i oll nyrri Windows styrikerfi

* Oryqgqi
* SSTP er "VPN yfir HTTPS” (ekkert OpenSSL aka heartbleet)
* L2TP/IPSEC (certificates eda PRESHARED KEY)

* Multi-factor (certificate, computer eda servicebased)
» Uppfaerist med hverri utgafu (styrikerfi eda Windows Updates)



VPN Clients

* Microsoft VPN clients eru innbyggdir i allar nyrri utgafur af
Windows.

* FraWindows XP

* Onnur styrikerfi

* Annad hvort nota pad sem vidkomandi kerfi bydur upp a eda kaupa fra
ohadum adila

* Getur purft adrar stillingar a VPN pjoni

* Windows 8.1 inniheldur studning fyrir adra VPN pjona
* Checkpoint, Fs, Juniper, SonicWall og Microsoft



Microsoft Direct Access

* Vinnustodvar eru sitengdar vid tolvukerfi fyrirtaekis
* Oll samskipti encrypted (IPSEC)
* Virusvorn virk og uppfaerd
* Oryggisuppfearslur up-to-date

* Einfalt i uppsetningu med tilkomu Windows Server 2012 R2

* parf ekki lengur PKI structure
* Virkar med VPN (t.d. fyrir Mac)

* Innifalid i Windows Server 2008 eda nyrri (maelt med 2012 R2)

* Authentication (domain joined, certificate!/Kerberos, username,
password og multifactor)
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Multi-factor Authentication

* Er notendaheiti og lykilord nog?

* Geymt a morgum stodum misvel varid!
* Hvao er pa til rada?

* Breyta lykilordi oftar?

* Multi-factor Authentication?

* Multi-factor = notendaheiti og lykilord plus
* PIN sent a MobileApp eda SMS eda simtal
* PIN fra RSA



Multi-factor Authentication

* Fyrir Office 365
* OWA, Outlook, Sharepoint, ActiveSync (sima)

* Fyrir Windows Azure

* Fyrir adrar lausnir
* T.d. VPN, Remote Desktop



Demo — Office 365

* Logon a Office 365 med notendaheiti og lykilord
 Office 365 hefur samband vid APP a minum sima.
* Eg stadfesti med pvi ad yta @ VERIFY hnapp.

* Logon a Office 365 klarast.



Einhverjar spurningar
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@ QUAI—YS‘ SSI- LABS Home  Projects Qualys.com  Contact

You are here: Home > Projects > SSL Server Test S|

SSL Report: I (S Cisco VPN
Assessed on:_| Clear cache Scan Another »

Summary

Certificate
Protocol Support
Key Exchange

Cipher Strength

Documentation: SSL/ITLS Deployment Best Practices, SSL Server Rating Guide, and OpenSSL Cookbook.

This server is not vulnerable to the Heartbleed attack. (Experimental)

The server supports only older protocols, but not the current best TLS 1.2. Grade capped to B.

There is no support for secure renegotiation. MORE INFO »

The server does not support Forward Secrecy with the reference browsers. MORE INFO »




QUALYS SSL LABS Home  Projects Qualys.com  Contact

You are here: Home > Projects > SSL Server Test =N

ssL Report: I SOnicwall VPN
S R Scan Another »

Summary

Certificate
Protocol Support
Key Exchange

Cipher Strength

Documentation: SSLITLS Deployment Best Practices, SSL Server Rating Guide, and OpenSSL Cookbook.

This server is not vulnerable to the Heartbleed attack. (Experimental)

The server supports only older protocols, but not the current best TLS 1.2. Grade capped to B.
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You are here: Home > Projects > ssL Server Test > | NN
SSL Report:

Assessed on Clear cache Scan Another »

Microsoft VPN

Summary

Overall Rating

Certificate
Protocol Support
Key Exchange

Cipher Strength

Documentation: SSL/ITLS Deployment Best Practices, SSL Server Rating Guide, and OpenSSL Cookbook.

This server is not vulnerable to the Heartbleed attack. (Experimental)




