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Hvernig audkennum viod vefi og
notendur?
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Hvernig audkennum viod vefi

m HTTPS!
m TvO ord: rafreen skilriki (,,SSL skilriki®)

» \otta eiganda léns
» Dulkdda samskipti milli notanda og midlara

m Hvad ertu ad borga fyrir?
» Startcom vs Verisign EV
» Veidkort eda vegabreéf?
» Vottun vottun og meiri vottun
» ...si0an dreifing
» letsencrypt.org

YUNOHTTPS?

memegenerator.net
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Ppurfum ad vera vakandi

Margir veikleikar komid i ljés sidustu ar
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ARN/AN _GAPING HOTEST THE WORLY'S IT
INFRASTRUCTURE,

m Freak

m Crime

m BREACH

m Shellshock

m Logjam
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THAT'D BE GREAT

www.ssllabs.com B



Hvernig audkenni ég notendur

m Notandanafn og leynord
m Rafraen skilriki

m OTP audkenning
» Audkennislykilinn

» OTP i SMS
m Token audkenning
» Facebook
» Google
» Innskraning.island.is 17-factor authentication

DesIGNER HIPSTER COM

m Gadi audkenningar og vottunarstig
m Vil ég geyma pessar upplysingar sjalfur
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Notandanafn og leyniord '

Ertu 6rugglega ad gera petta rétt?
One way function
» Vid geymum stadfestinguna, ekki leyniordid

m Ekki reyna ad finna upp 6ryggid, notum reynslu/pekkingu annarra
» OWASP

» NIST
m Notum key derivation function
» PBKDF2 $result = mysql _query(
» t "SELECT * FROM users "
Scryp " WHERE SHAl(username) = SHA1('" . $ REQUEST["username™] . ™') " .
> Bcrypt AND SHA1(password) = SHAL('" . $ REQUEST[“password”] . "")");

Leyfum sterk leyniord
Folk endurnotar somu leyniordin



Rafraen skilriki

Soft vs Hard?

» Skilriki geymdi i afritanlegri skra
» Skilriki geymd a vottudum midli s.s. korti eda HSM

THERE WAS A GIRL.
NO 1DEA WHO SHE WAS.

DONT EVEN KNOW HER NAME.
T WAS TOO DRUNK TO (ARE.

Audkenni
» Rafraen skilriki a snjallkortum
» Rafraen skilriki a SIM kortum
burfum a0 stadfesta gildi peirra i hvert skipti
» CRL HOW RS THE PARTY ?
» OCSP GO To0 DRNK. |
> g | I S(REWVED |
Byggt a margreyndri taekni | U e,
Kedja af trausti \JHAT /%
HAPPENED?
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AND WHAT, YOU
SLEFT WITH HER?
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NO.

1
T SIGNED HER
PUBLIC KEY.

¢
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MAN.
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Token audkenning P

m Oft er betra ad |ata adra um ad audkenna
» barf ekki ad eltast vid ad stydja nyjustu audkenni
» Parf ekki ad geyma leyndarmal (leyniord)

m Hversu viss vil ég vera um ad notandi er sa sem hann segist vera?

HOW T USE PGP TO VERIFY
m Helst stadlar THAT AN EMAIL 15 AUTHENTIC:
» OAUTH2 LOOK FOR THS
BT ATTHE TP )
m Facebook J
m Google

(----- BEGIN PGP SIGNED MESSAGE:——)

» SAML2
m Innskraning.island.is

m MS Federation Services IF IT5 THERE,, THE EMAL 5 PROBRBLY FINE.
m Verdum ad stadfesta(verify) peer upplysingar sem vid faum
m Hvernig umgengst notandinn audkenni sitt?
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Gaedi audkenningar - QAA -

m QAA — Quality Authentication Assurance

» Level 1
m A vid pegar skadi er litill eda enginn vid misnotkun
m Engin eda litil vottun
m T.d. Facebook
» Level 2
m A vid pegar skadi er litill vid misnotkun
m Ekki vottun i persénu en audkenni gefid Ut a einstakling/fyrirtaeki
m T.d. islykill
» Level 3
m A vid pegar skadi er nokkur vid mistnotkun
m Hazerra vottunarstig, vottad af stjornvoldum
m T.d. mjuk skilriki eda notandafn/leyniord + OTP
» Level 4:
m A vid pegar skadi er mikill vid misnotkun
m Vottun i perséonu i amk fyrsta sinn
m Rafreen skilriki @ vottudum midli
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TL;DR

Notum HTTPS

Notum Orugga stadla

Notum okkur pekkingu annarra
OWASP

Ekki geyma leyniord
Stadfestum audkenni

Veljum videigandi audkenningu




