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The internet

Source: http://www.submarinecablemap.com/



The internet

Source: http://www.scoutnetworkblog.com/wp-content/uploads/2010/12/the-internet-a-series-of-tubes.jpg



The internet
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The internet

Source: http://weknowmemes.com/2012/02/the-internet-is-a-series-of-tubes-and-its-full-of-cats/



Can’t you just block the IPs?

• The traffic still hits your infrastructure, so blocking the traffic won’t 
solve the problem. 



Options for mitigating too many cats

• Add more capacity/Add an in-line scrubbing box

• DNS-based reverse proxy

• BGP-based scrubbing



Adding capacity/adding in-line 
scrubbing box
Bigger pipes!



Protecting against what?

Source: https://krebsonsecurity.com/2016/10/ddos-on-dyn-impacts-twitter-spotify-reddit/



Magnitude

Source: https://www.flashpoint-intel.com/action-analysis-mirai-botnet-attacks-dyn/



Magnitude

Source: https://en.wikipedia.org/wiki/List_of_countries_by_Internet_connection_speeds#Akamai_Q4_2015_global_average_connection_speeds_rankings



Magnitude

Type Speed 

Average Danish internet speed 16.1 Mbit/s

Normal consumer local network 100 Mbit/s

Icelandic min. fiber speed 100 Mbit/s

Icelandic top fiber speed 500 Mbit/s – 1 Gbit/s

Normal hosting speed 1 – 10 Gbit/s

Average DDoS attack speed 6.88 Gbit/s

Biggest DDoS attacks known 630 – 1.000 Gbit/s

Source: https://blog.verisign.com/security/verisign-q4-2015-ddos-trends-attack-activity-increases-85-year-over-year/



Adding more capacity

• If you are not an ISP, this probably won’t help. 

• You’d need to wire everything at least 10gbit, and hope you won’t hit 
CPU caps.

• You can add a scrubbing-box, if you have the capacity



DNS Proxy Service
HTTP-Only protection!



DNS 101



DNS Proxy Service



Pitfall



Summary

• Pros
• Relatively cheap

• Has a lot of value-adds

• If you don’t have a complex infrastructure, it is easy to use

• Proactive

• Cons
• Requires you to move your DNS

• If you have fixed IPs in a single location, you aren’t protected

• Can be misconfigured

• All your data goes through a third-party abroad



BGP Scrubbing Services
Rewire the pipes!



BGP Scrubbing Services



BGP Scrubbing Services



Requirements

• Will usually need an ASN, and a IP allocation (For true in-line)

• Need to set up a GRE, and/or dark fiber

• Hybrid solutions exist
• You’ll get assigned an IP from the vendor

• If you are tunneling back to your site, issues can still happen



What happens?

1. When you are under attack, you need to engage the BGP swing*

2. You stop advertising your ASN, and the mitigation company starts 
advertising it instead

3. They start receiving the traffic, and route it to you over the GRE

* Unless you have an always-on service ($$$$)



Pros/cons

• Pros
• For complex infrastructure, it’s the only good solution

• Cons
• Expensive

• All your traffic is routed through, and inspected by a third party

• More complex setup

• Custom protocols can be problematic



Cons

Source: https://krebsonsecurity.com/2016/03/hackers-target-anti-ddos-firm-staminus/



Summary


