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In an 1deal world....

* Iwould be able to read my paper without having someone
looking over my shoulder

I could choose what personal data was collected and for
what purpose

* I could move around in a shopping mall or on the street
without being tracked



It’s all about......

e Personalization

Individualization

Profiling

Algorithms



Online tracking




The NFLS
Incredible




Velkommen til MiltiTarg, Norges ferste nettsted’ Det ble satt opp & mal 1993 o8 Televerker
Siden under viser hvordas nettstedet si ut 23 mui 1993, MLtiTorg greaiskinst hadde som for
tjenester bunae so ut og MWW/ Mesaic var som skapt for jodhen. [ dag ter sidess smatersmasi)
datidens teletjenaster var koshisas jonen av Aypertebst, Bilder, vides of Iyd revsies josers

Multi/org

| dag kan vi by pa:

. Nyheter fra NTB
. Televerks-nytt fra TIKO og Telerapport
. Nyheter fra Dagens Naringsliv

. En TF.rapport
. En reiserapport fra USA

. Siste satellittbiide av Norden

. Litt musick

. En liten tur til Museum Orsay i Paris
. Nyttige oppslagsverk

. De siste dataspillene!
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Some tracking technologies

« Cookies

e JP-adress

 Web beacons

« Device fingerprinting
* And of course....



Always logged in = the new cookie

A few media companies will control the most valuable registration data

» Registration IDs become

GOOSIC n ﬂ Microsoft \ S amazonoom  COMCAST the new cookies

Login

Live.com

Google ID

Inventory Inventory

Apple 1D Xfinty ID

These companies will be
careful to share their
inventory externally

Inventory Inventory Inventory Inventory

* Success will be measured
in marketers/agencies
ability to integrate across
the stacks



Cookies and IP-adresses in Norwegian online papers

W Antall tredjeparter W Antall servere IP-adr. sendes til

Antall cookies satt i nettleser
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Let me introduce you to Schibsted.....

Owns the biggest newspapers in Norway and Sweden
« A huge player in the international market for classified

A lot of consumer services

— Electricityprices.no
— Weightclub.no

On of the biggest publishers in Norway

Schibsted knows what you read, what you want to buy or sell, what
you read, wheather or not you're on a diet and what kind of music
you like, if you train or not

They have a strategy to challenge the huge American companies, like
Facebook and Google — and they’re not alone



Schibsted har 136.000 opplysninger samlet om DN-journalist Bjorn Eckblad. Utskriftene dekker mange
trappetrinn,.Foto: Skjalg Bohmer Vold

Etterbors Kommentar

Dette vet mediekjempen om oss

Hvorfor vil Schibsted vite nar og hvor jeg leste saken «Slik finner du riktig BH»?



What happened when a journalist asked for access to his data? :

* He received 136 ooo fragments of information
— What he had read, and when
— What kind of device he used
— What kind of ads he had been looking at
— What kind of cousumer clbs he had accessed
— His location
— 44+



A profile typically consist of

* Demografic data
* Location data
« My interests, hobbies, what I eat, wear and read
e Predictive data
« My attitude and my meanings
« My personality
« Major changes in my life
— Diapers = just had a baby

— Pre cooked meals = divorced
— Oranges = pregnant



What is happening in the black box?




It’s all about......

e Personalization
e Individualization
 Profiling

 Algorithms



Some examples......

« Advertising
 Newspapers

* Credit score

* Insurance

* Criminal investigation

« «You personal assistent»
 Self driving cars
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Kommer

A Draom 13 min

10 min - Med bil - Stor
trafikk pa E18

M Restaurantreservasjon

Beach Club

Starter 17:00 - | dag

Dato Tid
10. aug. 17:00

9 Beach Club
Bryggetorget 14, Oslo 0250

E-post fra Beach Club

Reisetid - Oppdatert for 1 min siden




Tracking offline




About the project

 Areport
— WiFi and Bluetooth tracking

— Beacons
— Intelligent video analytics (IVA) Do

« Investigations

Tracking in Public Spaces

The use of WiFi, Bluetooth, beacons and intelligent video
analytics.

Juni 2016 17_ Datatilsynet



Beacons




Beacons

lllustrasjon:
superawesomevectors




Use of beacons

« «Here and now» — shopping

« Very often linked to an app

* Personalized message or commercials



Some examples
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Customize in-store digital

display using beacons

-
Hi Lisa,

the Black Mermaiq
bag- just for you!
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Intelligent Video Analytics (IVA)




IVA
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IVA

Automatic

0

/

Images Alerts,
(Sound)

Metadata _

searchable

No need to
watch recordings

Illustration: EFF Photos


https://www.flickr.com/photos/electronicfrontierfoundation/14389319271

Is it hope for data protection?




NDPA’s assessment of beacons

Directive 95/46/EC — Norwegian Personal Data Act

1. Consent, consent, consent
— In the app
— Clear information
— Separate from other terms
— Ability to revoke

2. Sensitive places
— Not to be used in a discriminatory or offensive manner

3. Full oversight of data flows

37



NDPA’s assessment of beacons

4. Information 6. Security measures
— Inthe app — Rotating ID
—  Onsite?
— Whoistracking 7. Deletion rules

—  Purpose of tracking

5. Purpose limitation, data
minimalisation




NDPA’'s assessment of IVA

Norwegian Personal Data Act

1. CCTV rules apply
— Balance of interests
— Compelling purpose (not commercial)

2. Sensitive places

3. Analysis rules and procedures
— Purpose limitation, data minimalisation
— Not to be used in a discriminatory or offensive manner



NDPA’'s assessment of IVA

4. Information (signs)

— Facial recognition
— ANPR

5. Security measures

6. Strict provisions on
deletion
— 7(30) days
— Applies to metadata too
— Statistics?




Algorithms

* Transparancy

« How to carry out inspections?



GDPR - 25th of May 2018

« The right to be forgotten

« Data portability

« The right to object to profiling
 Accountability

» Internal control and risk assessments
 Prior consultation

 Data protection officers

« Enforcement charges



The state of play — GDPR in Norway

« A two year project

* Four parts
— Law, technology, information and DPO

* Grants

 Close cooperation with the Ministry

« Examine the national elbow-room

 Active work in European Working groups — visibility!

 Isthe delegation of power to the EDPB problematic in the
light of the Norwegian constitution?



Thank you!

bet@datatilsynet.no

Datatilsynet

The Norwegian Data Protection Authority

postkasse@datatilsynet.no
+47 22 39 69 00

www.datatilsynet.no/english/




