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Thoughts

“Oh shit,
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“This is
taking a lot
of time”

“We don’t
have a
backup”

“We’re losing
money every
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Thoughts




Ransomware

NEWS

After MongoDB, ransomware groups hit exposed
Elasticsearch clusters

By Lucian Constantin

Romania Correspondent, IC

Credit: Gerd Altmann / Pixabay

After deleting data from thousands of publicly accessible MongoDB
databases, ransomware groups have started doing the same with
Elasticsearch clusters that are accessible from the internet and are not
properly secured.

Source: http://www.pcworld.com/article/3157417/security/after-mongodb-ransomware-groups-hit-exposed-elasticsearch-clusters.html
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Why Linux users should worry
about malware and what they
can do about it

11 security basics that keep
you safe from holiday tech
dangers

Ransomware spreads through
weak remote desktop
credentials

VIDEO
Why You Lost Your Windows
10 Product Key
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Ransomware

A DATACENTRE  SOFTV 5 SCIENCE ~ EMERGENT TECH

Security
More like this

World-leading heart hospital 'very, very lucky' to
dodge ransomware hit

Email Virus Ransomware

s timely backups saved the day e
1! T

Natixis moves to scality to improve durability and
increase performance

The business case for layered security

Calculating the return on investment in layered
security

Worldwide object-based storage 2016 vendor
assessment

Scality RING organic storage security white
paper

Most read

1.37bn records from
somewhere to leak on

4 Nov 2016 at 15:10, SA Mathieson O O @ Monday
Ml YouTube TV will be huge.
World-leading Papworth Hospital has escaped a full-on zero-day crypto ransomware attack Apple must respond

thanks to the "very, very lucky" timing of its daily backup.

It's believed that an on-duty nurse at the heart and lung hospital in Cambridgeshire, UK, Linus Torvalds lashes
unwittingly clicked on something in an infected email, activating the attack at about 11pm on devs who 'screw all the

a Saturday night a few months back. rules ahd processes' and
send him 'crap’
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Source: https://www.theregister.co.uk/2016/11/04/papworth_ransomware_dodge/ Creativelin|Security




Ransomware

= COMPUTERWORLD

FROM IDG

Home > Security

About
"{i SECURITY IS SEXY Most security news is about insecurity, hacking

By Darlene Storm | Follow and cyber threats, bordering on scary. But when
security is done right. it's a beautiful thing...sexy
even. Security IS sexy.

NEWS ANALYSIS

Police lost 8 years of evidence in ransomware attack

Texas cops decided not to pay the ransom, so video evidence and Office documents

dating back to 2009 were lost.
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—— MORELIKETHIS ——

Ransomware became one of
the top threats to enterprises
this year

LA college pays $28,000
ransom demand; new
sophisticated Spora
ransomware

Ransomware disrupts
Washington DC's CCTV system

VIDEO
IT security: 3 things you need
to know now

Credit: Thinkstock

Source: http://www.computerworld.com/article/3163046/security/police-lost-8-years-of-evidence-in-ransomware-attack.html
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Ransomware

= COMPUTERWORLD

About
1 SECURITY IS SEXY e RS

By Darlene Storm | Follow and cyber threats, bordering on scary. But when
security is done right, it's a beautiful thing...sexy
even. Security IS sexy.

NEWS ANALYSIS

Hackers demonstrated first ransomware for loT
thermostats at DEF CON

Ransomware-infected smart thermostats, it's no longer hypothetical. An attacker could
crank up the heat and lock the loT device until sweltering occupants paid a ransom to
unlock it.
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—— MORELIKETHIS ——

Thugs developing cat-themed
ransomware for Androids and
Hitler ransomware for...

YOU SUCk! | Cryptoworms: The future of
POy ] : «"J ransomware hell

. Bitcoin fo ‘

= get.contro

Your router won't protect you
when smartphones attack

I 2\
ifk B NG smart homes

VIDEO
IT security: 3 things you need
to know now
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Source: http://www.computerworld.com/article/3105001/security/hackers-demonstrated-first-ransomware-for-iot-thermostats-at-def-con.html CreativeliniSecurity



Worst case

We continue till our. mmt be met. :

We've obtained all your internal data: lndgdl

if you don't obcy us, we'll nlomﬁdm ﬂl low to the Md
Determine Wil you do il Nwo-ler “yf '1.1:00 PM(GMT).
Data Link :

mqn / m.souyplct.rustoddoouge.oon/smnau.dp

. Ihttp://dmiplaewh36.spe. sony.com/SPEData.zip

hitp: //m.utcnl-ru/SPEData.llp '

s/ [ www, ﬂunmuatpnu.oon/SPEDua.ﬂp
lnlvonldadobo-doot com.br/SPEData.zip
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Source: https://cdn2.vox-cdn.com/uploads/chorus_asset/file/2547914/sony-pictures-hack-6.0.jpg Creativelin Security
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SYNDIS

CCCCC i



What is ynur ~.uta worth?

SYNDIS

CCCCC i



How does it happen?
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Source: http://i.imgur.com/YUwqfUb.gif Creativelin!Security




Infection methods

= sEcTioNs  Q SEARCH

ENGLISH EsE

et s Ehe New Aork Times

trusted perspective.

(] Today's Paper W« Video

Out of date software

World US. Politics NY. Business Opinion Tech Science Health Sports Arts Style Food Travel Magazine T Magazine RealEstate A

Practice French Practice German Practice Italian
Unsafe browsing habits
Practice Spanish Practice Portuguese
THE 45TH PRESIDENT Sunday Review
. Trump, Offering Preels]ideins Trump’s Island
Lack of security awareness =

No Proof, Says
Obama Tapped

-\ His Phones i -
P accused his « Bruni: Trump vs. Food Snobs
s « Cohen: Travel Abroad, in Your
o - ) Own Country
""-..___,..-" g —

eated

- Douthat: A Bargain on Race
Dowd: Mad Trump, Happy W.

: She's 17 and Needs
Birth Control. Do We Help?

- Rattner: Tax Credits Are No
Substitute for Obamacare

About Clint Frazier’s Lush Locks:
Will Yankees Let Their Hair Down?

H . 3 1 observed a
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Infection methods

User running malicious
executable/open malicious file

ATTN: Invoice J-59145506

Message W= Invoice_)-59145506.doc (50 KB)

Spam filter not effective -

Please see the attached invoice (Microsoft Word Document) and remit payment according to the terms
listed at the bottom of the invoice.

AntiViFUS not effective Let us know if you have any questions.

e
We greatly appreciate your business!|
Out of date software ~— Q ' We greatly spprecistey

Lack of security awareness
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Source: http://www.secpod.com/blog/defeat-cryptolocker-ransomware-make-sure-your-data-is-not-taken-hostage/ 4



Source: http://www.secpod

Infection methods
="

For more details, see
Kristian Valur’s talk up

next

.com/blog/defeat-cryptolocker-ransomware-make-sure-your-data-is-not-taken-hostage/

irding to the terms
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Infection methods

No mas, Samas: What's in this ransomware’'s modus
operandi?

Use stolen login
credentials

Pen-testing/
Attack server

Delete shadow install
- Ransam:MSIL/
as

SYNDIS

Source: https://blogs.technet.microsoft.com/mmpc/2016/03/17/no-mas-samas-whats-in-this-ransomwares-modus-operandi/ CreativeliniSecurity




Infection methods

Use stolen login
credentials

§

Scans networks to find
Pen-testing/ possible vulnerable entry point to exploit
Attack server

Delete shadow
files via
vssadmin .exe

e ploy malware files
with PSEXEC tool

Install
Trojan:MSILS
Samas

=

Install
Ransom: MSIL/
Samas

Source: https://blogs.technet.microsoft.com/mmpc/2016/03/17/no-mas-samas-whats-in-this-ransomwares-modus-operandi/
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Infection methods

Out of date/insecure software

Default credentials

Lack of security awareness |
by sysadmins
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What happens next?

Organize v Network and Sharing Center View remote printers

. Favorites afpl afp2
B Desktop > Share Share
& Downloads
= Recent Places afp3 DroboApps

Share Share
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i Public smbl
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| Documents S are Share

J Music

&=| Pictures smb2 smb3
B videos " Share Share

+& Homegroup tml tm2
Share Share
1M Computer
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Source: https://dev-connecteddata.host4kb.com/admin/media_store/2/AA-01924/Win2.png Creativelin Security



What happens next?

Exa mp|e Machines

El  macHines

Oy  BAckups

3 ACTIVITIES

§33  SETTINGS

@ MY ACCOUNT

Source: http://www.acronis.com/en-us/blog/sites/default/files/acronis_backup_service_simplified_ui.png

Daily backup

12:00 PM

day, 12:00 PM

05 GB used of 250 GB

BUY MORE SPACE
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Infected, what now?
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Source: https://media.giphy.com/media/A34x7CEKUkCyc/giphy.gif



Step 1 — Contain

MAKE GIFS AT GIFSOUP.COM
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Source: http://i.imgur.com/cpXMY96.gif



Step 1 — Contain

* Some ransomware will overwrite backups
* Either directly
* Or by changing the timestamp on files, thus invalidating differential backups

* Thus, don’t rely on backups. Do both differential, and full backups
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Step 2 — Determine scope

* This often takes a while, and gets expensive with downtime

* Requires good logs
* Netflow/network data
* Event logs/AD logs/Sysmon
* DNS Logs

 Ransomware will sometimes not change file ownership

SYNDIS

CCCCC i



Step 2 — Determine scope

Metricheat System Statistics

system.process.name: Descending

java
Google Chrome H
Gongle Chrome
QuickLonkSatell

windowserver

Source: https://www.elastic.co/guide/en/beats/metricbeat/current/images/metricbeat_system_dashboard.png

Total CPU usage

70.04%
s7.93%
2211%
20.85%

16.63%

Resident Memory  Shared memory

369%
72%

368%
0.19%

06%

0
0
0
0
0

beat.name: Descending < Q  CPUuserspace:  CPU kernel space - Total memary

marlocal

13.473% 5398% 1668

Mew Add Save Open  Share

Used memory - Max system.memary.used bytes

98.98%

15.637G8

mestamp per 30 seconds

O Lt

Free memary

112968
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Step 3 - Recover
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Source: http://33.media.tumblr.com/0b316fle5a59cd5847elaelfdf09edcO/tumblr_mvnwkiOc3dlgajcdeol rl_500.gif Creativelin|Security




Step 3 - Recover

* Don’t attempt if you haven’t fully determined scope

* If your backups are intact, great. Restore!
 Sometimes paying is the only option
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What to do?
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. . Ensure your software is up to
TI pS & t rl C kS date, and configured securely
Ensure you have at least basic

spam filter, antivirus

Ensure you have security
awareness, both by
employees, and system
admins

Do both full, and differential
backups

Limit network share access
where possible
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Logging saves lives
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Source: https://fsmedia.imgix.net/a5/15/8c/cc/11f3/4897/9d4d/e05daefe62d6/ride-logs-13gif.gifPw=700&auto=format&gifq=35 CreativeliniSecurity




So what is your data worth?
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