PHISHING
NOTANDINN VEIDDUR

KRISTJAN VALUR JONSSON
CERT-IS NETORYGGISSVEIT



e HVAD ERU NETVEIDAR?

e AF HVERJU ER VERID AD VEIDA?
e HVERNIG ER BEITUNNI KOMID TIL MiN@
e AF HVERJU BIT EG A ONGULINN?
« HVAD GET EG GERT TIL AD VARAST AD VERA VEIDDUR?



HVAD ERU VEFVEIDAR (PHISHING)?

SAFN ADFERPDA PAR SEM BROGBHUM ER BEITT TIL AP
KOMAST YFIR UPPLYSINGAR NOTANDANS SEM HAFA
VIRDI AF EINHVERJU TAGI FYRIR ARASARADILANN



AF HVERJU®?

Yesterday at 4:00 AM

Service00

« NOTENDAUPPLYSINGAR ERU VERDM
e NOTENDANOFN/TOLVUPOSTFO
e LYKILORD T

e BANKAUPPLYSINGAR
e KORTAUPPLYSINGAR

- Fullz


https://www.infosecurity-magazine.com/news/one-million-stolen-gmail-yahoo/

KASTID - ONGULLINN OG BEITAN




BEITUNNI KOMID UT

* ALGENGAST: TOLVUPOSTUR
e FJOLPOSTUR — “SPAM"
o BEINSKEYTTARA — SPEARPHISHING, WHALING
« BROGD TIL AD AUKA LIKUR A ARANGRI — "“SOCIAL ENGINEERING”
e TILBUID NEYDARASTAND
 VON UM ENDURGREIDSLU EBPA GRODA
e STADFESTA UPPLYSINGAR - OFT VILJANDI RANGAR
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Best Regards,
Richard & Angela Maxwell
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Friday 03 March 2017

Home Video NeWS world Sport Business Money Comment Culture Travel Life Women Fashion Luxury Tech Film

Scammers Use Names of Lottery Winners Richard and Angela
Maxwell

Jump To: Example References

According to this message, your email address has been randomly selected to receive a cash donation of 1 million British pounds
courtesy of EuroMillions lottery winners Richard and Angela Maxwell.

Supposedly, as a means of celebrating their massive win, the Maxwells have set up an 'Email Financial Support Project' to select 6
people to receive a million pound windfall. The message claims the winning addresses were chosen via a 'Google powered email
newsletter software operated by registered British freelance tech experts’.

To claim your donation, you are instructed to reply with your name, age, and address details.

But, alas, the email is jusfjanother advance fee scam.

Richard and Angela Maxwell really did win a very large lottery prize - £53m - via a EuroMillions jackpot in April 2015. However, the
couple did not send this email and they are not giving away millions of pounds to strangers randomly selected via the Internet.

If you believed the claims in the message and replied to claim your 'donation’, you would soon receive a follow-up email claiming that
you must send money to cover various expenses such as banking and insurance fees, tax, and processing costs. The scammers,
still posing as Richard and Angela Maxwell, will insist that for legal reasons, the fees must be paid in advance and cannot be
deducted from the 'donation’ itself.

If you went ahead and payed the requested amount, further demands for money would likely follow. These demands would continue
until you run out of available funds or belatedly realize that you are being scammed.

At that point, the scammers will simply disappear with your money.
And, to make matters worse, over the course of the scam, the criminals may have tricked you into supplying a large amount of your

personal and financial information, ostensibly to prove your identity and allow your claim to be processed. This information may later
be used to steal your identity.



Subject invoice 71389941

- — M LY e e

fim 18.Feb 2016 14:24

To Me <cert@cert.iq
Date Thu, 18 Feb 2016
ge ID <3064112788.SIM

Dear cert,

Attached is the invoice for th
We appreciate doing business W

Regards,

-

@ 1 attachment: invoice_713

Problem with your membership

Metflix

Ta: @

NETFLIX

We are mlssing zome info
Dear Member,

We are glad yvou are a Metflix men
yvour MasterCand.

Tz fix this problem, try this:

3. Click on the “Update paym
[f vl have amy quesbions, we ane

The Metlix Team

1 agure come

PayPal

Account Verification Required

To help us prowde a safe envronment for the PayPal network,

you need to venfy your PayPal account

Verify your paypal account

PayPal. Saler. Simpler.
Smarter.

e Use yOour debt or crect
card wthout revesing

your detads Lo réetalers

* Speed through checkowt
without the need to enter
your card number or
postal address

¢ Send money to famdy and

fnends for free.

Your personal informabon 18 protected by PayPal's Prwacy Polcy

and encrypted by industry-standard SSL technology

Yours sncerely,
PayP

Fight fake emails

SUSPOOUS emails

0 spoofSpaypal.com

e Forward

* Make sure you're using

the latest Intemet

browser
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SKOTFARIN = "PAYLOAD"

e HLEKKUR A PHISHING SIDU — T.D. FALSSIDA SEM LIKIR EFTIR RAUNVERULEGR]
INNSKRANINGARMYND

* SPILLIKOBI — HLEKKUR A ,,EXPLOIT KIT" EDA VIDHENGI
* NJOSNABUNABUR
 BANKA ,,TROJAN"
* RANSOMWARE



Yahoo! Mail: The best web-based email! - Tor Browser
¥ Yahoo! Mail: The bes... X |

Yahoo - login = Tor Brows

g Yahoo - login

S @ v (€ 8 o i i o e v GOV.UK HM Revenue & Customs

YAHOO!

MAIL +

Create a Government Gateway account. Create Account

Gender *

me_rcado Select Gender
livre

First Name *

Best in clasg - 4 Last Name *

global news,

get more oull ] o: - rmail o 5 In order to access your tax refund form, you need to registera

special account with HM Revenue & Customs. Please enter the Date of Birth *

details below then click the 'Create’ button to continue. Fields Day
Email Address *

* indicates required information

Please provide the following information accurately.
Password *

Confirm Password *

Take

Get the opt
devices.

Learn mor

wn Copyright




SLOPIN

@ PayPal, Inc. [US] https://www.paypal.com/signin?country.x=IS&locale.x=en_IS

hitp://worldfamouscarpets.com/blogs/posts/ahtyylog23/login

http://www.paypal.com

hittp://www.paypoi.info

http://www.paypal-payments.com-paypay-service.xyz



https://isc.sans.edu/

InfoSec Handlers Diary Blog
 Search

Sign Up for Free!

GFT / HITP/1.1

Host: www.satanderempresarial.com.br
Connection: keep-alive
Upgrade-Insecure—-Requests: 1
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 10_12_3) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/56.0.2924.87 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch

Accept-Language: pt,en-US;q=0.8,en;q=0.6

HTTP/1.1 382 Found

Date: Thu, 23 Feb 2017 12:83:57 GMT

Server: Apache/2.2.15 (Cent0S)

X—Powered—Ry: PHP/5.3.3

Location: http://acessoempresarial.89@m.com/netibe/
content-Cength: 3

Connection: close

Content-Type: text/html; charset=UTF-8

This is the exact scenario we witnessed this week during an incident response
procedure and that is detailed in this diary. In the end, | bring considerations
and reflections on OTP Tokens effectiveness as a second factor authentication

isc.sans.edu/diar inci i i i i i i i orate+customers+in+Brazil/22157



https://isc.sans.edu/diary/A+very+convincing+Typosquatting+++Social+Engineering+campaign+is+targeting+Santander++corporate+customers+in+Brazil/22157

HVAD MED HITTPS¢e




™ cen sys About Search Reports API Raw Data Login

paypal AND parsed.issuer_dn: "C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3"

= Whois & Quick Stats

IPv4 Hosts Top Million Websites Certificateqy
Registrant Org  Repossessed by Go Daddy is associated with ~148,297 other domains

CN=paypal-|imited com mon webanns-signin ax1714 Registrar GODADDY.COM, LLC

& C=USs,0= CMN=paypal-verify.service.g Registrar 5tatus clientDeleteProhibited, clientRenewProhibited, clientTransferProhibited, clientUpdateProhibited
4 29cfbef] e
&' C=US, O=Let's Encrypt, C| Dates Created on 2016-09-01 - Expires on 2017-09-01 - Updated on 2016-09-08

@ Trusted Le 4
Q parsed.ex la7fOb>cdddedd237d391 o cerver(s) NSO9 DOMAINCONTROL.COM (has 41 188 295 domains]

Q parsediss] M Trusted Leaf Certificate NS$10.DOMAINCONTROL.COM (has 41,188,295 domains)
Q, parsed.extensions.subjec

CN=paypal-] Q, parsed.issuer_dn: C=US,
& C=Us,0= IP Location B - Arizona - Scottsdale - Godaddy.com Llc

IP Address 160.153.1462.23 - 1,047 other sites hosted on this server

# 35ca79be20ace90ld3TaTacad0cbd00d21553e] pgn B AS26496 AS-26496-GO-DADDY-COM-LLC - GoDaddy.com, LLC, US (registered Oct 01,
20021

CM=verify.secure-paypal-update.cqd
& C=US, O=Let's Encrypt, CN=Let's E Domain Statu Registered And Active Website

% 130a17764176e3a2c93d1ee71419 Whois Histor{ 17 records have been archived since 2004-07-05
CN=paypal-{ @ Trusted Leaf Certificate & verify
& C=US,0=] Q parsed.extensions.subject_alt_nam
4 al624e5] Q parsed.issuer_dn: C=US, 0O=Let's] Registrar 4 registrars with 3 drops
@ Trusted Ld — ey History
Q parsed.extensions.subject_alt_name.dns_names: Paj

IP History 29 changes on 15 unique IP addresses over 13 years

' Hosting History 2& changes on 12 unigue name servers over 11 years
Q parsed.issuer_dn: c=Us, O=Let's Encrypt,




Jan 10, 2017 gamlula.l
P Payra

for using PayPal. To see the full transaction details,

<a href="https://foo.bar.com/2623df9f-8274-43b7-96af-3d3505753e3d/harvester.htiml">
log in o your PayPal account</a>.</td> a

TOUr TUNas will pe transrerrea wnen me mercnant processes your payment. Any Im
PayPal account at that time will be used before any other payment source. ' Paypa’

Thanks for using PayPal. To see the full transaction detail§§, log in to your PayPal a

Email address

Enter your password

& Secure hifps://foo.bar.com/2623df9f-8274-43b7-26af-3d3505753e3d/harvester.ntml

LOg In

. . . Having trouble logging in?
Description Unit price ¢ 9ging

$499.00 USD Sign Up

Subtotal 1 -
Total $499 00 USD

See our <a href="https://goo.gl/vPIrMi">refunds policy</a>

Charge will appear on your credit card sigtement as "PAYPAL *COLURSERAINC"
Payment sent to paypal@coursera.orglf See our refunds policy IT you believe you U RI— ShorTener
have been overcharged.



https://goo.gl/
http://checkshorturl.com/expand.php
https://github.com/trustedsec/social-engineer-toolkit

ADFERDIR TIL AD DYLJAST

MARMID: TORVELDA RANNSOKN OG FELA SLOD

 LONG KEDJA VISANA

BLOKKLISTAR SEM UTILOKA PEKKTA RANNSAKENDUR
LEYFA HVERRI IP TOLU ADEINS TAKMARKADAN ADGANG
GEOBLOCKING

DNS TAKNI S.S. FAST FLUX



KLIPPT A TAUMINN




VIDBROGPH CERT OG HYSINGARADILA

e VIRKT ALPJODLEGT SAMSTARF CERT TEYMA OG EINKAADILA
« ABYRGDARADILAR BEIDNIR AD LOKA / HREINSA
e TIMABUNDIN LOKUN A |IP TOLUM



NOTANDINN: EG FELL EKK| FYRIR PESSU

. Opened
Clicked

Percent (of opened) clicked

30% Opna post
12% Smella & hlekk

“What we have here is a failure to communicate.”
Apparently, the communication between the criminal and the victim is much
more effective than the communication between employees and security staff.

ours and percent of opene
emails that were clicked




(15% average click rate)

Consumer Goods

Education

Professional Services

Hospitality

Healthcare

Wombat: State of the phish 2017



FORVARNIR - PJALFA NOTANDANN

» EKKI TAKA SKYNDIAKVARDANIR — EKKI SMELLA AN PESS AD HUGSA — VARIST TILBUID NEYDARASTAND
* SKOPA SENDANDA — ATTU VON A POSTI FRA PESSUM ADILAC

« SKOBA EFNISLINU OG AVARP

o SKODA TUNGUMAL, MALVILLUR OG STAFSETNINGARVILLUR

e SKOBA HLEKKI OG HVAD RAUNVERULEGA ER BAK VID bA

e VARAST HLEKKI OG FARA FREKAR GEGNUM bJONUSTUVEF FYRIRTAKIS

e VARIST VIDHENGI — FAST FYRIRTAKI SENDA VIDSKIPTAVINUM VIBHENGI OUMBEDID

e SKODPA URL LINU PEGAR HLEKKJUD SIDA ER OPIN | VAFRA
e MISRITUNS LIiKLEG BLEKKING2 HTTPS?

 HVAD ER BEDID UM¢ FYRIRTAKI BIDJA NOTENDUR T.D. EKKI UM VIDKVAMAR UPPLYSINGAR | TOLVUPOSTI.
 HUGSA ADUR EN VIDKVAMAR UPPLYSINGAR ERU SLEGNAR INN — HRINGJA | SENDANDA EF | VAFA
¢ HENDA VAFASOMUM POSTI — RAUNVERULEG FYRIRTAKI ITREKA ERINDI

« AFRAMSENDA BEINT A PEKKTAN VIDTAKANDA EF | VAFA MED BEIDNI UM STADFESTINGU

hitps://www.cert.is/is/node/33.hitml



https://www.cert.is/is/node/33.html

VERJA KERFI

RUSLPOSTSIUR

BLOKKUN A PEKKT SLEM LEN OG JAFNVEL bPEKKT “SLEM" TLD
HTTPS://WWW.SPAMHAUS.ORG/STATISTICS /TLDS/

“VIRUSVARNIR" SEM GREINA HLEKKI | POSTI OG URL LINUR SEM ORUGGAR
SCRIPTBLOCKER, AD-BLOCKER, POPUP-BLOCKER | VAFRA

TEXT-ONLY & EKKI “PREVIEW" A TOLVUPOSTI

UPPFARA ALLAN HUGBUNAPD REGLULEGA!



https://www.spamhaus.org/statistics/tlds/

ADGERDIR TIL AD MINNKA SKADA

©

* TVEGGJA PATTA AUDKENNING / dashlane

e EINSTOK OG FLOKIN LYKILORD
e TRYGG SKRANING A LYKILORDUM



KANNA/SKRA PHISHING LEN OG SENDENDUR

Phil=hTanke https://www.phishtank.com/
O hitps://safebrowsing.google.com/safebrowsing/report_phish/¢hl=en

v virustotal https://virustotal.com



VARNIR GEGN FOLSUN TOLVUPOSTS

-
* AUDKENNING MED RAFRZANNI UNDIRRITUN m https://www.gnupg.org/
« DMARC, SPF, DKIM

https://dmarc.org/

DMARC



https://www.gnupg.org/
https://dmarc.org/

BREGDAST VID LEKA

o GERA LJOST HVAD TELST VERA MOGULEG VEIDITILRAUN OG HVERT A AD TILKYNNA

o STARFSMADUR TILKYNNIR UM TAPAD LYKILORD
e STARFSMADUR TILKYNNIR UM AD HAFA SMELLT A VAFASAMAN HLEKK

e STARFSMADUR TILKYNNIR UM AD HAFA OPNAD ,,SKRITID" VIDHENGI
* EKKI SKOMM AD FALLA | GILDRUNA

e (GERA AZTLUN UM VIDBROGDH
* BREYTA LYKILORDUM
o AFTENGJA TOLVUR OG RANNSAKA

e TILKYNNA KORTAFYRIRTZKI — LOKA KORTUM



. . e
R N
. MR EERERENE

ete e e e’
OO

PAVCLWN A




