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Skyringar vid glaerur (ekki hiuti af kynningu 18/10 2017)

bessari gleeru var beett vid eftir fyrirlestur til skyringar fyrir pa sem gatu
ekki hlustad a fyrirlesturinn

Tilefni kynningar var radstefna i Tallinn (Eistlandi), par sem nyjar
adgerdir Evropusambandsins til eflingar netdryggis voru kynntar.

Ymsar pessar adgerdir eru enn i undirbiningi og tilvitnud skjol pvi drog.

Okkur i rdduneytinu fannst rétt ad deila pessu efni nu til kynningar og til
ad hvetja til umraedu, enda munu margar pessara adgerda hafa bein

ahrif hérlendis.

Skyringum med raudu letri hefur verid beett inn a ymsar gleerur
A glaerunum eru hlekkir i tilvisud skjol (1312 bladsiour alls)
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Oruggur flutningur &:

* Upplysingum

Netoryggi snyst ekki bara um taeknileg atridi eda 6ryggi og
afbrot. Baett netoryggi krefst patttoku alls samfélagsins eins
og baett umferd
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Netoryggi sem brynt

samfélagslegt atak Velmegun

WANTED

Bank Robbery - Escape - Murder

$5000.00 REWARD

“Bandits Roost 59% Mulberry Street” (1888).
Jacob Riis (“How the Other Half Lives”)
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JOHN DILLINGER

DEAD OR ALIVE

May be Accompanied By One or More of The Following Men

HARRY PIERPONT JOHN HAMILTON
HOMER VAN METER CHARLES MARKLEY

Notify Your Local Police or FBI

i ‘ ”Q- : 2 ., 31 Yeors Old
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Hlidsteeda netsins vid bilinn, sem vard teeki til .
félagslegra umbota, einnig taeki til glaepa pvert a
l6gsogu rikja ‘




Ahersla & 6ryggi i umferdinni hefur skilad arangri

Bilbelti
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EU cyber security conference, 14-15 september 2017

J u ri Ra ta S’ EU cyber security conference 2017 - 14 September
forseetisradherra Nelgglgale]l gl B [+* " Booy=Ted U gkt Y

Eistlands setur
radstefnuna

Eistar eru i forystu hvad snertir
netoryggi a morgum svidum og
hafa nu forystu innan ES.

Syn peirra skiptir pvi mali.

https://www.eu2017.ee/political-meetings/eu-cyber-security-
conference-digital-single-market-common-digital-security-2017

A radstefnunni var kynntur afrakstur vinnu vié eflingu A e SAMGONGU- OG
netoryggis, m.a. drog ad nyrri netoryggistefnu og reglugerd ES. e | SVEITARSTJORNARRADUNEYTID
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Prof Jaak Aaviksoo

® Rector, Tallinn University of Technology
® Member, Estonian Academy of Sciences

® Minister of Defence (2007-2011)

13 minutna kynning Eista a
af hverju netoryggi er
lykilatrdi fyrir pa.

Sja hluta af myndbandi (11’ 24”
— 24’ 38”):
https://youtu.be/uY9d1hpoOvc

Marina Kaljurand

® Chair, Global Commission on the Stability of Cyberspace
® Ambassador of Estonia to the Russian Federation (2005-2008)

® Minister of Foreign Affairs (2015-2016)

Heli Tiirmaa-Klaar

Head of Cyber Policy Coordination,
European External Action Service

Cyber Coordinator and Senior Advisor to Defence Secretary,
Ministry of Defence (2007-2011)

Lead of Cyber Security Strategy 2008 working group (2008)
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European citizens and businesses rely on digital services and technologies:

Europeans believe that digital technologies of Europeans believe that the risk of
have a positive! impact on: 86% becoming a victim of cybercrime is
increasing.?

Sectors like transport, energy, health and finance
have become increasingly dependent on network and
information systems to run their core businesses.
75% 64% 67%
our economy our society  our quality of life The Internet of Things (loT) is already a reality. There will
be tens of billions of connected digital devices in the EU
by 2020.°

Cyber incidents and attacks are on the rise:

A@ # +4,000 ransomware 80% of European companies

attacks per day in 2016. experienced at least one
cybersecurity incident last year.*
In some Member States

50% of all crimes committed are +150 countries and +230,000 systems
cybercrimes. across sectors and countries were affected
with a substantial impact on essential services

+38% Security incidents across all industries connected to the internet, including
rose by 38% in 2015 - the biggest
increase in the past 12 years. hospitals and ambulance services.
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Adgerair til eflingar netoryggis (1/2)

1. Communication ‘Resilience, Deterrence and Defence: Building
strong cybersecurity for the EU’ (I reynd ny stefna EU um
netdryggi!, 21 bls.)

2. Proposal for a Regulation on ENISA, the “EU Cybersecurity
Agency”, and on Information and Communication Technology
cybersecurity certification ("Cybersecurity Act”) (92 bls + 704
bls af stodskjolum, 796 bls alls). (Pessi reglugerd myndi verda
bindandi fyrir adildarriki svipad og personuverndarreglugerdin).

3. Commission Recommendation on Coordinated Response to

Large Scale Cybersecurity Incidents and Crises (7 + 23 bls.)

SAMGONGU- OG
SVEITARSTJORNARRADUNEYTID



http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505294563214&uri=JOIN:2017:450:FIN
https://ec.europa.eu/info/law/better-regulation/initiatives/com-2017-477_en
http://ec.europa.eu/transparency/regdoc/?fuseaction=list&coteId=3&year=2017&number=6100&version=ALL

Adgerair til eflingar netoryggis (2/2)

4. Communication “Making the most of NIS — towards effective
Implementation of Directive (EU) 2016/1148 concerning
measures for a high common level of security of network and
iInformation systems across the Union (6 + 44 bls.)

5. Commission staff working document assessment of the EU
2013 cybersecurity strategy (73 bls.)

6. Proposal for a Directive on combating fraud and counterfeiting
of non-cash means of payment (36 bls. + 246 bls. stodskjol)

7. Report assessing the extent to which the Member States have
taken the necessary measures in order to comply with Directive
2013/40/EU on attacks against information systems (13 bls.)
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http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505297631636&uri=COM:2017:476:FIN
http://ec.europa.eu/transparency/regdoc/?fuseaction=list&coteId=10102&year=2017&number=295&version=ALL
https://ec.europa.eu/info/law/better-regulation/initiatives/com-2017-489_en
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1505307728824&uri=COM:2017:474:FIN

Ennfremur er i bodi eftirfarandi kynningarefni
(g00 byrjun til ad kynna seér framangreint efni):.

« Factsheet on the cybersecurity package (2 bls.)

« Factsheet on ENISA and the EU framework for cybersecurity
certification (2 bls.)

« Factsheet on Tackling Non-Cash Payment Fraud (2 bls.)
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https://ec.europa.eu/digital-single-market/news-redirect/603938
https://ec.europa.eu/digital-single-market/news-redirect/603936
https://ec.europa.eu/digital-single-market/news-redirect/603934

Tillaga um “diplomatiskan verkfeerakassa”
til ad geta tekido sameiginlega & netognum

* Draft Council Conclusions on a Framework for a Joint EU
Diplomatic Response to Malicious Cyber Activities (“Cyber
Diplomacy Toolbox™)
http://data.consilium.europa.eu/doc/document/ST-9916-2017-
INIT/en/pdf (5 bls.)
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NIS tilskipunin (The Directive on security
of network and information systems)

* The NIS directive
https://ec.europa.eu/digital-single-market/en/network-and-

Information-security-nis-directive (30 bls.)
(beinn hlekkur a enska utgéafu skjalsins:
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1148&from=EN)

* NIS Toolkit (13 September 2017)
https://ec.europa.eu/transparency/reqdoc/rep/1/2017/EN/COM-

2017-476-F1-EN-MAIN-PART-1.PDF (6 bls.)
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Med NIS tilskipuninni er stefnt ad:
1. Auka haefni rikisins

1. Sett skuli stefna

2. Stjornvaldi falin umsjon

3. NetoOryggissveit sé starfraekt

2. Beaeta samvinnu milli rikja
1. Samstarfshopur verdi settur a fot
2. Samstarfsnet netdryggissveita adildarrikja
3. Styrkja 6ryggi net- og upplysingakerfa rekstraradila
naudsynlegrar pjonustu
1. Skilgreina hverjir pessir adilar eru

2. Skyldur rekstraradila naudsynlegrar pjonustu og stafreenna
pjonustuveitenda, p.m.t. tilkynningarskylda
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NIS-tilskipunin i islenskri pydingu

« Stefnt er ad pvi ad drog ad islenskri pydingu NIS-
tilskipunarinnar verdi adgengileg a vef samgoéngu-
0g sveitarstjornarraduneytisins (www.srn.is) pann
1. nbvember n.k.

« petta er gert i samvinnu vid bydingarmidstoo
utanrikisraduneytisins, sem hefur umsjon med gero
pydingarinnar.

* Annad efni sem hér hefur verid visad til mun einnig
veroa sett a vef rdduneytisins.
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http://www.srn.is/

Haskolinn i Oxford framkvamir uttekt a stodu
netoryggismala

Samgingu- og sveitarstjornarraduneytiéi og Netoryggisrad stodu fyrir fundarod dagana 21.-23. juni
g um netdryggismal i islensku samfélagi. Fundarodin er hluti af Uttekt a stédu netdryggismala hér a
# landi sem samid var vid Haskolann i Oxford um ad framkvaema. Uttektin byggist & likani haskodlans
sem snyst um ad meta hversu proad netdryggi er i vidkomandi samfélagi.

Fulltriar fra netdryggissetri Haskalans i Oxford leiddu atta fundi med fulltraum fyrirtaekja, stofnana,
¥ raduneyta og |loggjafarvalds. A fundunum var farid yfir stédu netéryggismala a islandi almennt, par &
medal verkefni sem unnid er ad, vidfangsefni sem komin eru til framkvaemda og verkefni a svidi

netdryggismala sem aeskilegt er ad radist verdi i.

Fra fundinum i Safnahdsinu vid Hverfisgotu. Fremst f.v., fulltriar fra
netoryggissetrinu i Oxford: Maria Bada, Michael Goldsmith préfessor og
Carolin Weisser. Fyrir aftan eru fra samgongu- og sveitarstjornarraduneytinu
f.v. Ragnhildur Hjaltadéttir, Gudbjérg Sigurdardéttir, Vigdis Osk Hasler
Sveinsdottir og Sigurdur Emil Pélsson.
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Samstarfshopur um netoryggi

Netoryggisrad

Samgongu- og
sveitarstjornarraduneytid

Utanrikisraduneytid

Fiarmalakerfi
Mennta- og

menningarmalaraduneytid

Atvinnuvega- og
nyskopunarraduneytid

Fjarmala- og efnahagsraduneytid Netoryggissvertin

Upplysingataekni

Post- og
fjarskiptastofnun
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