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MIRAOCLE

EFNI

® Audkenningarvandi ndtimans

® |dentity

®* Federated Identity (Fl)

® Identity & Access Management (IAM)

® Azure Active Directory (AAD)
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MIRAOCLE

AUDKENNINGARVANDI NUTIMANS

® S6tt i uvtanadkomandi pjénustur (Saas) i vaxandi meeli
® pjoénustur med eigin notandaupplysingar
®* Moérg audkenni og lykilord
® Heilindum &fatt

® Stiérnleysi
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MIRAOCLE

IDENTITY

® Einkennandi fyrir hlut, persénu o.s.frv.
® Physical identity

® Digital identity
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MIRAOCLE

IDENTITY

® Authentication er til pess ad bera kennsl & hlut, persénu o.s.frv.

® Authentication er tvipcett
® |dentification — audkenning

® Validation, verification — sannvottun

® Grundvollur allrar sannvottunar er traust
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FEDERATED IDENTITY

®* Adgangur ad étengdum pjdnustum dn

endurvottunar
® Traustur sannvottunaradili ,Og med pvi ad HIb0vir kongur
i var sjalfur gooviljadur og sa og
®* Akvedin eigindi heyrdi sannar jarteinir
almattugs Guds og hans heilagra
® Jarteikn (securi’ry ’roken) rr}tatnnta ‘[.;‘.] ba tok hann skirn og
rétta tra.

® Rafrcen undirskrift
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MIRAOCLE

FEDERATED IDENTITY

® Hugtok
® |Identity Provider
® Service Provider (Relying Party)

® Security Token Service
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Audkenning notanda

Utgefandi
Security Token Service (STS)

8 5 m) f) e A

Notandi scekir um token i Saa$S pjénustu

ST- <

Active Directory
Identity Provider (IP)

Utgefandi gefur ot

med krofur (claims) um notanda
td Saas forrit
Name, UPN, Email address, Relying party
group membership o.fl.
| @ treystir security token
utgefandans

med undirskrift Utgefandans
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MIRAOCLE

FEDERATED IDENTITY

® Audkennum feekkad ® Stadsetning sannvottunar
® Aukin heilindi ® Einn adgangur ad pjénustum
® Aukid oryggi ® Innleiding og ferlar

®* Gagnscett audkenningarferli ® pekking
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MIRACLE
FEDERATED IDENTITY

® Margar lausnir

® Microsoft, IBM, Oracle, Onelogin, Okta o.fl.

®* Open source

® Shibboleth, Gluu, Keycloak o.fl.
® On-premises eda i skyinu (IDaas)

® Tveer lausnir frd Microsoft: AD FS og Azure Active Directory
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MIRAOCLE
IDENTITY & ACCESS MANAGEMENT

® Réttur adgangur & réttum tima & réttum forsendum
® Misleitt tcekniumhverfi

® Siharonandi kréfur um hlitingu

® Mikilveegur pattur i 6ryggi

® Krefst pekkingar & rekstri auk UT
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IDENTITY & ACCESS
MANAGEMENT

Gartner criteria for IAM systems 2017
User authentication
Federated SSO
Password vaulting & forwarding
Step up authentication
Security token services
Autherization enforcement
Security Analytics & Reporting

User Provisioning

MIRAOCLE

Figure 1. Magic Quadrant for Access Management, Worldwide
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Source: Gartnear (June 2017)
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MIRAOCLE

AZURE ACTIVE DIRECTORY

® Audkenning notanda

®* Sampcetting vid AD on-premises

® SSO virkni fyrir fleiri en 3.000 SaaS pjoénustur
®* Margpcett audkenning

® Skilyrtur adgangur

® Audkennisvernd
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MIRAOCLE

AZURE ACTIVE DIRECTORY

® Office 365 krefst AAD

® Sampcetting vid AD on-premises / AD Connect
® Password hash synchronization (PHS)
® Pass-through authentication (PTA)
® Federation (AD FS)
®* Seamless SSO
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MIRAOCLE

AZURE ACTIVE DIRECTORY

®* Federated SSO
* WS-FED
* SAML 2.0
®* OpenlD Connect, OAuth2

® Password-based SSO

* notandaupplysingar vistadar i Azure AD

® Linked sign-on

® URL visun i Azure AD portal inn & federated token services annars stadar (t.d. AD FS)
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TAKK FYRIR OKKUR
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