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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Markmio

* Kynna ykkur fyrir 6flugu verkfaeri
e Stikla a storu
* Gagnlegt fyrir:
 DEV, OPS, QA, vefstjora, stjornendur.... Og hakkara




Threat Model

 Hvad purfum vid ad verja?
* Framendi, gagnhagrunnar, skyjapjonustur o.s.frv.
* Hverjir geta radist a okkur?
 Samkeppnin, notendur, starfsmenn, botnet, hakkarar.

* Hvernig eru innvidir uppbyggoir?
* Hvernig er kerfisrekstri hattad(dev, test, prod)?
 Network segregation & segmentation?

e Hvad eriforgangi?




OWASP

Stofnad arid 2001 - Open Source

Bruar bilid milli 6ryggisrannsokna og vefforritunar
Gefa ut top 10 lista

Nzer lika yfir snjallsimaforrit

OWASP 10 er ekki taeamandi ’ﬁ D HS .

Open Web Application
Security Project
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OWASP Top 10 - 2017

A1:2017-Injection

OWASP Top 10 - 2013

A1 - Injection

A2 - Broken Authentication and Session Management A2:2017-Broken Authentication

A3 - Cross-Site Scripting (XSS) A3:2017-Sensitive Data Exposure
A4 - Insecure Direct Object References [Merged+A7] A4:2017-XML External Entities (XXE) [NEW]
A5 - Security Misconfiguration A5:2017-Broken Access Control [Merged]

A6 - Sensitive Data Exposure A6:2017-Security Misconfiguration

A7 - Missing Function Level Access Contr [Merged+Ad] A7:2017-Cross-Site Scripting (XSS)
AB - Cross-Site Request Forgery (CSRF) AB8:2017-Insecure Deserialization [NEW, Community]

A9 - Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vulnerabilities

E*EcszczQ'*I

A10 - Unvalidated Redirects and Forwards A10:2017-Insufficient Logging&Monitoring [NEW,Comm.
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Al - Injection

e SQL, LDAP, OS injection o.s.frv |RsR: TN WELL WEVE LOST THIS

¢ L3 ; I NAME YOUR SON YEAR'S STUDENT RECORDS.
Lata hugbun'ac’i ke\{ra §k|pan|r pibertl DROP T HOPE YOURE HAPPY.
* Ekki treysta inntaki fra notanda | d

{l AND I HOPE
~OH.YES LITTLE - YOUVE LEARNED
BOBBY TABLES, L TOSANMZE YOUR
WE CALL HIM. DATABASE INPUTS.
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Life is short. Have an affair.®

Get started by telling us your relationship status:

Please Select

i

See wrMat ¢
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onyl Hus members!
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A2 - Broken authentication

* Notendur ekki audkenndir med 6ruggum haetti
* Brute force

» Léleg lykilord eda default(admin/admin)

e Session management - Timeout of langt




A3 - Sensitive Data Exposure

* Flutningur og geymsla viokveemra gagna o6rugg
e Cleartext, veik dulk6dun eda mannleg mistok
 GDPR(General Data Protection Regulation)
* Persénugreinanleg gogn
e Alvarleg brot varda sektum upp a 4% af heildararsveltu a
heimsmarkadi (6 milljardar hja Icelandair Group)



https://www.personuvernd.is/media/frettir/146-1003.pdf

A4 - XML External Entity attack (XXE) NEW

e Vefpjonustur sem patta (e. parse ) XML inntak
» Lata XML pattarann keyra meinfysinn kéda ( Srm -rf /)
e Lesa viokveemar skrar, Denial of service




A5 Broken Access Control (Merged)

 Adgengi og hlutverk
e Skyrar adgangsstyringar
* Hvert kemst ég med ad fikta i URL-inu?




A6 - Security Misconfiguration NEW

e Algengasta atridi a listanum

* Default settings

* QOut of the box & plug and play

* Jenkins, Redis, MongoDB og fleira




A7 - Cross-Site Scripting (XSS)

e Lata sidu gera hluti sem hann a ekki ad gera
 Haegt ad breyta innihaldi sidu(JS, HTML)
* Endursenda (redirect) adra notendur @ meinfysna sidu




A8 - Insecure Deserialization NEW

* Breyta upplysingum
e Stadfesta inntak
 Ekki einfalt ad misnota




A9 - Using Components with Known Vulnerabilities

e Oruggasti kddi heims getur fallid & veikleika i 68rum pakka
e Fara yfir drelta pakka og fylgjast med umraedu
 Patch management




Security

Equifax CEO falls on his sword weeks
after credit biz admits mega-breach

Well, what else could he do?

By John Leyden 26 Sep 2017 at 15:35

n en :
Equifax's chairman and chief exec today resigned, we @ ( ’ <
consumer credit reporting agency admitted a massive
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A10 - Insufficient Logging & Monitoring NEW

* Munurinn milli pess ad uppgotva atvik og missa af pvi
Munurinn milli pess a0 greina atvik og missa af pvi

venaer uppgotvast atvik

vernig var brotist inn

versu lengi var viokomandi med adgang
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75% of All Attacks on Information Security
Are Directed to the Web Application Layer

2’3 of All Web Applications Are Vulnerable

90% of companies using

Gartner I DevOps consider security an
afterthought.
Gartner
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Data Breach Costs

o=ar s
. .’/.0 A A - LS

$7.2M average costof a data breach

80 days todetectand 123 days (4+ months)toresolve

Remediation Costs (at each stage in the lifecycle)

coD oA _SECURITY | PRODUCTION _ %7 600/defect
S d R - rp '
& z A T 7@

Development Build QA/Test Production

Sources: National Insttute of Standards and Technology. Panemon Institute
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e OWASP
Oryggi vardar okkur ol
Fordast snakaoliuna
Stefnur og straumar (fritt viovorunarkerfi)



https://www.owasp.org/index.php/OWASP_Top_Ten_Cheat_Sheet
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https://www.owasp.org
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/
https://www.personuvernd.is/media/frettir/146-1003.pdf
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