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Stafraenn og sibreytilegur vigvollur

Figure 29: Evolving technology and rapidly escalating cyber threats call for a deliberate approach to make
commanding progress
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Stafreen arasarteymi breyta gangi ségunnar
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Hugarvelta - gégnum breytt eda stolin?

Uber Hid 2016 Breach, Paying
Hackers to Delete Stolen Data




Oryggi Apple styrikerfisins (MacOS X)
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“Nulldags” (Zeroday) veikleikar i verkefni




Hvad er petta “Nulldags” orétiltaeki eiginlega?

“A zero-day (also known as 0-day)
vulnerability is a computer-software
vulnerability that is unknown to those
who would be interested in mitigating
the vulnerability (including the vendor of
the target software). Until the
vulnerability is mitigated, hackers can
exploit it to adversely affect computer
programs, data, additional computers or
a network. An exploit directed at a zero-
day is called a zero-day exploit, or zero-
day attack.”




Stafreent vopn?




Hvao meo varnir, eru paer ekki 6flugar?




Oflugar varnir i flestum nutima styrikerfum

How GATEKEEPER WORKS
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Allow apps downloaded from:
$ xattr -1 ~/Downloads/malware.app

com.apple.quarantine:0001;534e3038;
Safari; BBE3DAS9-32F6-4580-8AB3...

* Mac App Store
Mac App Store and identified developers
Anywhere

quarantine attributes gatekeeper settings

“malware.app” can't be opened because it
is from an unidentified developer.

Q Your security preferences allow instaliation of only
apps from tha Mac App Stoee

“gatekeeper in action




https://support.apple.com/en-us/HT208692

N brjar éryggisvillur

Available for: OS X El Capitan 10.11.6, macQOS Sierra 10.12.6

Impact: Processing a maliciously crafted webpage may result in the mounting of a disk image t- I a f r

Description: A logic issue was addressed with improved restrictions.

CVE-2017-13890: Apple, Theodor Ragnar Gislason of Syndis fram hj é VG rn u m
Disk Images
V4 ] ] L]
Available for: OS X El Capitan 10.11.6, macOS Sierra 10.12.6, macOS High Sierra 10.13.3 Styrl ke rfl SI nS

Impact: Mounting a malicious disk image may result in the launching of an application
Description; A logic issue was addressed with improved validation,

CVE-2018-4176: Theodor Ragnar Gislason of Syndis

LaunchServices
Available for: OS X El Capitan 10.11.6, macQOS Sierra 10.12.6, macOS High Sierra 10.13.3
Impact: A maliciously crafted application may be able to bypass code signing enforcement

Description: A logic issue was addressed with improved validation.

CVE-2018-4175: Theodor Ragnar Gislason of Syndis




Demo Time!



QuickTime Player Filn Edit View Window Help ) &) Sun12:24 AM taster
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Med pessu hefoum vid geta hakkaod alla Makka i heiminum!
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Hvers virdi var petta?

larget Escape Options Prize Master of Pwn Points Eligible for Add-on Prize

Sandbox Escape S60 000 Yes

e Windows Kernel Escalut
. A S70.000 7 Yes
Privilege
Sandbox Escape S60 000 Yes
Microsoft Edge
$70 000 ? Yes

Privilege

\'m\?x)\ i | SS55 000 No
.|

macOS Kemel Escalation of Priy S65 000 No

\\\*Ir Safan

Sundbox Escape 540 000 No
Mozillu Firefox e ORI L o e T O D ol R T — ——

= S50 000 No
Privilege t

https://www.zerodayinitiative.com/Pwn20wn2018Rules.html



Hataeknileg framleidsla i marga manudi?




Nei, pessu var “reddao” i flugi til SFO
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Lokaoro



Ekki spyrja hvort eitthvad sé oruggt.




Betra ad meela 6rygqgi i tima (kostnadl) sem pad
tekur ad brjota eitthvad




Hverjum ertu svo ad reyna ao verjast?

NOVICE MASTE

RUSSIA, PAST AND PRESENT




Takk fyrir

@theorgl
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