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Introduction

What is loT?

e Smart things that you should
buy!

e Things (devices)
communicating using
standardized protocols?

e Things (devices)
communicating using Internet
protocols (IPv6, UDP, TCP,
HTTP, ...)?

e Things (devices) connected to
the Internet (other devices,
cloud, ...)?

M. Kyas (RU) The (1)loT Problem 2018-10-24 2 /29



Introduction

What is loT?

Internet of Things (loT)
(ISO/IET)

infrastructure of
interconnected objects,
people, systems and
information resources
together with intelligent
services to allow them to
process information of the
physical and the the
virtual world and react

objects:

e things that can act
people?

e infrastructure of people
systems:

e collection of things

e services
information resources: things
that can provide data

® sensors
e data bases
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Introduction

Examples

o HP JetDirect print server
(1991)

e NEST Smart Thermostat
e Philips Hue Smart Bulbs
o August Smart Lock

o Lively Personal Emergency
Response System

o Automatic Car Tracking
Adapter
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Introduction ~ What is lloT

What is [loT?

o Application of loT in industry
e transportation
e energy
e manufacturing
e Focus on machine to machine
communication
e instrumentation
e sensors
e machines
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Introduction ~ What is lloT

Examples

e DHL's loT Tracking and
Monitoring

e Cisco's Connected Factory

e Oceanit Laboratories’ Smart
Cement
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Introduction History and Vision

History and Vision

Embedded systems
e process data from real world
o influence the real world
o Ubiquitous computing
(Weiser, 1992)

o Context dependent computing
(Shilit, Anders and Want,
1994)

e Kevin Ashton (Schoenberger,
2002): “we need an internet
for things, a standardized way
for computers to understand
the real world”
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The Problem

The Problem

Everyone tells us (I)IoT is
great!

But 76% of all lloT projects
fail (Cisco)

Complexity

Loss of control

Security

Safety

Reliability

Wrong incentives

Technical concerns

Societal concerns

= Forbes a

Why Industrial IOT Is
Usually A Failure - And
How To Fix It

M. Kyas (RU) The (1)loT Problem

2018-10-24

8 /29


https://www.forbes.com/sites/annashedletsky/2018/08/06/why-industrial-iot-is-usually-a-failure-and-how-to-fix-it/

The Problem

Complexity
Switch on the light

o Previously:

e A switch breaks current to
light bulb

e Need to walk to the switch,
flip it, light is on
e The loT light bulb:
e Wireless transmitter sends
message to hub

e hub sends to cloud service

e find the light bulb
® |ast settings

e cloud service sends message
to hub

e hub forwards to light bulb

M. Kyas (RU)
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https://blog.adafruit.com/2016/06/14/teardown-of-a-philips-hue-led-lightbulb-with-zigbee-and-atmega2564-avr-iot-iotuesday/

The Problem

loT stores data in the cloud
(medical devices)

Collects data without me
knowing or consenting

| cannot verify what is
happening

Even if | understand the risks,
there is nothing that | can do

data leaks, back doors, access

by authorities

M. Kyas (RU)

Privacy

Loss of Control: Personal Identifiable Information

@ P

Samsung's wa’;vr;ving: Our Smart
TVs record your living room
chatter

Technically Incorrect: Samsung's small print says that its

Smart TV's voice recognition system will not only capture

your private conversations, but also pass them onto third
parties.

fvr
Technically Incorrect offers a slighty twisted take on the tech
that's taken over our lives.

Why worry aboutgig [ TVH
Brotner?

That seems to be the

The (1)loT Problem

Cnet, February 8, 2015
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https://www.cnet.com/news/samsungs-warning-our-smart-tvs-record-your-living-room-chatter/

The Problem Reliability

Reliability

o Network failure? Heating / air

11 i Nest Thermostat Glitch
conditioner g0 h aywire Leaves Users in the Cold

e Phone battery drained?
Cannot open the door?

e Cloud service crashed? Does
not fail to dumb, but to
unavailable

e Manufacturer bankrupt?
Congrats, you have a paper
weight

e Devices do not interoperate,
everything comes with its own
app and cloud service

o = = E E
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https://www.nytimes.com/2016/01/14/fashion/nest-thermostat-glitch-battery-dies-software-freeze.html

The Problem  Security

Security

e “Time to market” more important AEVERGE - s ane oa- e
than “mature product”

-

Y Ca nnot Se” secu r|ty as a featu re Watch a drone hack a room full of smart
lightbulbs from outside the window

e No budget for security %
e No user interface

e Aquarium thermometer hacked?
Cloud hacked?

e Access to the whole network!

o Life time of the product exceeds
support time

e Work done by engineers, not
security specialists
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https://www.theverge.com/2016/11/3/13507126/iot-drone-hack

The Problem

Safety

o Peoples lives depend on
heating, door locks, or medical
devices

e Also big concerns about
self-driving cars

o My neighbour's devices make
me afraid

| see how well built my loT
toothbrush is. How can | trust that
they do it better with autonomous
cars?

Safety

# WIRER Hackers Remotely Kill a Jeep on the Highway—With Me in It

SIARE [IACKERS

@ REMOTELY RILL A
JEEP ONTHE
TGHWAY-WITI
MEINIT

oo

Hackers Rematoly Kilfadosp ontho H.. &

Cherokee started.
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https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

The Problem  Wrong Incentives

Wrong Incentives

e Support costs money, but does
not generate income!

Ji SECURITY IS SEXY

o Profit margins are small, e
market is com PEtitiVey Why Of 10 loT-connected home security systems
. 100% are full of ity FAIL
produce quallty? tested, 100% ?:iou oﬁ:ecu{ﬂn}y :
e The faster it breaks, the
higher my turnover.

e Users have no incentives to
secure systems
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https://www.computerworld.com/article/2881942/cybercrime-hacking/of-10-iot-connected-home-security-systems-tested-100-are-full-of-security-fail.html

The Problem

Market forces

e Forced use (Smart Meter)

e Hard to get TVs without hard
drive, smart, or cloud

e Vendor lock-in trumps open
standards

o No required security standards
(first steps GDPR)

e standards that exist designed
to protect business models

What if my landlord uses loT in my
apartment

J

Wrong Incentives

Landis+Gyr

Landis+Gyr: Smart meter Germany rollout ‘can begin’

-

Field test results show Landis+Gyr smart metering software is ready for use

[m] = = =

M. Kyas (RU) The (1)loT Problem 2018-10-24 15 /29


https://www.landisgyr.com/news/landisgyr-smart-meter-germany-rollout-can-begin/

The Problem

Technical concerns

| want to use it in my LAN,
not the Internet

Configuration/administration

impossible without keyboard
and screen

Everything needs to be
charged
Small, cheap, always lost

You do not realize that the
light bulb is member of a
botnet

Technical concerns

@ BUSINESS. v

How a 20-year-old Australian student
discovered U.S. military's secret sites
b D o

Twenty-year-old college student Nathan Ruser has an interest in the
Syrian conflict and an affinity for maps.
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https://money.cnn.com/2018/01/29/technology/strava-nathan-ruser/index.html

The Problem Societal concerns

Societal concerns

e Hardware is broken, software
is buggy

e There is no security,
everything has back doors

e My data is in the cloud, it may
get lost/into the wrong hands

o Get used to a world without
privacy

e Don't know what my devices
do and to what it talks to

Cannot do it, won't even try

00600

[m]
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https://www.foxnews.com/tech/my-friend-cayla-doll-banned-in-germany-not-espionage-device-company-says

The Problem

Expectations

o Budget devices create different
expectations than expensive
devices

e But they are all similar

e YouTube App stopped working
on many Smart TVs
e Sorry, app is made by
Google

Market Incentives

THEVERGE  iecv - SUENCE - COURE - CARS - REVEWS - MORE

Google is pulling YouTube off the Fire
TV and Echo Show as feud with
Amazon grows

New Nest devices have mysteriously disappeared from Amazon
By o Posoer | s

‘Three months ago, YouTube pulled its programming from Amazon's Echo Show device — the
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https://www.theverge.com/2017/12/5/16738748/google-amazon-feud-youtube-pulled-off-fire-tv-echo-show-nest-devices

The Problem Support Problem

Support

o Average life time of a freezer: 15 to 20
years

e Average, not maximum
e 20 years ago:
e Nokia 5110
e Windows 98
Yahoo! Search was most popular,
AltaVista
Google, Inc. founded
Amazon only sold books
Buffalo boots
Halldér Laxness died
Spice Girls “Spice Up Your Life”
Pall Oskar “Minn hinsti dans” (1997) By Soltys0 - Own work, CC BY-SA 2.5,

https://commons.wikimedia.org/w/index.php?

e dot-com-crash March 10, 2001 curid=i7f>3:13
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https://commons.wikimedia.org/w/index.php?curid=970343
https://commons.wikimedia.org/w/index.php?curid=970343
https://commons.wikimedia.org/w/index.php?curid=970343

The Problem Support Problem

20 Years of Support?

Windows 98 was supported
until 2006

RedHat Enterprise Linux 7
years

Mozilla web browser 1 year
Windows XP: 12 years
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The Problem Support Problem

20 Years of Support?

e Nexus 4

Introduced November 2012
Discontinued November 2013
1 Million Units sold

End of Support May 2015

e Today 2 years support from release date

By Android Open Source project, CC BY 2.5,
https://commons.wikimedia.org/w/index.php?
curid=22727855
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The Promise of loT

What are the promises of loT?

“What are the real world problems being solved by loT at
your organization or by one of your clients?”
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The Promise of loT
What are the promises of loT?

“What are the real world problems being solved by loT at
your organization or by one of your clients?”

“Automotive software - most cars today have 100 million lines of
code. We're quickly evolving from sensor-driven cars to self-driving
cars. The auto industry is not used to the lifecycle required for
updating loT devices.

Most car recalls today are software related. Ultimately software
related recalls will be handled remotely.”

The central promise of loT! |
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The Promise of loT

Scenario
e Our company sells airbags o ==
e does not function correctly, Takata, brought down by airbag crisis

puts life at risk

Industry 3.0

Recall, billions of damages, threat
of bankruptcy

) -
‘Alrbag manufacturer Takata files for bankruptey
The company at the heart of one of the worst auto safety scandals
| n d u st ry 4 . O in history has filed for bankruptcy.
Firmware update via Internet.
v
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https://money.cnn.com/2017/06/25/news/companies/takata-bankruptcy/index.html

The Promise of loT

loT: Optimizing Cost

loT is a strategy of the industry to reduce cost J

e Methods to reduce cost:

(1) Skip processes, cheaper parts (reduce quality)
(2) Drop features (loss of functionality)
(3) Leaner processes

e does not happen often, people protect their jobs
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The Promise of loT

loT: Optimizing Cost

Epiphany
e |oT is about companies, not
customers!

o Your data is our product
e Advantages to customers are
incidental at most

e “| can update the device
myself!”

e | can segment my network
to keep devices from leaking
data

o Great opportunity to
externalise liability and
consequential costs

The Telegraph WOME  NEWS  SPONT  musiNgss | act skcrons

. gy ligerce
Amazon patents new Alexa feature that
knows when you're ill and offers you
medicine

()@ W E
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https://www.telegraph.co.uk/technology/2018/10/09/amazon-patents-new-alexa-feature-knows-offers-medicine/

Trying to solve the problem

What should we do?

(DIoT problem is aggregation
of known problems

big data and no security
loss of trust

planned obsolescence
lack of liability

smart in the cloud reduces
cost of device

“Apres nous le déluge” startup
mentality
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Trying to solve the problem

Change the rules

GDPR/Lég um persénuvernd og vinnslu persénuupplysinga

e Incentives for secure design (25 gr)
e Incentives to protect data (32 gr)
o Fines (83 gr)
e Data economy: only store and process what is absolutely
necessary

o Critical infrastructure: fine for failures, full liability for
consequential damages

o Require full support for at least seven years
e Manufacturer liability, cf. cars, fridges
e Require insurance to guarantee after bankruptcy

e This is a European project
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Summary

Summary

e (DIoT is hyped, little —

measurable benefit to users The 'Internet of Things' Is a
Bad Idea

¢ (I)loT systems are too e et
complex e

e Wrong market incentives - e

e Change Rules to sustain loT

o Less bleak for lloT

e Know why you roll out
e Measure benefits
e Everything has its cost

o firewalls increase latency et
® crypto increases cost
[ )

=] (=)
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https://www.inc.com/geoffrey-james/the-internet-of-things-is-a-bad-idea.html

Summary

Bibliography

Schoenberger, CR (2002). ‘The Internet of Things'. In: Forbes Magazine.

Shilit, Bill, Norman Anders and Roy Want (1994). ‘Context-Aware
Computing Applications’. In: First Workshop on Mobile Computing
Systems and Applications (WMCSA). |IEEE Press, pp. 85-90. DO
10.1109/WMCSA.1994. 16.

Weiser, Martin (1992). ‘'The Computer for the 21st Century’. In: Scientific
American 265.9, pp. 66—75.

All screen shots of articles are hyperlinked to their source. All article last
accessed October 23, 2018.

Some material redacted for lack of redistribution rights.

M. Kyas (RU) The (1)loT Problem 2018-10-24 29 /29



	Introduction
	What is IIoT
	History and Vision

	The Problem
	Complexity
	Privacy
	Reliability
	Security
	Safety
	Wrong Incentives
	Technical concerns
	Societal concerns
	Market Incentives
	Support Problem

	The Promise of IoT
	Trying to solve the problem
	Summary

