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Microsoft fends off 7 trillion cyberthreats per day

“The only way a company can process 7 trillion events per

day is through automation and big data analytics” — Matthew
Rathbun CISO of Microsoft Azure - 2018



Hvao er vandamalio ?

81% af fyrirtaekjum sem eru hokkud i skyinu er framkvamt med stolnum

lykilordum eda med veikum augljésum lykilorbum sem eru marg notud.
"Verizon breach report 2018"

“Hackers don’t break in, they login”
- CISO, Cisco



Hvao er til rada ?

Notendanafn og lykilord eitt og sér a aldrei ad vera nég, vid viljum ad meira
burfti til svo ad notandinn fai adgang (MFA, Intune, Conditional Access)

Vidkvaem gogn ber ad adgangstyra og dulkdda (Azure Information Protection)

Beinar radleggingar um oryggisumbaetur i umhverfinu okkar. (Microsoft
Defender Advanced Thread Protection)

Aukin yfirsyn a8 gbgnum, pjonustum og 6drum skyjapjonustum (Cloud App
Security)



Azure MFA, Intune og Conditional Access.

User
Actions
Jf'-JD“-““x : Allow Access
. |
Conditions |
N | User { group !
. - | On-premises
Cloud application |
== === - -
—— T Device state | Enforce MFA per
v ' | user/per app

Location (IP range)

=

Client application

NENNAN

Signin risk

o

Block Access



..
Azure Information Protection (AlP)
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Hush - Message (HTML)
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Policy Tip: This message may contain sensitive information. Your organization won't allow this message to be sent.

The following recipients are not authorized to receive this email. sean.mcneill@live.com X sean.mcneill@catapultsystems.com )
To send this message, you must gverride your organization's policy.
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karenb@meccatapult.onmicrosoft.com
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Microsoft Defender ATP
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Windows Defender ATP

Built-in. Cloud-powered.

. Jol

ATTACK SURFACE NEXT GENERATION ENDPOINT DETECTION AUTO INVESTIGATION SECURITY ADVANCED
REDUCTION PROTECTION & RESPONSE & REMEDIATION POSTURE HUNTING
Resist attacks Protect against all types of Detect, investigate, and From alert to remediation Track and improve your Advanced

and exploitations emerging threats respond to advanced attacks in minutes at scale organization security posture threat hunting




Microsoft Defender ATP

Remediation options

Option 1 - Set the following Group Policy:

Computer Configuration\Administrative Templates\Windows Components\Remote Desktop
Services\Remote Desktop Session Host\Security\Require use of specific security layer for
remote (RDP) connections

To the following value: SSL (TLS 1.0)

Option 2 - Set the following registry value:
HKLM\SYSTEM\CurrentControlSet\Contro/\Terminal Server\WinStations\RDP-

Tcp\SecuritylLayer
To the following REG_DWORD value: 2

Exposed machines
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Cloud App Security

Safnar atvikaskraningum fra 0365, 66rum kerfum og eldvegg a utstéodvum i
gegnum Windows ATP

Synir hvada skyjalausnir er verid ad nota

Tilbunar reglur fyrir 6edlilega vidburdi eins og t.d. mikid magn af
skjolum afritad, oedlilegar innskraningar, mikid verid ad nota
skyjalausnir sem eru ekki sampykktar og margt fleira

Gefur mikinn synileika a hvad er ad gerast i tolvukerfum fyrirtaekis



Cloud App Security
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Cloud App Security — tilbunar reglur.
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Cloud App Security — tilbunar reglur.

Alerts

B Create an alert for each matching event wath the policy's severity
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Send alert as text message (1)
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Send alerts to Flow

Create a playbook in Flow
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Erum vid berskjoldud i skyinu ?

Takk fyrir.



