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RAFRZEN SKILRIKI - ADILAR ABYRGIR

©

AUDKENNI

Utgefandi
skilrikja
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PJONUSTUVEITANDI BER ABYRGD A

O Setja upp og vidhalda 6ruggri tengingu vid utgefanda skilrikja
O Fara eftir leidbeiningum um tengingu
O Fylgja ,best practice* t.d.OWASP

O Oryggisuttekt a pjoénustu, Gttekt pridja adila kostur
O Kanna hvort skilriki sé i gildi (ekki runnid ut eda afturkallad)
O Bera skilriki (kennitdlu) saman vid notanda sem 6skar eftir adgangi

O Setja upp frekari varnir fyrir misnotkun
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SKILRIKJAHAFI BER ABYRGD A AP

Upplysingar til audkenningar séu réttar vid utgafu skilrikis
Tilkynna um breytingar a upplysingum til audkenningar (t.d. breytingar a nafni)
Nota ekki skilrikin eftir lok gildistima

Vernda bunad sem geymir sKkilrikid (einkalykil)

O O O O O

Vernda PIN/PUK numer skilrikis
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UTGEFANDI SKILRIKJA BER ABYRGD A AD

O O O O

Innihald skilrikja sé i samraemi vid vottunargogn i umsokn skilrikja
Upplysingar um stodu skilrikja (OCSP/CRL) eru adgengilegar
Starfraekja pjonustu fyrir afturkollun skilrikja

LeiBbeiningar eru réttar
O fyrir pjonustuveitendur

O fyrir skilrikjahafa
Fraedsla sé i samraemi vid skyldur

Uppfylla krofur skv. Iogum um rafraena audkenningu og traustpjonustu fyrir rafraen

vidskipti
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UTGEFENDUR SKILRIKJA
NORDPURLOND OG EYSTRASALTSRIKIN

(((A'LIBKENNI

Q.

SMART-ID
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RAFR/ZEN SKILRIKI -
UMHVERFI

* Samstarf rikis, banka,
sparisjoda og Audkennis

* Tok um tvo ar ad skilgreina
krofur og umhverfi (2006-2008)

* Stadlarad islands

Inter

EU directive (r9ssnsec, 3

Laws in iceland

Act No 28/2001 on electronic signature, Administrative Procedures
Act no. 37/1993 (New section: ,,e-Procedures” 51/2003). etc.
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RAFRZEN SKILRIKI - SKIPULAG A ISLANDI

ﬂlu ISLANDSROT
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LOG UM RAFRZAENA
AUDKENNINGU OG
TRAUSTPJONUSTU FYRIR
RAFRZN VIDSKIPTI

* Toéku gildi & islandi 1.1.2020
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STADLAR - UMHVEREFI

elDAS Standards Framework:
Published Standards

Trust services for:

© Issuing certificates J’

© Time Stamping

© Signature creation services /
@ Signature validation services

© AdES creation & validation
© Part 1: procedures J
© Part 2: signature validation
report

—

CC Protection Profiles =
© QSCD - Smart Cards f
© HSM used as QSCD J
© HSM used by TSPs o
© Remote QSCD J

119 6xx
Trust service status lists

— x19 4xx x19 5xx

TSPs supporting Trust application
digital signatures service providers

x19 1xx

Signature Creation
& Validation

— 419 2xx 119 3xx
Signing Devices —‘ Cryptographic suites

119 Oxx
General Framework

i List of approved QTSPs &

services supervised by

National Bodies J

Trust services for:

© Registered e-Delivery / /
e-Mail

© Long term preservation

Formats:

© XAdES (kML)
@ CAdES (CMS)

© PAdES (PDF)

© ASIC (containers)'f'

© Signature suites J
- Hash
- Asymmetric crypto
- Key generation
- Lifetime

© Common definitions J
© Guides f

{ © Standards frameworl(/

4
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EU TRUST LISTI

n CEF Digital
Connecting Europe

Trusted List Browser

Tool to browse the national elDAS Trusted Lists and the EU List of elDAS Trusted Lists (LOTL).

European Commission > CEF Digitl > eSgnature > Trusted it Bromser

Search a trust service by

N - m i
-

Type of sen Name of trust service Signed file
foresignature) and country continedina fle
I Austria Belgium Bulgaria
—_— Issue date 2020-09-01 Issue date 2020-10-20 Issue date 2020-07-03
croal cyprus Czech Republic
Issue date 2020-08-04 Issue date 2020-07-21 Issue date 2020-10-21
Bl penmark - Estonia inland
Issue date 2020-06-17 Issue date 2020-09-28 Issue date 2020-07-29

Greece
Issue date 2020-09-15

France - Germany

Issue date 2020-10-12 Issue date 2020-09-08

Hungary Iceland reland
Issue date 2020-07-24 Issue date 2020-09-24 Issue date 2020-07-17
Liechtenstein

Issue date 2020-06-15

Latvia
Issue date 2020-07-21

taly
Issue date 2020-10-15

Luxembour;

ithuania g Malta
Issue date 2020-06-03 Issue date 2020-05-06 Issue date 2020-06-05

T HEIL

Netherlands e
Issue date 2020-09-17

Norway poland
Issue date 2020-09-14 Issue date 2020-07-30

Portugal Romania slovakia
Issue date 2020-09-22 Issue date 2020-06-09 Issue date 2020-10-22

Sweden
Issue date 2020-10-05

slovenia e
Issue date 2020-10-13

spain
Issue date 2020-10-23

United Kingdom
Issue date 2020-08-27
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EU TRUST LISTI

CEF Digital
Connecting Europe

Trusted List Browser

Tool to browse the national elDAS Trusted Lists and the EU List of elDAS Trusted Lists (LOTL).

European Commission > CEF Digital > eSignature > Trusted List Browser > Iceland

| .
e Trusted List Iceland
Trust service providers

Currently active trust service providers

Audkenni ehf. |qcert foresig

Detailed information
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MORG LOG VARNA

* Ahaettumat
* Vidbragdsaaetiun
* Freedsla

* Teeknilegar varnir

* Rafreen skilriki ein af
radstofunum fyrir druggari

samsKipti vid vidskiptavini
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DAMI UM UTFZARSLU
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AUDKENNI:
SAMANBURDARKODI
O bjonustuadili birtir ord a

innskraningarsidu.

O SOmu ord send a
farsima i tengslum vid
stadfestingu a

audkenningu

O Notandinn ber saman

ord

(©@AaveKENNI

Skilriki a sima Skilriki & korti

Simanuimer

Heér fyrir nedan eru tvo ord. SOmu tvo
ord eiga ad birtast i innskraningarglugga
simans.

minni punktur

®

INNSKRA

vIT

Innskraning a skilrikjavef Audkennis

minni punktur

Cancel




ISLAND.IS: SAMANBURDAR KOBI

O Sama og adur nema tolur i stad orda

eee o

;2 island.is

VIT

Oryggistala:[9265 [Innskréning island.is: Minar
sidur

Rafraen skilriki

Cancel 0K

Skilriki i sima:

[I—

M
ne

Oryggistala: (petta er ekki pin-numerid). Stadfestu
adeins innskraningu ef sama &ryggistala birtist i simanum
pinum.




ISLAND.IS: SAMANBURDAR KODI
INNSLATTUR (DAMI-EKKI NOTAD)

O Notandi setur inn Oryggistolu a pjonustusidu

i island.is

Oryggistala:[9265 [Innskréning island.is: Minar

sidur

Rafreen skilriki

ancel 0K

Skilriki i sima:

Vinsamlegast settu inn dryggistdlu _9265




LANDSBANKINN

O Ahasttumatskerfi

O Audkenning i samhengi
,contextual® audkenning

O Audkenning a bunadi o.fl.

L Netbanki einstaklinga  Netbanki fyritzekja  Farsimabanki  Landsbankinn.is English | Polski

Innskraning med notandanafni Innskréning med rafreenum skilrikjum

Komdu i vidskipti

Rafraen skilriki i sima

Audkenna mig

BU getur komid i vidskipti hja Landsbankanum &
6rfaum mindtum i Landsbankaappinu eda hér 4

vefnum. Skraning { viaskipti

udkenning

Oryggiskerfi Landsbankans metur pessa adgerd
bvenjulega. Af peim sokum bigjum vid pig um
ad audkenna pig sérstaklega.

Augkennisnimer sent mes SMS

Vinsamlegast veldu pad simanamer sem pu vilt nota tl
auBkenningar. pu faera pa sent audkennisnumer med
SMS skilabodum sem pu slaerd inn | reit sem birtist hér

a8 nedan

Haetta vig

SAMSU

0 Landsbankinn

Audkennisnumer: 42 ..,

Audkenning

iggiskerfi Landsbankans metur pessa adgerd
6venjulega. Af peim sokum bidjum vid pig um
ad audkenna pig sérstaklega.

Audkennisnimer hefur verid sent {
simantmerid

Audkennisnimer

42|

Audkenna

Heetta vid




SKILRIKJAHAFI BER ABYRGD A AP

O

O

O

O

Setja inn rétt notendanafn vid audkenningu

Eingongu sampykkja beidni vegna eigin notkunar
O Deemi: ekki sampykkja beidni sem kemur a simann sem er ekki vegna eigin notkunar

O Heetta vid og gera aftur ef dvissa

Bera saman stadfestingarkéda

Ekki gefa upp PIN numer og ekki samnyta PIN numer
O T.d. ekki nota sama numer og fyrir skjavorn

Bunadi sem er nyttur til ad saekja pjonustu

O Nota virusvorn, eigin bunad, o.s.frv.
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A DOFINNI

O

Mogulegar breytingar a notendanafni
O Heimila notanda ad breyta notendanafni

O Deemi: Baeta premur stéfum fyrir aftan notendanafn (simanumer)
Innskraningargluggi Audkennis

Audkenning i samhengi (Contextual)

O BuUnadur, IP tala, o.fl.

Ahaettumatskerfi

Audkennisapp med rafreenum skilrikjum
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AUBKENNI

FULLGILD SKILRIKI

AUDKENNISAPP MED RAFRANUM SKILRIKJUM

O Virkar a Android og iOS

O Notendanafn er kennitala i stad simanumers
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AUDKENNING MED AUDKENNISAPPI

1 =0

P
SN
AUBKENNI

1338

Innskrédning

—  S|46u inn kennitdlu eda simandmer

7

Audkennisapp \

Skilriki | sima )

Smellty hér fyrir skilriki & korti

Q@AUBKENNI

AUBDBKENNI

Haraldur Agnar Bjarnasen

Veldu réttan kéda
Til @8 halda &fram med
lotuna, veldu réttan kdda fra
pjonustuveitanda

Man ekki PIN namer

2519

6862

1338

Haetta vid

AUDKENNI

1338

betta er pi

Heetta vid

rufa

Sldid inn PINT
000000
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