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Cyber security

Means different things to different people in different situations

* Individuals, Small business owners, Firms conducting online business, Shared service
providers, Government, Researchers, Academia

Important because it prevents hackers from breaking into systems and stealing
data and money

Plays a vital role in keeping the modern home, business, or even world running

What cybersecurity means from a human perspective

* Privacy, Financial, Professional, Business and Personal risks
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The goal of cybersecurity: The ClA triad

e Confidentiality: ensure that
information isn’t disclosed or made
available to unauthorized entities

e Integrity: ensure that data is both
accurate and complete

e Availability: ensure that information,
the systems used to store and process
It, the communication mechanisms
used to access and relay it, and all
associated security controls function
correctly

o

CONFIDENTIALITY

INTEGRITY AVAILABILITY
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Soclal engineering attacks

Based on basic concepts that people seeking to influence others often leverage
* Social proof

* Reciprocity

* Authority

* Likeability

* Consistency and commitment

* Scarcity

Important to train end users to recognize social engineering attacks
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Phishing
Spear phishing
CEO fraud
Smishing
Vishing
Whaling
Tempering
Baiting

Quid pro quo

Social media impersonation

2

Dear user, congratulations!

We want to thank you for being a loyal Google India user! Your IP addres-as been randomly
selected to receive a FREE Apple iPhone X.

From time to time we select a handful of Google users to give them the opportunity to receive valuable gifts from
our partners and sponsors. This is our way of thanking you for choosing Google as your preferred search engine.

Today is your lucky day! You are one of the 10 randomly selected users who will receive this gift.

To recetve your gift, you simply have to complete our short and anonymous survey. But hurry! There are only a
few gifts available today!

How satisfied are you with Google?

Very Satishied Satistied Unsatislied
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From: Logreglan a héfudborgasvaedinu <logreglan@logregian.is>
Sent: sunnudagur, 7. oktober 2018 10:25

Subject: Skyrslutaka

Goédan daginn
Pér hefur borist pessi télvupostur fra Rannsoknaldgreglunni 4 Hofudborgasvadinu vegna bods 1 skyrslutéku pann 30. Oktober klukkan 17:00, ]

Pér ber skylda ad mata og vi1d krefjumst pess ad bad sé maett timanlega og ef ekki er matt ma buast v1d handtSkuskipun ef pess parf, pad fer h:
b att rétt a verjanda og hafa hann a medan skyrslutdku stendur, ef pess ber ad nyta ma huga ad pvi timanlega.

Hagt er ad fara a vefslod okkar og nalgast gogn um utgefna kaeru og bods 1 skvrslutéku med pvi ad skra inn kenmtélu og audkennisnimer sem

Vefslod : https://rannsoknar logreglan is/rannsoknir/skyrslutokur/malsgogn/

Audkennisnumer - 10e20{d3

( ATH. Afrita skal audkennislykil og lima a hlekk pegar spurt er um audkenni ).

Vegna nyjungs 1 kerfi LRH eru bodanir og karur gefnar ni at 4 rafraenu formi og sendar 0t 1 télvupostfang landsmanna.

Rannsdknaldgreglan a Hofudborgasvadinu
-Hverfisgata 113, 105 Reykjavik
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To: Smith, Christophot (CFOgexample.com)
From: Johnson, Thomas (ceodexample.com)
Date; April 29, 2015, 11:36 a.m.

Subject: Time-sonsitive transfeor of funds

Chris, 'm in Ching but need your guici action on thes, We're buiiding our industry
relationships heto and Gongjlang Company requasting a transfer of funds on a
tUme-sonsitive acquisition. The lawyers will be In touch, Get this done today. Tom
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a1l Vodafone IS = )| ul Vodafone IS &

Important ISpost

Text Message Text Message

Tue, 30 Nov, 20:37 Sat, 26 Feb, 17:55

Pakkinn pinn biour eftir Pakkinn thinn hefur veridh
afhendingu, staofestu sendur i utibuidh thitt vegna

greiosluna (1,79EUR) meo greidhslugjalds sem er i bidh:
eftirfarandi: hitps://bit.ly, fyrir frekari upplysingar hitps://
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Common cyber scams targeting online shoppers #

* “There are problems with your order”
* Contain a link to a bogus website that collects login information

* “There are

+ Collects Do NOT click links in the edentials
@CILeE. message or open assoclated
© Deliver attachment!!!

*  Bogus deal " SenenseeR

* Collect payments and never ship the goods
* Fake invoice emails:

*  Capture information, install malware -> attachments contain malware
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Cyber-protect yourself and your family on the interne#

Protect your devices

* Run security software on every device you use to access sensitive information

* Configure your devices to auto-lock, and to require a strong password to unlock
* Don’t leave your devices in insecure locations

* Install software only from reputable sources

Protect data

*  Encrypt all sensitive data and back up often
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Cyber-protect yourself and your family on the interne#

Use safe connections

* Never access sensitive information over free public Wi-Fi

* The connection provided by your cellular service is likely far more secure

Use proper authentication and passwords

* Every person accessing an important system should have own login credentials

* Do not share passwords for online banking, email, social media, and so on with
your children or significant other -> Get everyone their own login

*  Make sure you use strong, unique passwords for your most sensitive systems
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Cyber-protect yourself and your family on the interne#

Share wisely
Do not overshare information on social media or using any other platforms
Oversharing exposes yourself and your loved ones to increased risks of being targeted
General privacy
Change social media privacy settings, do not rely on them
Keep unencrypted private data out of the cloud - Store highly sensitive material offline

Use end-to-end encryption for online chat
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Cyber-protect yourself and your family on the interne#

Do all members of you family know what their responsibilities are regarding
cybersecurity?

Are all family members aware of risks (e.g. phishing emails)?
Are family members using secure passwords?

Does everyone in the family know what should not be shared online (e.g. social media,
emaill attachments)?
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Avold common cybersecurity mistakes

Thinking it cannot happen to you

Using weak passwords

Not using multifactor authentication when it is available
Not running proper security software

Not keeping software up to date

Failing to exercise good judgment

Not learning the basics
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Cybersecurity

dummies

Do not rely solely on digital security!
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