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Sleep Revolution

To transform the current 
diagnostic methods for 
sleep disordered 
breathing
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Cyber security

Means different things to different people in different situations

• Individuals, Small business owners, Firms conducting online business, Shared service 

providers, Government, Researchers, Academia

Important because it prevents hackers from breaking into systems and stealing 

data and money

Plays a vital role in keeping the modern home, business, or even world running

What cybersecurity means from a human perspective

• Privacy, Financial, Professional, Business and Personal risks
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The goal of cybersecurity: The CIA triad

● Confidentiality: ensure that 

information isn’t disclosed or made 

available to unauthorized entities 

● Integrity: ensure that data is both 

accurate and complete

● Availability: ensure that information, 

the systems used to store and process 

it, the communication mechanisms 

used to access and relay it, and all 

associated security controls function 

correctly
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Cyber attacks
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Social engineering attacks

Based on basic concepts that people seeking to influence others often leverage

• Social proof

• Reciprocity

• Authority

• Likeability

• Consistency and commitment

• Scarcity

Important to train end users to recognize social engineering attacks
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Phishing

Spear phishing

CEO fraud

Smishing

Vishing

Whaling

Tempering

Baiting

Quid pro quo

Social media impersonation
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Common cyber scams targeting online shoppers

• “There are problems with your order”

• Contain a link to a bogus website that collects login information

• “There are problems with your payment method” 

• Collects that new payment information — sometimes also login credentials

• Delivery-service problem emails

• Deliver malware via attachments 

• Bogus deal emails, social media posts, or web links

• Collect payments and never ship the goods

• Fake invoice emails:

• Capture information, install malware -> attachments contain malware

Do NOT click links in the 

message or open associated 

attachment!!!
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Improving your personal security
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Cyber-protect yourself and your family on the internet

Protect your devices

• Run security software on every device you use to access sensitive information

• Configure your devices to auto-lock, and to require a strong password to unlock

• Don’t leave your devices in insecure locations

• Install software only from reputable sources

Protect data

• Encrypt all sensitive data and back up often
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Cyber-protect yourself and your family on the internet

Use safe connections

• Never access sensitive information over free public Wi-Fi

• The connection provided by your cellular service is likely far more secure

Use proper authentication and passwords

• Every person accessing an important system should have own login credentials

• Do not share passwords for online banking, email, social media, and so on with 

your children or significant other -> Get everyone their own login

• Make sure you use strong, unique passwords for your most sensitive systems
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Cyber-protect yourself and your family on the internet

Share wisely

• Do not overshare information on social media or using any other platforms

• Oversharing exposes yourself and your loved ones to increased risks of being targeted

General privacy

• Change social media privacy settings, do not rely on them

• Keep unencrypted private data out of the cloud - Store highly sensitive material offline 

• Use end-to-end encryption for online chat
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Cyber-protect yourself and your family on the internet

• Do all members of you family know what their responsibilities are regarding 

cybersecurity?

• Are all family members aware of risks (e.g. phishing emails)?

• Are family members using secure passwords?

• Does everyone in the family know what should not be shared online (e.g. social media, 

email attachments)?
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Avoid common cybersecurity mistakes

• Thinking it cannot happen to you

• Using weak passwords

• Not using multifactor authentication when it is available

• Not running proper security software

• Not keeping software up to date

• Failing to exercise good judgment

• Not learning the basics
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Do not rely solely on digital security!


