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DevOps = Velocity + Security



DevOps er samansafn af menningu,
ferlum, og télum,

med markmidid ad koma ut
breytingum hratt, en a 6ruggan mata



Menning

DEVOPS

. . . . . CULTURE

Menning er einn mikilvaegasti hluti DevOps ey teay
|

Abyrgd dreifist 4 fleiri

Allir sem eru ad vinna med kerfid bera abyrgd a
arangri pess

Breytt samskipti

Opnari samtél og meiri samvinna milli teyma

Pegar allir eru abyrgir fyrir sama markmidi, pa er
meira traust
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Ferlar

Kadi skilar sér hratt i production umhverfi

Helst samdaegurs i G
Math.random() < conf.useNewStuffFrac

Audvelt og fljétlegt ad bakka med koda, pegar pess Jo
parf

} else {
}

Stillingar eru notadar til ad rdlla hlutum Gt og til baka

“ClickOps” lagmarkad, allt skilgreint i k6da

Alls ekki teemandi listi!
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Hvernig get ég hjalpad til vid ad koma
hlutum at hradar

GGGGG



bPegar hlutir fara drskeidis

Menning kemur skyrast fram undir prystingi

Mikilveegt ad halda ameelislausar samraedur um af
hverju hlutir féru drskeidis

Oftast for fleiri en eitt atridi drskeidis

Action Items mikilveeg

Five Whys

asana

Why did it take so long to fix?
- It tookalong time to find the root
cause of the problem
- Why?
- People were unfamiliar with the
system
-  AIL: Improve documentation
around the system
Why didn't it alert sooner?
- The error rate was under the monitor
thresholds for very long

- Why?

- It paged regularly in the past
where it was just noise

- AIL: Make the monitor
composite and tune
thresholds

- Why did we change the
monitor instead of fixing the
problem?


https://en.wikipedia.org/wiki/Five_whys
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OUR SILO MENTALITY MAY
BE GETTING OUT OF HAND.

\,,

=

® marketoonist.com




DevOps “Tool Sprawl”
Mikilveegt ad halda hlutum nokkurn veginn eins
Skilgreina g6d mynstur, og fara eftir peim

Hafa einhverja skilgreiningu &

“svona litur kerfi at hja okkur”
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https://github.com/hashicorp/terraform

Velocity = Security
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Velocity = Security
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DevOps = Security
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Oryggi, Stodugleiki, Hradi,
bPréun, <allt annad>
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Menningarlegt 6ryggi

Oryggi kerfisins & dbyrgd allra
Hluti af préunarferlinu fra upphafi

Fordast dsakanir - engum ad kenna

Opnar a betri samskipti um 6ryggi

Oryggisteymi settu ad vinna i ad gera éryggisteymi
Oparft

Efla spennu fyrir 6ryggi
Dreifa pekkingu

ss@sana

Forthe secwity\ 28R
| we said we'd hire
\_someone to...

Hold on, that's not the priority,
. Let's get the project started first,

we'll see about that later...

¢ site’s been online for 10 days,
and we haven't done any security
testing, I'm nervous... A

Don't worry, we'll

nearly done, we should do
N0 security audit to...

N take care of it later...
B\ ——r

S
-

Hey the project is

.

Too late man, we don't have Y&
udget for that

DOWN!
WE'VE BEEN HACKED!

A

“How could Yyou
"\ let this happen!?

CommitStrip.com



Oryggi sem hluti af Cl

Eitthvad af hlutum 6ryggis ma sjalfvirkniveeda
Heegt ad nota tdl til ad benda @ mdgulega 6ryggisgalla

Télin benda a stadi par sem code reviewer parf ad
fara vel yfir!

Linting, Static Code Analysis, Dependency analysis

ss@sana

Semgrep

@) csiin

Dependabot



https://github.com/returntocorp/semgrep
https://github.com/trufflesecurity/trufflehog
https://docs.github.com/en/code-security/dependabot/dependabot-security-updates/configuring-dependabot-security-updates
https://eslint.org/

Oryggi sem hluti af mynstrum

Skyrt hvernig er best ad gera hluti 8 éruggan hatt,
“secure by default”

Audveldasta leidin eetti alltaf ad vera 6rugg

A ad vera augljést pegar hlutir geetu verid 66ruggir

const data = "blabla"

UNSAFE_directlyQueryDatabase(

*SELECT * FROM data WHERE name LIKE "${data}%""
)

Mynstur eru “secure by default”

Enginn “default” adgangur, kerfi verda ad skilgreina
pann adgang sem pau purfa

Netdryggi byggt inn

... OSO nO 19



laC = Oryggi
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Audvelt ad endurskoda kerfi sem eru skilgreind i kdda

Manneskjur purfa takmarkadan/engan adgang til ad
geta breytt kerfum, breytingar gerast sjalfkrafa
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Kubernetes 6ryggi

Taka allt sem er 6parft ar image-inu
distroless

/AN
1
@kubearmor

o
®
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cilium Clalr

NSA/CISA Kubernetes Hardening Guide
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https://kubearmor.io/
https://media.defense.gov/2022/Aug/29/2003066362/-1/-1/0/CTR_KUBERNETES_HARDENING_GUIDANCE_1.2_20220829.PDF
https://github.com/bottlerocket-os/bottlerocket
https://github.com/quay/clair
https://github.com/GoogleContainerTools/distroless
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EVOLUTION of OPERATIONS

« PRIMORD (AL | PROTO20IC
« BORN IN THE SwAMPS oF PERL
« OPERATES IN A SINGLE-CELL SILO
o SURPRISINGLY RESILIENT

o A CROSS-FUNCTIONAL MARVEL

e VASTLY INCREASED AGILITY

e SECRETLY JUST A BUNCH OF
SINGLE CEWS THAT HAVE

LEARNED NOT To KILL EACH
OTHER

o MORE ADVANCED, MORE. PARANOID

® SECURITY IS AUTOMATED
RIGHT (NTO (TS DNA

o KNOWS THAT SHARED

RESPONSIBIL|TY IS THE ONLY
ESCAPE FROM FOSSILIZATION

« WHAT EVEN IS THIS?

e IS [T A FISH wiTH FEET?
« WE SHOULD PROBABLY
LEAVE IT ALONE FOR
A FEW MILLION YEARS
AND SEE WHAT HAPPENS

@aclovdguru

e DOES NOT CARE
ABOUT YOUR ORG
STRUCTURE

o VULNERABLE OMLY TO
DIRECT METEOR STRIKES

o WHAT WERE WE TALK-
ING ABOUT, AGAIN?
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