A0D vidhalda o6flugu oryggi i skyjaumhverfinu

Notkun Defender for Cloud og Microsoft Sentinel til ad styrkja
Oryggisstodu pina og verjast 6gnum

- Ragnar Sigurdsson, radgjafi hja Advania
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Oryggislausnir i Azure

Alhlida skyjadryggislausnir

Greina og styrkja heildar 6ryggisstodu

Vernda gegn nutima égnum

Draga ur ahaettu um allt skyid

Stydja fjolda skyja umhverfi (Azure, AWS, Google)
og hybrid umhverfi



Microsoft Defender for Cloud

DevSecOps CSPM CWP

DevOps Security Cloud Security Posture Cloud Workload
Management Protection

Microsoft Defender for Cloud

Unify your DevOps Strengthen and manage your Protect your cloud
Security Management cloud security posture workloads

e0e
000




Lykil eiginleikar Defender for Cloud

e Stjornun oOryggisstodu
* Meta og sja fyrir sér heildaroryggisstodu

* Secure Score
* Meela og baeta arangur i 6ryggismalum

* Fylgni a regluverki
* Fylgjast med fylgni sérstakra krafa a regluverki

* VOrn gegn 6gnum
* Uppgotva og bregdast vid 6gnum i rauntima



Cloud Security Posture Management

(CSPM)

Unify your DevOps Strengthen and manage Protect your cloud
Security Management your cloud security posture workloads

000
QDO

Visibility

Overview to help you understand your current security situation

Secure Score

Assess resources, subscriptions, and organization for security issues

O Hardening guidance

Guidance to help you efficiently and effectively improve your security




© Microsoft Defender for Cloud | Overview
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Microsoft Defender Vulnerability Management

Dragdu ur dhaettu med stodugri greiningu a veikleikum, ahaettumidadri forgangsrédun og drbétum.
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St6dug greining og voktun Ahzettumidud greind Urbaetur og maelingar
forgangsré6dun
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Cloud workload protection (CWP)

your DevOps
Security
Management

Microsoft Defender for Cloud

trengthen and manage Protect your
your cloud security cloud
posture workloads

000

Compute:

e T = " Y

Any server Azure VMSS Azure K8s  App Services  Unmanaged K8s
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Blob storage  File storage Maria DB Cosmos DB ~ Azure SQL  MySQL  Postgres SQL Unmanaged SQL

AWS
workloads:
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Amazon EKS Amazon EC2 Unmanaged SQL  Unmanaged Kubernetes

GCP
workloads:
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GKE clusters Google Compute Unmanaged SQL  Unmanaged Kubernetes

On-premises
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Cloud workload protection (CWP)

* Verndadu netpjona, geymsluaudlindir, gagnagrunna og
containera

* Innsyn i innvidapjonustur, oryggis tilkynningar, and
oryggisatvik atvik

* Yfirlit yfir Defender svituna

. e Defender for Servers e Defender for Key Vault
* Defender for App Service * Defender for Resource Manager
* Defender for Storage e Defender for DNS
* Defender for Databases e Defender for API

 Defender for Containers
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‘ Microsoft Sentinel Collect

Security data across
your enterprise

* SIEM og SOAR skyjalausn 0 i
o) , -
» Safna, greina, rannsaka og bregdast vid Respond Detect
. . . . s Rapidly and automate : < Threats with vast threat
oryggisgdégnum fl j ott pyrotectuon cmgisfsiﬁﬁn intelligence
* Sampaetting vid Defender for Cloud og
Microsoft 365 Defender og margar adrar m
lausnir Investigate
Critical incidents
guided by Al

SIEM —Security Information and Event Management
SOAR — Security Orchestration, Automation, and Response




, Microsoft Sentinel
Vertu a undan Synileiki yfir allt fyrirtaekid pitt

arasaradilunum

Microsoft 365 Defender Microsoft Defender for
Tryggdu 6ryggi notenda pinna Tryggdu innvidi pina




Virdi Defender for Cloud og Microsoft Sentinel

Samfellt mat Samtengingar

Aukinn synileiki Forgangsrada Sjalfvirkni
viovorunum




Nidurstada og tillogur

* Defender for Cloud: Sameinad 6ryggi i rauntima fyrir innvidi pin
* Microsoft Sentinel: Oflug SIEM / SOAR sampaetting til ad vakta oryggi

* Tillogur
* ARC virkja on-prem netpjéna pina
* Nota Defender svituna a@ 6llum innvidum pinum
* Fara yfir Secure Score og medfylgjandi tillogur
* Nota Azure Sentinel til ad bera kennsl a og bregdast vid 6ryggisatvikum
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