Detection and Response, hverjum er ekki drull!

” Security 1s a Journey,
'A\ not a Destination
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Voktun og Vidbrogd (Detection

Hvada vandamal erum vid ad reyna leysa?
Nokkrir burdarveggir
Soéfnun (Logging)
o  Erfitt ad tryggja yfirsyn
o  Gagnafleekja, hreidrun
o Hverju eigum vid ad safna og hvar?
Voktun (Detection)
o  Lima og binda snaeri saman ur dllum attum
o  Adlaga ad mismunandi Utgafum af sdmu upplysingum
o  Sér fyrirspurnarmal (QL) fyrir hvert Gagnaséfnunartdl(SIEM)
Vidvaranir og Bradaflokkun (Alerting and Triaging)
©  Hvar? sms, email, Slack/Teams/MSN
o Vidvorunar Streita/Oreedni (Alert Fatigue/Ambiguity)
o A ég ad flokka petta sem atvik?
Vidbragd (Response)
o  Hvernig & ég ad bregdast vid og hvar er pad skjalad?
o Hver & ad gera hvad og hvernig...

NU er komid upp atvik, hvernig leysum vid pad

and Response)




Trektin (Funnel of Fidelity)

e SpectreOps
o BloodHound

e Hugmyndafreedii D&R

e Ekki stifla trektina

e Omennskt ad bregdast vid dllum
pessum upplysingum handvirkt

e Gaedil hverju prepi

e Kaeruleysi i einhverju prepi stiflar

e Markviss nalgun
o Hjalpar vid ad greina floskuhalsa

https://posts.specterops.io/introducing-the-funnel-of-fidelity-b1bb59b04036

Funnel of Fidelity

Detection (1000000s of EVENTS)

Investigation (10s of LEADS)
Collection @ ﬁ Don’t clog the funnel!
Remediation (1s of INCIDENTS)

I— Triage (100s of ALERTS)

@ ambaga


https://posts.specterops.io/introducing-the-funnel-of-fidelity-b1bb59b04036

Sofnunararatta (Log Management)

Grunnstod
Midlaeg s6fnun 6hdad uppruna gagna
Akvarda naudsynleg gogn
o tryggir naudsynlegt samhengi
Blindir blettir
o fjarmalasvid
Vardveisla (Retention)
Hjartslattur (Heartbeat) reglulega
Venjulegun (Normalization) & algengum gildum
o datetime -1SO 8601- UTC
o |IP, src_ip, dst_ip, port

o) hostname
O Email

pPetta er komid!

@ ambaga



Voktun (Detection)

Tryggja ad petta keyri - Hjartslattur
Hardgerdar - Skerda adlogunarhaefni
Stodugt ad vera vakandi fyrir nyjum arasum

Locard's exchange principle
o  “Every contact leaves a trace”

Pyramidi sarsaukans, David Bianco
o  “Pyramigreni” Hjaltiminn
o  Vidvaranir sem valda sarsauka

Va.. Trekt og Pyramidi... My brain hurts
Fatatiska ulfsins: Finnbogi

GitHub - SigmaHQ/sigma: Main Sigma Rule Repository

h

tps://posts.specterops.io/detection-spectrum-198a0bfb9302

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

A *Tough!

Tools eChallenging

Network/ S
Host Artifacts *An noying
Domain Names eSimple

@ ambaga


https://github.com/SigmaHQ/sigma
https://posts.specterops.io/detection-spectrum-198a0bfb9302
https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Vidvorun og Bradaflokkun (Alerting and Triaging)

e Sjonaukinn (Single pane of glass)
e Samhengi til ad bregdast vid

[RESOLVED] Monitoring Event Notification
Alert: Stack Health State Alarm (Rancher) - war
Description: The health_state of the stack mor

g . Graph: &/ Runbook: ]
o  Adgerdarheeft (Actionable), ndkveemar, hjalplegar Details:
m Hver e alertname: RancherStackHealthState
o health_state: healthy
u Hvad o instance: 10.42.224.230:9173
n Hven&r ® job: RancherAPIMetrics
e monitor: exporter-metrics
n Hvar ® name: monitoring
m Hversvegna

o Faekka smellum

e Sudhlutfall (Signal to noise ratio)

e Vel skjalad Detection
e Endurgjof og umbaetur

https://harthoover.com/pretty-alertmanager-alerts-in-slack/

https://gexperts.com/wp/sending-alerts-to-slack-in-openshift/

[ ]

® severity: warning
openshift-alerts Ap¢? 2:00 PM
[FIRING:1] openshift-cluster-version (UpdateAvailable candidate-4.6 metrics
192.168.126.12:9099 cluster-version-operator cluster-version-operator-595588f97c-
sp6kl openshift-monitoring/k8s cluster-version-operator info
https:/api.openshift.com/api/upgrades_info/v1/graph)
Alert: UpdateAvailable - info
Description: Your upstream update recommendation service recommends you update
your cluster. For more information refer to ‘oc adm upgrade' or https://console-

openshift-console.apps.home.ocplab.com/settings/cluster/.
Details:

e alertname: UpdateAvailable

e channel: candidate-4.6

« endpoint: metrics

e instance: 192.168.126.12:9099

e job: cluster-version-operator

® namespace: openshift-cluster-version

e pod: |cluster-version-operator-595588f97c-sp6kl
o prometheus: openshift-monitoring/k8s

e service: cluster-version-operator

® severity: info

B
e upstream: https://api.openshift.com/api/upgrades_info/vi/graph ,‘ ql I lbq q
Show less


https://harthoover.com/pretty-alertmanager-alerts-in-slack/
https://gexperts.com/wp/sending-alerts-to-slack-in-openshift/

Vidbragd (Response)

e \Verkferlar og skjolun

o  Hlutverk
o SANS 6 steps

Notnabaskur (Notebooks)
Ognarveidi (Threat Hunting)

o Yfirheyra vélar (Live response)
o EDR, Velociraptor

e Timalina
o  Linuvordur!

e Sjalfvirkniveeda!

https://qithub.com/0x4D31/awesome-threat-detection
https://github.com/google/timesketch



https://github.com/0x4D31/awesome-threat-detection
https://github.com/google/timesketch

Notebook

@ ambaga



¥ threat-hunting-notebookipynb @

MMy Title > MeM

+ Code -+ Markdown [> Run All =5 Clear All Outputs 'O Restart | [&] Variables = Outline

My Title
This Notebook will contain my Python threat hunting tools.

Malicious IP Address Checker

This tool checks if an IP address it malicious. To add an IP address to check, change the IP variable and run the cell.

Open Sou
Vefvidmot

api = Malt QO

result = api.ip get(IP)
print(f“\n result f » rse\n”)
print(f"\r 1 } 1 C t f \n")
065 Python
«> The IP address 171.61.223.122 has been identified as malicious by Malitverse
Malicious IP Address Checker 2
This tool checks if an IP address it malicious. To add an IP address to check, change the IP variable and run the cell.
=Dy Dy B
> K
r.run(IP)
0 Python

ELK_Threat Hunting.ipynb

The IP address 171.61.223.122 has been identified as malicious by Malitverse

v



https://colab.research.google.com/drive/1XmOrQhCuMJC8IbQzVaeS3pdA14bG5sAM?usp=sharing

Notebooks

\ Azure-Sentinel-Notebooks
w_df = gry_prov.Network.1li,
meline value.

Rauntima vinnsla - parf raunstodu

Sj é Ifs kj a I a n d i e)(;uted in 2.12s, finished 14:17:49 2019-11-02
Endurkeyrt og endurnotad et o by Loyr Pt - ®

Sjonraen birting - grof og tolfraedi
Risastort samfélag og tengimdguleikar
Einfalt ad stadfesta nidurstodur

owedFlows
8

TotalAll

st_azure network_flows_by host(search_g_times, host_name="MSTICAlertsWinl"

EEEEN

Adgengileg snidmat

o Azure-Sentinel-Notebooks

e Frumgerdarskrimsli!
o  Afurdin oft nothaef detection

e Fjolbreyttur studningur

o  Local, cloud, managed (Sagemaker, Colab)

B
https://github.com/Azure/Azure-Sentinel-Notebooks (’g\) a m b a g a


https://github.com/Azure/Azure-Sentinel-Notebooks

AD lokum

Ekki stifla trektina!

Funnel of Fidelity

Detection (1000000s of EVENTS)

Investigation (10s of LEADS)
Collection @ ﬁ Don’t clog the funnel!

Remediation (1s of INCIDENTS)

L Triage (100s of ALERTS)

No Pain No Gain!

A eTough!

Tools . eChallenging

Network/ .
Host Artifacts ~ *Annoying

Domain Names eSimple

@ ambaga



Detection Notebooks

. A framework for developing alerting and detection strateqgies for incident ° AWS
response. o How to improve your security incident response processes

. Enterprise Detection & Response: The Pyramid of Pain
. https://github.com/nianticlabs/venator

with Jupyter notebooks

° Introducing the Funnel of Fidelity | by Jared Atkinson | Posts By SpecterOps ° MSFT
Team Members o Interactive Azure Sentinel Notebooks provides security
] Detection Spectrum. Have you ever heard someone call... | by Jared insights and actions to investigate anomalies and hunt for
Atkinson | Posts By SpecterOps Team Members malicious behaviors.
. Acurat.ed list of awesome threat detection and hunting resources fag o MSTICP
. Detection.FYI
. GCP
DEIR o Introduction to Colab Enterprise | Google Cloud

. GitHub - google/osdfir-infrastructure: Helm charts for running open source
digital forensic tools in Kubernetes

° OpenRelik

. Johann Berggren kynnir OpenRelik



https://github.com/palantir/alerting-detection-strategy-framework
https://github.com/palantir/alerting-detection-strategy-framework
https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
https://github.com/nianticlabs/venator
https://posts.specterops.io/introducing-the-funnel-of-fidelity-b1bb59b04036
https://posts.specterops.io/introducing-the-funnel-of-fidelity-b1bb59b04036
https://posts.specterops.io/detection-spectrum-198a0bfb9302
https://posts.specterops.io/detection-spectrum-198a0bfb9302
https://github.com/0x4D31/awesome-threat-detection
https://detection.fyi/
https://github.com/google/osdfir-infrastructure
https://github.com/google/osdfir-infrastructure
https://openrelik.org/
https://youtu.be/HxsAhxWlMfE?si=iDvWw9R3uSYU6YsR
https://aws.amazon.com/blogs/security/how-to-improve-your-security-incident-response-processes-with-jupyter-notebooks/
https://aws.amazon.com/blogs/security/how-to-improve-your-security-incident-response-processes-with-jupyter-notebooks/
https://github.com/Azure/Azure-Sentinel-Notebooks
https://github.com/Azure/Azure-Sentinel-Notebooks
https://github.com/Azure/Azure-Sentinel-Notebooks
https://msticpy.readthedocs.io/en/latest/
https://cloud.google.com/colab/docs/introduction

Takk fyrir ykkur, pio eruo noég!

” Security 1s a Journey,
'A\ not a Destination



Sigma daemi - Brothaett

title: Detection of Specific Malicious File by Hash detection:

8c7albobe-3 de2b-9ac ] 3 ddeb5foa

known malicious file based ontains :

- 5a89%aac6c8259%abbbaZ2fa?2ad3fcefcoe
lame
# Example MD5 hash
author: Beggi

~ondition: selection
2024-11-11

referenc

g:> Detection ﬁ

windows Logging Alerting and

Triaging
@ Response




Sigma deemi - EKki eins brothaett

title: Suspicious Command Shell Spawned by Office Application
id: alb2c3d4-5e6£-7081-1337-b4c5d6e7£8g9
Detects when

scription: Office applications spawn a command

shell, which may indicate macro malware execution.

status: stable
author: Beggi
date: 2024-11-12
references:
- https://attack.mitre.org/techniques/T1059/
- https://attack.mitre.org/techniques/T1566/001/
logsource:
category: process creation
product: windows
detection:
selection:
ParentImage|endswith:
- '"\WINWORD.EXE'
- '"\EXCEL.EXE'

- '\POWERPNT.EXE'

"\OUTLOOK.EXE'
> |endswith:
"\cmd.exe'
'"\powershell.exe'
"\wscript.exe'
"\cscript.exe'
condition: selection
fields:
Timestamp
Image
CommandLine
ParentImage
ParentCommandLine
User
falsepositives:
- Legitimate administrative scripts or macros
verified)

level: high

(should




Dagur i lifi D&R

Safna gognum (LoglLoglLoqg)
Vinna gogn (Transform/Parse)
Bua til vaktanir (Detection)
Bregdast vid vidvorun (Alerts)
Stigmognun (Escalation)
Atvik (Incident)

Drekka kaffi

Laga Blindblett (Blindspots)
Saekja a leikskodlann

@ ambaga



