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Um mig

• Tölvunörd frá 1982

• Öryggisnörd í um þrjá áratugi

• Rúman áratug starfandi í net og upplýsingaöryggi

• Seðlabanki Íslands
TIBER Cyber Team - Test Manager

• Ph.D - GIAC GCTI
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kristjan.valur.jonsson@sedlabanki.is

https://www.linkedin.com/in/kristjanvj/



Efnisyfirlit

• Heimurinn í dag (í örstuttu máli)

• Ástandsvitund, CTI og OSINT í breiðum skilningi

• Tegundir OSINT og upplýsingaveitur

• Hvernig nota árásaraðilar OSINT?

• Hvernig getum við notað OSINT?

• Lokaorð
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Þessi fyrirlestur notar raunveruleg OSINT gögn. 
Viðkvæmar upplýsingar um bæði fyrirtæki og einstaklinga 

eru þó afmáðar eins og unnt er. 

Aðilar voru valdir af handahófi og notkun gagna ætti ekki 
að skilja sem neikvætt mat á þeirra öryggisstöðu.

Notkun upplýsinga og aðferða er alfarið 
á ábyrgð lesanda og/eða áheyranda
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Staða heimsins

• Tengdur heimur og 
snertiflötur stafrænna kerfa

• Ófriður í Evrópu og víðar

• Rússland og önnur Evrópulönd

• Breytingar á valdajafnvægi

• Óviss staða og hraðar breytingar

© Kristján Valur Jónsson — SKÝ 2025

• Upplýsingar eru vopn – „information“, 
„disinformation“

• „Cyber“ sem vopn og „cyberspace“ 
sem vettvangur átaka°-
„Hybrid Warfare“ og „Hybrid Operations“

John Atkinson, Wrong Hands



in·​tel·​li·​gence | \ in-ˈte-lə-jən(t)s \

1a(1): the ability to learn or understand or to deal with new or 
trying situations : REASON also : the skilled use of reason
(2): the ability to apply knowledge to manipulate one's 
environment or to think abstractly as measured by objective 
criteria (such as tests)
c: mental acuteness : SHREWDNESS
bChristian Science : the basic eternal quality of divine Mind
2a: INFORMATION, NEWS
b: information concerning an enemy or possible enemy or an 
area also : an agency engaged in obtaining such information
3: the act of understanding : COMPREHENSION
4: the ability to perform computer functions
5a: intelligent minds or mind cosmic intelligence
b: an intelligent entity especially : ANGEL

https://www.merriam-webster.com/dictionary/intelligence
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https://www.merriam-webster.com/dictionary/reason
https://www.merriam-webster.com/dictionary/shrewdness
https://www.merriam-webster.com/dictionary/information
https://www.merriam-webster.com/dictionary/news
https://www.merriam-webster.com/dictionary/comprehension
https://www.merriam-webster.com/dictionary/intelligent
https://www.merriam-webster.com/dictionary/angel


SIGINT GEOINT

HUMINT MASINT
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Opnar upplýsingar s.s. úr prentmiðlum, 
af netinu og úr skýrslum.  

Safnað, unnar og miðlað til að styðja við skilgreint 
markmið.

Net- og upplýsingaöryggi
Upplýsingar um kerfi, fólk, fyrirtæki og ferla sem 

hægt er að afla með löglegum hætti af netinu

Óvirkt (passive)
Án snertingar

„Open-Source Intelligence“ - OSINT
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OSINT



Söfnun upplýsinga Vinnsla og samþætting “Intelligence”

Árás

Ástandsvitund

Upplýsingar sem hafa verið unnar 

þannig hægt er að beita þeim

Ástandsvitund
„Situational Awareness“
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OSINT CTI
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CTI – „Cyber Threat Intelligence“

Stefnumarkandi
Langtíma áhættumat 
Greiningarskýrslur

Aðgerðamiðað
Tíðara áhættumat
Upplýsingar um herferðir

Varnamiðað
Veikleikar í notkun
IoCs og blocklists
„Signatures“



TIBER og TLPT
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https://sedlabanki.is/greidslumidlun/rekstrar-og-netoryggismal/

https://www.ecb.europa.eu/paym/cyber-resilience/tiber-eu/html/index.en.html

Threat Intelligence-Based Ethical Red-teaming

DORA Threat-Led Penetration Testing



Hvar finnum við OSINT?

Yfirborðsvefurinn
Surface Web (4-10%)
Opnar upplýsingar
„Google“

Djúpvefurinn
Deep Web (85-95%)
„private“

Hulduvefurinn
Dark Web (<5%)
„anonymous“
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Surface

Deep

Dark



Dark web
Hulduvefurinn
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„anonymous“



https://tor-https.eff.org
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A Big Data Architecture for Early Identification and Categorization of Dark Web Sites, Pastor-Galindo et.al, 2024



https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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https://brandefense.io/blog/leaked-credentials-from-ransomware-groups
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Surface web
Yfirborðsvefurinn

© Kristján Valur Jónsson — SKÝ 2025

4-10%
„google“



https://nvd.nist.gov/vuln/search#/nvd/home?sortOrder=5&sortDirection=1&resultType=records

https://www.bleepingcomputer.com/news/security/the-heat-wasnt-just-outside-cyber-attacks-spiked-in-summer-2025/

https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Upplýsingar um starfsfólk



Samfélagsmiðlar

https://twitter.com/needabadge
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https://www.linkedin.com/search/results/people/?keywords=cnn.com&origin=CLUSTER_EXPANSION



intitle:index of settings.py

Google „Dorks“
https://www.hackthebox.com/blog/What-Is-Google-Dorking
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intext:"wordpress" filetype:xls login & password
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Útboðsgögn



Deep web
Djúpvefurinn
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85-95%
„private“
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Greiningarskýrslur
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https://hunter.io/search/cnn.com

https://phonebook.cz/

Upplýsingar um starfsfólk



https://www.shodan.io

„Target Intelligence“
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https://www.shodan.io
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https://www.shodan.io



Darkweb á Deepweb

* Svar ChatGPT birt án ábyrgðar
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Velja skotmarkið

Innskráning

“credentials stuffing”

“password spraying”

Misnota veikleika

Handvirkar aðgerðir

Árásatól

OSINT
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Lekagögn

„Initial Access Brokers“
Spjallborð hakkara

Markaðstorg á darkweb



https://mitre-attack.github.io/attack-navigator/ https://attack.mitre.org/
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https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
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Lazarus group

https://mitre-attack.github.io/attack-navigator/

https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/


Meta hvernig andstæðingurinn sér okkur

Rýna mikilvæga birgja

Bregðast við og lágmarka ógnir

Endurbæta varnir og ferla

Beitum OSINT til að 
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The Sliding Scale of Cyber Security, Robert M. Lee, 2015
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Forgangsröðun

Opnar skýrslur og „feed“
Árásarflöturinn okkar

Meiri fjárfesting í greiningargetu
Virk leit á „darkweb“
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Pyramid-of-Pain

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Þróað áhættu- og 
ástandsmat.
Langtíma spá um 
hegðun árásaraðila

Einfaldir blokklistar og
grundvallar ástandsmat.
Skammtíma IoC.
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kristjan.valur.jonsson@sedlabanki.is

https://www.linkedin.com/in/kristjanvj/
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