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Um mig

Tolvunord fra 1982
Oryggisnord i um prja aratugi
Ruman aratug starfandi i net og upplysingaoryggi

Sedlabanki islands
TIBER Cyber Team - Test Manager

Ph.D - GIAC GCTI

kristjan.valur.jonsson@sedlabanki.is

https://www.linkedin.com/in/kristjanvj/
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Efnisyfirlit

Heimurinn i dag (i orstuttu mali)
Astandsvitund, CTl og OSINT i breidum skilningi
Tegundir OSINT og upplysingaveitur

Hvernig nota arasaradilar OSINT?

Hvernig getum vio notad OSINT?

Lokaord
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pessi fyrirlestur notar raunveruleg OSINT gogn.
Viokvaeemar upplysingar um baedi fyrirtaeki og einstaklinga

eru po afmadar eins og unnt er.

Adilar voru valdir af handahofi og notkun gagna aetti ekki
ad skilja sem neikvaett mat a peirra oryggisstodu.

Notkun upplysinga og adferda er alfarid
a abyrgd lesanda og/eda dheyranda
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NELERETMNIE
( Tengdur heimur og \

snertiflotur stafreenna kerfa

e Ofridur i Evrépu og vidar vintage social networking
LinkedIn Pinterest YouTube

e Russland og onnur Evrépulond Foursquare
* Breytingar a valdajafnvaegi Insﬁq;am N

" Oviss stada og hradar breytingar ) I’"9°{‘
\

A

Upplysingar eru vopn — ,,information®,
,disinformation”

 ,Cyber”sem vopn og ,cyberspace”
sem vettvangur ataka°’-
,Hybrid Warfare” og ,,Hybrid Operations®

John Atkinson, Wrong Hands

© Kristjan Valur Jdnsson — SKY 2025



in-tel-li-gence | \ in-"te-la-jan(t)s \

1a(1): the ability to learn or understand or to deal with new or
trying situations : REASON also : the skilled use of reason

(2): the ability to apply knowledge to manipulate one's
environment or to think abstractly as measured by objective
criteria (such as tests)

c: mental acuteness : SHREWDNESS

bChristian Science : the basic eternal quality of divine Mind
2a: INFORMATION, NEWS

b: information concerning an enemy or possible enemy or an
area also : an agency engaged in obtaining such information
3: the act of understanding : COMPREHENSION

4: the ability to perform computer functions

5a: intelligent minds or mind cosmic intelligence

b: an intelligent entity especially : ANGEL

https://www.merriam-webster.com/dictionary/intelligence
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https://www.merriam-webster.com/dictionary/reason
https://www.merriam-webster.com/dictionary/shrewdness
https://www.merriam-webster.com/dictionary/information
https://www.merriam-webster.com/dictionary/news
https://www.merriam-webster.com/dictionary/comprehension
https://www.merriam-webster.com/dictionary/intelligent
https://www.merriam-webster.com/dictionary/angel

SIGINT GEOINT




,0pen-Source Intelligence” - OSINT

4 )

Opnar upplysingar s.s. Ur prentmidlum,
af netinu og ur skyrslum.
Safnad, unnar og midlad til ad stydja vid skilgreint
markmid.

- J

4 )
Net- og upplysingadryggi
Upplysingar um kerfi, félk, fyrirtaeki og ferla sem
haegt er ad afla med loglegum haetti af netinu

\_ J

Ovirkt (passive)
An snertingar
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Astandsvitund
Situational Awareness”

.oy

Astandsvitund
®
Séfnun upplysinga  Vinnsla og sampaetting  “Intelligence” <>

Upplysingar sem hafa verid unnar Aras
pannig heegt er ad beita peim
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CTl—

’

X

,Cyber Threat Intelligence”

Stefnumarkandi
Langtima ahaettumat
Greiningarskyrslur
Adgerdamidoad

OPERATIONAL Tidara ahzettumat
Campaigns, Mid-Term Upplysingar um herferdir

Varnamioao

TACTICAL Veikleikar i notkun

Technical, Short-Term loCs og blocklists

,Signatures”
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TIBER og TLPT

Threat Intelligence-Based Ethical Red-teaming
DORA Threat-Led Penetration Testing

THREAT INTELLIGENCE RED TEAM TESTING
AND SCENARIOS 4 + minimum eks

Scope and risk Intelligence Remediation
assessment Gathering Testing rencics : planning

Scenario Selection RTT Plan

https://sedlabanki.is/greidslumidlun/rekstrar-og-netoryggismal/

https://www.ecb.europa.eu/paym/cyber-resilience/tiber-eu/html/index.en.html
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Hvar finnum vido OSINT?

Yfirbordsvefurinn
Surface Web (4-10%)
Opnar upplysingar
,Google”

Djupvefurinn
Deep Web (85-95%) Deep
,private”

Hulduvefurinn
Dark Web (<5%)
,anonymous“

Dark
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Dark web
Hulduvefurinn

<5%

,anonymous”
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Q. dark web content

L—> .onion

KEY

Internet connection

https://tor-https.eff.org
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High-level topic -lev ic Ini Mirrors Total

Sexual and violent content Sn?xual co_ntent ,104 (: 32,426 33,530 (48
Violent content

Repositories and search engines Repositor ‘ 3 1 19,098 (

CVV marketplaces

Card dumps and fullz

Banking

Carding

Cryptocurrencies

Crypto swapping and exchanges

Hardware marketplaces

Mobile and device marketplaces

Marketplaces Drug marketplaces 1,859 (2.
Firearm marketplaces
Generic mark

Carding 463 (12%) 6,912 (9.9%)

Cryptocurrencies 392 (10.1%) 4.4 4,829 (6.

Media, forums and personal websites Debian community
Debian conferences

Navigation pages Redirecting pages 96 ) 330 526 (0.8%)
Error pages
One-line pages

nde Q08

Counterfeits ST 2 (1.9%) 95 267 (0.4%)

nd file hosting
-preserving services
Betting services
Hiring services Hitman services 61 (1.6%)
Escrow servi
Total 869 (1

Privacy-preserving services

A Big Data Architecture for Early Identification and Categorization of Dark Web Sites, Pastor-Galindo et.al, 2024
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UnitedHealth

190m
National Public TickegT”?s’rer
Data 5 @ Xinity
2.7bn
Indones. o'
health ugency i
X (Twitter)

200m

Shanghai Police

“one billion* Twitter

- | LrstPos:
Facebook Indonesian SIM \ A
533m cards km A

1.3bn S y ¢
[ms T o R N 4 1 nobile
o Aw : Y

_al
Mobile | , 1o

[ N
o tame | ohein
e

Microsoft Pakistuni

Experian "L)L < 250m mobiie
razii - A operators
220m
MoM
1083

r_.p'\-nqn

7" :

/informationisbeautiful.net/visualizations/worlds-biggest-data- breaches hacks/

Syniverse
unknown

http
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Amphetamines (phenylethylamines)

Th 138 12K

Methcathinones
Threads: 36

Tryptamines
Th 31

Cannabinoids

Threads: 55

Opioids
Thr 36

Other
Threa

Laboratory FAQ
Threads: 45 183

Analytical chemistry
Thr 37 | 94

P

i
i
-

LOOKUP | DL LOOKUP | DOCS/PHOTOS | - WELCOME -
Premiuminfo - Sep 18, 2021

SHOP | TRAVEL | Bank Self-Registration > ¥
1977 - Jan 11, 2022

PRIVATE SNIFFERS | BEST QUALITY ON FORUMS |

AUTO/NON VBV BINS
Harry Potter - Feb 14, 2022

2

http://iSling2vuv7in7kmgmw26kxlxxso3f46xhzhighimefw6

2r3nboantid.onion
sefcu - Oct 3, 2021

{maRkeET ) *4 ==> FINDSOME. RU <==
THE HOUSE OF CREDIT CARD | [ TRUSTED SHOP ]

RESELLERS WELCOME * 4%
FINDSOME-ADMIN - Feb 22, 2022
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Replies:

Views:

Replies:

Views:

Replies:

Views:

Replies:

Views:

Replies:

Views:

30
6K

64

289
30K

217

28K

140
12K

24 minutes ago
ayamga

31 minutes ago

1977

38 minutes ago
madman247

Today at 434 PM
z4n3ttil

Today at 4:32 PM
FINDSOME-ADMIN
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https://brandefense.io/blog/leaked-credentials-from-ransomware-groups
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Surface web
Yfirbordsvefurinn
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Published

Identifier Date Description

CVE-20 Some payload elements of the m ges sent between two stations in a networking architecture are not
CVE-20

2025-09-05 arcinfo properly checked on the receiving 4 ite unauthorized commands in the

application.

2025-09-05 arcinfo

MICROSOFT | WINDOWS

2025-09-09 Schneider Eld 3“( CVE_Z 25_59287 o

20250000 Schneidered  Microsoft Windows Server Update Service (WSUS) Deserialization of

BLEEPINGCOMPUTER

2025-09-09

The Heat Wasn't Just Outside: Cyber Attacks Spiked in Summer 2025
2025-09-30
The Heat Wasn't Just Outside: Cyber Attacks Spiked in Summer
2025

POPULAR STORIES

2025-09-18 Sponsored by Picus Security

Windows Server emergency patc}
fix WSUS bug with PoC exploit

ksds ENISA THREAT
LANDSCAPE 2025

Summer 2025 wasn't just hot; it was relentless.

Ransomware hammered hospitals, retail giants suffered data breaches, insurance firms were hit by
phishing, and nation-state actors launched disruptive campaigns.

From stealthy PowerShell loaders to zero-day SharePoint exploits, attackers kept defenders on their

heels. Critical WSUS flaw in Windows

https://nvd.nist.gov/vuln/search#/nvd/home?sortOrder=5&sortDirection=1&resultType=records OETOBER clies
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.bleepingcomputer.com/news/security/the-heat-wasnt-just-outside-cyber-attacks-spiked-in-summer-2025/
https://www.enisa.europa.eu/sites/default/files/2025-10/ENISA%20Threat%20Landscape%202025.pdf
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Upplysingar um starfsfolk

Specialties: Microsoft:
-Microsoft Certified Trainer (MCT)
-Microsoft Certified Solutions Expert: Server Infrastrud Haefniskrofur
-Microsoft Certified Selutions Expert: Private Cloud
-MCITP,MCP, MCSA, MCSE Reynsla og god pekking a Flutter, React og Typescript
HP:
Microsoft SQL Server Reynsla af app préun fyrir Apple og Android

@ Endorsed by 3 colleagues at Platon A/S bekking a AWS umhverfinu

:: 16 endorsements : -
Menntunar- og haefniskrofur

Oracle . ..
@ 11 ondorse Menntunar- og heefniskrofur Haskolamenntun sem nytist i starfi eda videigandi starfsreynsla
Aa LI =

Gerd er krafa um reynslu sem Pekking og reynsla af rekstri & Linux er naudsynleg

SSRS

Reynsla af pjonustu vid utstad Pekking og reynsla af Docker og/eda Kubernetes er naudsynleg
Reynsla af Cisco netkerfum ko

:: 10 endorse)
Pekking & Ansible, Chef og 68rum tolum fyrir sjalfvirkniveedingu er naudsynleg
SharePoint Reynsla af Microsoft kerfum nz

22 9 endorser

Reynsla af DevOps vinnubrogdum er kostur asamt CI/CD pipelines

Reynsla af rekstri Linux kerfa k Reynsla af forritun er kostur
Reynsla af Jira beidnakerfinu kostur

Gerd er krafa um rika pjonustulund, jakvaedni, skipulagshaefileika, sjalfstaedi og véndud
vinnubrégd asamt dbyrgdarkennd

Gott vald a islensku, jafnt t6ludu sem ritudu mali er naudsynlegt

Gott vald & ensku, jafnt téludu sem ritudu mali er naudsynlegt
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Samfélagsmidlar

2+ Connect )

[ =¥ Message )

II.. 7 Mess: ..:

ggs m a+ Connect
National i -

[ =¥ Message )

NTV Producer — https://twitter.com/needabadge

Sami Eltamawy 3 -
Di rand Head o = or | Ex-Meta

- ...com/use

https://www.linkedin.com/search/results/people/?keywords=cnn.com&origin=CLUSTER_EXPANSION
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=] _init__py
= rcache |

[:3 functions/

£ logs/

[:3 management/

[i] media/
@ package.json

2020-09-02 07:10
2022-01-14 13:56
2020-09-02 07:10
2020-09-02 08:43

[i] search_indexes/
settings.py
ettings_local.py

[:3 static/

Google , Dorks”

https://www.hackthebox.com/blog/What-Is-Google-Dorking

2020-09-02 07:10
2022-01-14 14:15
-05-03 12:19
20-09-02 07:10
2020-09-02 07:10
2020-09-02 07:10
2022-01-18 12:02
2020-09-02 07:10
2020-09-02 08:43
2020-09-02 08:41
2020-09-02 07:10
20-09-02 07:10

# SECURITY WARNING: I(EE'FII the secret KE}-’ used 1in pruductlun secret!
SECRET_KEY = 'efja(6f~2d+flw9=31g4sy_&!qn&vdk5fb!2$2g0_ix—tqwts%'

» configs ~ byda pessa sidu

DATABASES = {
"default": {
“"ATOMIC_REQUESTS": False,
“"AUTOCOMMIT": True,
"CONN_MAX_AGE": 0,
"ENGINE": "django.contrib.gis.db.backends.postgis"”,
"HOST": "localhost",
"NAME": "lincoln",
"OPTIONS": {},
"USER": "postgres",
"“"PASSWORD": "postgis",
"PORT": "5432", # Keep this inline with docker compose file.
"POSTGIS_TEMPLATE": "templatel", # Current docker image uses templatel
"TEST": {
“"CHARSET": None,
"COLLATION": None,
“"MIRROR": None,
"NAME": None

"TIME_ZONE": None

intitle:index of settings.py
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intext:"wordpress" filetype:xls login & password

https://i .files.wordpress.com » 2014/07 = xLs

Project Lists - WordPress.com

2, SNO, PROJECT NAME, DOMAIN NAME, TECHNOLOGY, USERNAME, PASSWORD. 3, 1,
. Wordpress, admin ...
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Utbodsgdgn

4.2.2 Rekstur midleegs tolvubinadar

Netstyrikerfi og netpjonar
Eftirfarandi netpjona og diskastaedur skal hysa og reka.

IBM Blade
Center E7U

-~

i i o ol o e

Midlzaegir netpjénar

Lénsstjérar (domain controllers)
* ssmunc01 (primary), ™ Fs01, ™ (secondary).
Nafnapjonar (DNS; DHCP)
= WDcO01, ™
Rekstrarpjénar (utility servers)
= Windows Update Server (WUS): #Dc01.
Trend Office Scan: MPUtilO1.
DS3400 diskastzcda Server Protect Server: smwUtilO1.
Iy Desktop Authority Server: '®=Util01.
Windows Deployment Services: Bu.
Afritunarpjénar (backup servers)
= wmeUtilO1.
Fiiscos 30 Skraarpjonar (file servers)
= FEEFsO1.

Prentpjénar (print servers)

DS400 = I
Diskastada, 3U

Tolvupdsthus (mail servers)
= Exchange Server: immExh01.
= Exchange Server fyrir OneSystems:
Vefpjonar (web servers)
= |IS fyrir Gagnasja: W
Skjahermun (terminal server)
= mTermO1.
Syndarpjoénar (virtual servers)
= mawEsx; keyrir m.a. mmmmm og '————_"
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Deep web
Djupvefurinn

¥
85-95%

,private”
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Upplysingar um starfsfolk

Phonebook.cz

Wendy Brundige el Senior Vice President] . . . . . .
wendy.brundige@cnn.com in Phonebook lists all domains, email addresses, or URLs for the given input domain.
You are searching 34 billion records.

@ 100%

\cocacola.com || submit |
Try: cia.gov, cnn.com, netflix.com, *.ru, *.gov.uk, solarwinds.com

1 source

Jamie Foster vy Vice President of Talg DOI‘!‘I.‘E.!IFIS
jomie.foster@cnn.com in © Email Addresses
) URLs

@ 100%
henrvkoblavifcocacola.com
1 source acholarskcocacola.com
charlesfosterfcocacola.com
eudialoguelcocacola.com
rcsc@cocacola.com

Amanda Rottier v Senior Vice President] victoria.gist@cocacola.com

amanda.rottier@cnn.com in| cocacola2(09@cocacola.com

midyearpromofcocacola.com

kamwilliamsé@cocacola.com
joestradaficocacola.com

1 source julgarciafcocacola.com
micrichardson@cocacola.com

fecholskcocacola.com

bwindhamfcocacola.com

@ 100%

Ryan Kadro vy Senior Vice President of Content

ryan.kadro@cnn.com o Strategy https://phonebOOk.CZ/

@ 100%

OUFCe W
1 source

https://hunter.io/search/cnn.com
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JJarget Intelligence”

rright igin: Siemens Egquipment

PLC name:

Unknown (129

dule: &ES

Hewlett Packard Enterprise iLO 4 in ProLiant

MAIL Service x

Hello ]

EDSTATU.
-STARTTL;

{MOUSTLS
e

I NTLM Type: urn

Mode
Mode

de

A\ Vulnerabilities

CVE-2009-4445
tBIOS Computer Name: EXCHANGE

DNS Domain Name:
jpg file that resuilts in creation of
tream:
oduct. not II

ortion of the fi

CVE-2015-0204 Thes

® SHODAN
https://www.shodan.io
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/\ Vulnerabilities Remote Desktop Pr
CVE-2019-0708 \

Log On to Windows

User name:

Cancel

Log On to Windows

User name:

Password:

| (option

on 4.0

CVSS 3.x Severity and Vector Strings

NIST: NVD Base SCOI’EZ CRITICAL Vector:
L

ADP: CIS Base Score: R Vector:

&% SHODAN
https://www.shodan.io
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TR LA e Nner

-.,_3..& T
e | . @

'-
L oA & LW L)

‘ SHODAN

https://www.shodan.io
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Darkweb a Deepweb

@, Top Dark-Web & Breach-Monitoring Services (Legitimate Sources)

Service Focus Access Model Notes

Have | Been Pwned (HIBP) Public databas e i API for org
addres

SpyCloud merci
data, and account takeo

p tion.

Constella Intelligence Dark-web breach data, personal nmercial Aggrega

(former 4iQ) data exposure monitoring. datas
DarkOwl Vision Crawls 2 ar hidde merci Leading dark

by CTl anal

Recorded Future

SOCRadar Dark-web monitoring, credential Freemium 0 “Thre portal with limited

leaks, phishing domain detection. free breach & dark-web results.
Flare.io Dark-web and clea nmercial Focus on continu itoring and
monitoring for corpe ; takedown workflov

fraud, and brand mentions.

Hudson Raock (Cavalier) at: nmercial / vetted

ransomn

* Svar ChatGPT birt an abyrgdar
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Fyrsti adgangur

Innskraning Misnota veikleika
“credentials stuffing” Handvirkar adgerdir
“password spraying” Arasatol

Lekagogn Spjallbord hakkara
,Initial Access Brokers® Markadstorg a darkweb
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Reconnaissance Resource Development Initial Access
10 technigues 8 technigues 11 techniques

canning qui Content
C Injection

Client Configurations
Infrastructure Comp
Gather Victim Firmware .
Host Information I Exploit
Hardware Compromise Public-
Accounts
Software

Credentials Compromi
Gather Victim Infrastructu
Identity Email Addresses e
Information
Employee Names Code Signin

DNS Develop Digital Certificates
Capabilities ||l
Domain Properties

Gather Victim IP Addresses Malware
Network Through
Information MNetwork Security Appliances Cloud Accounts Removable
Media
Network Topology Email Accounts

k Trust Dependen Social Media Accounts

Compromise

Business Relationships Artificial Intelli

Determine Physical Locations Code Signing Trusted

Gather Victim Org | Relationship

oD |dentify Busi Tempo Digital Certificates

Obtain Cloud Accounts
Identify Roles Capabilities Exploits
Default Accounts
Phishing for Malware
Information ., Domain Accounts
: Tool
Local Accounts
Vulnerabilities

Networks

Digital Certificates
Search Open
Technical DNS/Passive DNS
Databases

Scan Databases

WHOIS
Code Repositories
Search Open
Websites/Domains Il Search Engines
Social Media

Search Victim-
Owned Websi

https://mitre-attack.github.io/attack-navigator/ https://attack.mitre.org/
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https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/

Lazarus group

Reconnaissance

10 techniques

Resource
Development
8 techniques

Initial
Access
11 techniques

Execution
16 techniques

Active Scanning

Gather Victim Host

Information .

Gather Victim
Network
Information

Phishing for
Information ..

Search Closed
Sources

Search Open
Technical
Databases -

Search Open
Websites/Domains
(1/3)

Search Victim-
Owned Websites

Acquire
Access

Acquire
Infrastructure

(3/8)

Compromise
Accounts -

Compromise
Infrastructure

(2/8)
Develop
Capabilities
(2/4)
Establish
Accounts 23
Obtain
Capabilities
3/7)

Stage
Capabilities
(2/6)

Content
Injection

Exploit
Public-
Facing
Application

External
Remote
Services

Hardware
Additions

Phishing (3/4) n

Replication
Through
Removable
Media

Supply Chain
Compromise

Trusted
Relationship

Wi-Fi
Networks

mitre-attack

Cloud
Administration
Command

Command and
Scripting
Interpreter 5

Container
Administration
Command

Deploy
Container

ESXi
Administration
Command

Input Injection

Inter-Process
Communication

Scheduled
Task/Job {1/5)

Serverless
Execution

Shared Modules

Software
Deployment
Tools

System Services

User Execution

(24)

Persistence
23 techniques

EBITS Jobs

Boot or Logon
Autostart
Execution 5,14

Boot or Logon
Initialization
Scripts )

Cloud
Application
Integration

Compromise
Host Software
Binary

Create
Account

Create or
Modify System
Process s)
Event
Triggered
Execution /-

Exclusive
Control

External
Remote
Services
Hijack
Execution Flow
(2/12)

Implant
Internal Image

Modify
Authentication
Process

Modify
Registry

Office
Application
Startup o6

Power Settings

Pre-05 Boot

{13

Scheduled
Task/Job /)

Server
Cnfiriimen

Privilege
Escalation
14 techniques

Defense Evasion
45 techniques

Credential
Access

17 technigues

Discovery
33 techniques

Lateral
Movement

9 technigues

Collection
17 techniques

Command and
Control

18 techniques

Exfiltration

9 techniques

Impact
15 techniques

Abuse
Elevation
Contrel
Mechanism

Access Token
Manipulation

(15

Boot or
Logon
Autostart
Execution

12/14)

Boot or
Logon
Initialization
Seripts 55

Create or
Modify
System
Process
Domain or

Tenant Policy
Modification

Escape to
Host

Event
Triggered
Execution

Exploitation
for Privilege
Escalation

Hijack
Execution
Flow @12
Process
Injection
/12

Scheduled
Task/Job (15)

Abuse Elevation
Control Mechanism

Access Token
Manipulation 4 5,
(1/3)

BITS Jobs

Build Image on Host

Deploy Container
Direct Volume Access

Domain or Tenant
Policy Medification

Email Spoofing
Execution Guardrails I

Exploitation for
Defense Evasion

File and Directory
Permissions
Modification
Hide Artifacts (14

Hijack Execution Flow
(2/12)

Impair Defense:

Masquerading @)

Modify Authentication
Process

Modify Cloud
Compute
Infrastructure .

Modify Cloud
Resource Hierarchy

Modify Registry

Modify System Image I

Adversary-in-
the-Middle

(174

Account Discovery

Browser Information

Discovery
Credentials
from Password
Stores -

Cloud Infrastructure
Discovery

Cloud Service
Dashbeoard

Exploitation
for Credential
Access

Cloud Service
Forced Discovery
Authentication

Cloud Storage Object
Forge Web Discovery
Credentials
Container and
Resource Discovery

Device Driver
Discovery

Input Capture
s4)

Modify
Authentication
Process .
a Domain Trust
Multi-Factor Discovery
Authentication
Interception

Group Policy Discovery

Multi-Factor
Authentication
Request

Generation Log Enumeration

Network Share
Discovery

Network
Sniffing

OS Credential
Dumping .
Steal
Application
Access Token

Network Sniffing

Password Policy
Discovery

Steal or Forge
Authentication
Certificates

Peripheral Device
Discovery

Steal or Forge
Kerberos
Tickets -

Permission Groups
Discovery 5

Steal Web
Session Coockie

Unsecured
Credentials

Remote System
Discovery

Software Discovery
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Exploitation of
Remote
Services

Lateral Tool
Transfer

Remote
Service
Session
Hijacking .

Remote
Services 8

Replication
Through
Removable
Media

Software
Deployment
Toals

Taint Shared
Content

Use Alternate
Authentication
Material

Adversary-in-
the-Middle

(1/4)

Audio
Capture

Automated
Collection

Browser
Session
Hijacking

Clipboard
Data

Data from
Cloud
Storage

Data from
Configuration
Repository
Data from
Information
Repesitories

Data from
Network
Shared Drive

Data from
Removable
Media

Data Staged
/2

Email
Collection

Input Capture
/4

Screen
Capture

Video
Capture

Application
Layer Protacol

175
Communication
Through

Removable
Media

Content
Injection

Data Encoding
(172

Data
Obfuscation
(173
Dynamic
Resalution

Encrypted
Channel 2)

Hide
Infrastructura

Non-
Application
Layer Protacol

Protocol
Tunneling

Proxy 24

Remote Access
Tools -
Traffic Signaling
Web Service
1/3)

Automated
Exfiltration

Data
Transfer
Size Limits

Exfiltration
Over
Alternative
Protocol

(153)

Exfiltration
Over Other
Network
Medium
Exfiltration
Over
Physical
Medium

Exfiltration
Over Web
service |,

Scheduled
Transfer

Transfer
Data to
Cloud

Account

Account Access
Removal

Data Encrypted
for Impact

Data Manipulation
Defacement a7
Disk Wipe , ..

2/2)

Email Bombing

Endpoint Denial
of Service

Financial Theft

Firmware
Corruption

Inhibit System
Recovery

Network Denial of
Service

Resource
Hijacking ;.



https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/

Beitum OSINT til ad

Bregodast vid og lagmarka ognir

Ryna mikilvaega birgja

Endurbaeta varnir og ferla
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Forgangsrooun

The planning, establishing, Systems added to the The process of analysts (ollecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide monitoring for, responding itinto information, and and self-defense actions
security in mind reliable defense orinsight to, and learning from producing Intelligence against an adversary
against threats without adversaries internal
consistent human interaction to the network
Opnar skyrslur og ,,feed” Meiri fjarfesting i greiningargetu
Ardsarfldturinn okkar Virk leit a ,,darkweb”

The Sliding Scale of Cyber Security, Robert M. Lee, 2015
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Pyramid-of-Pain

Domain Names

URLSs
IP Addresses

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Proad ahattu- og
astandsmat.
Langtima spa um
hegdun arasaradila

Einfaldir blokklistar og
grundvallar astandsmat.
Skammtima loC.



kristjan.valur.jonsson@sedlabanki.is

https://www.linkedin.com/in/kristjanvj/
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