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h ugu n Kjartan Kjartansson skrifar  ® 17. mai 2023 11:30

Atli isleifsson skrifar  ® 16. mai 2023 09:36

Arasarhopar eru ad gera tilraunir til ad nyta rafraen skilriki
til ad komast inn a vidkvaem svaedi. Ekki stadfesta rafraen
skilriki nema vera viss um ad pu hafir bedid um pad.

Ekki stadfesta rafraena audkenningabeidnir sem pu
kannast ekki vid.

11:56 AM - May 16, 2023
@ 91 @ Reply (2 Copylink

Read more on Twitter

Verid ad fremja arasir a islenska vefi Télvuprjétarnir kalla Vesturlénd nasista

Samuel Karl Olason og Mani Snaer Porlaksson skrifa  ® 16. mal 2023 12:27

Verid er ad fremja arasir a islenska vefi ad sogn adstodaryfirlogreglupjons hja
greiningardeild rikislogreglustjora. Embettid telur sig hata hugmynd um hvadan
arasirnar koma en ekkert hefur fengist stadfest.

INNLENT © 16.5.2023 10:19

essi mynd fylgdi yfirlysingu talvurjotahopsins um

Netaras gero a Dalvikurbyggd

Bjarki Sigurdsson skrifar  ® 15. mal 2023 11:09

Liklegt ad arasirnar haldi afram

Ovissustig Almannavarna var virkjad i dag vegna netarasa Rissa i tengslum vid
fund Evrépuradsins. Sérfredingur i netéryggi segir slendinga mega eiga von &
fleiri arasum og ad almenningur purfi einnig ad hafa varan a.

INNLENT © 16.5.2023 19:01




Helstu arasaradilar

Einyrkjar/Hacktivist | Skipulagdir hépar | Ognaradilar 8 vegum
ar bjorikis

Taekncaenssmnua Fjarhagsavinningur  Aukin vold
* Misgdd pekking « pPekking a UT « Mikil pekking a UT
« Takmorkud geta « Takmarkad « Vel flarmagnadir
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APT28 — Fancy Bear

Sandworm (Voodoo Bear)
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NOTPETYA ARAS - 2017

Sandworm (GRU) - ~$10 Milljaréa tjon

FEB-MAR 2017
M.E.Doc brotist inn i - Sandworm kemur sér fyrir

APR-MAI 2017
Bakdyrum komid fyrir i uppfeerslu

2018 - NIDURSTADA

Eignadur Russlandi (Sandworm/GRU)
Dyrasta netaras sogunnar




SOLARWINDS ARAS - 2019-2021

APT29 (SVR/Cozy Bear) - 9 manudir duppgotvud

SEPT-OKT 2019
APT29 byrjar ad skoda SolarWinds

OKT 2019 - FEB 2020
SUNBURST spillikddi proadur - Fagud bakdyr

MARS 2020

SYKT UPPFZARSLA SEND UT
~18,000 vidskiptavinir fa sykta uppfaersiu

MAI-DES 2020 (9 MANUDIR)
1 NJOSNIR

~100 skotmork fyrir hnitmidadar arasir - vinna a vinnutima

8-13. DESEMBER 2020

UPPGOTVUN & OPINBERUN

FireEye uppgotvar - 9 rikisstofnanir, Microsoft +

2021 - NIDURSTADA
Aras er eignud Russlandi (APT29/SVR)

Ein fagudasta birgdarkedjuaras sem sést hefur



Taktiskar Netarasir i fyrirrmi
breytingar Margir bjuggust vid ad innras Russlands inn i Ukrainu myndi fylgja

14/2

Radist a 70 rikisstofnanir og
birt ,, Wait for the worst”
a heimasidum peirra

24/2

Radist & KA-SAT gervihnott

25/2

Radist a landamaerastodvar
med skribb dveeru

4/3

Radist & hjalparstofnanir
innan Ukrainu

16/3

Radist & sjonvarpsstodvar
og djupfolsun af Zelensky

8/4

Radist & orkugeira Ukrainu

ogrynni af netarasum sem myndi lita innrasina mikid

Netarasir fyrir og eftir innras

Fjoldi netarasa gerdist nokkrum dogum fyrir, kKlukkutimum fyrir og
eftir ad innrasin atti sér stad, hefur liklega ekki gefid Russum pad
hernadarlega forskot sem buist var vid

Forgangur a njésnir og taktiskari arasir

Sidan um mitt 2023 var augljos taktisk breyting pegar Russar foru
ad einbeita sér meira ad njosnum

Mikid pudur lagt i ad komast inn i sima andstaedinganna

Augljost ad farsimar eru aleitnir hernadarlega mikilveegir i dag



9-10 arasir a dag

Incidents by Severity Level H2°2023 H1’2024 Change

Critical

High

Medium 1264 1670 32%

Low

Total 1463 1739 19%

AVERAGE
PER DAY

H2 2023 7-8
H1 2024 9-10



Netarasir

Erfitt ad timasetja
Heppnadist hun?
Dreif8ist hun of vida
Of mikill timi
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== Russland * Kina

Njosnir L Mikil ahersla L Meginahersla

Pjé6fnadur & hugverkum Teekifaerissinnad L Mikil ahersla
épl:l;ii?oa:g)gerair (e. Influence L Mikil geta - upplysingadreida Vaxandi geta

Truflun og skemmdarverk € Algengt (Ukraina, orkuinnvidir) Sjaldan (ahersla a Taivan)
Efnahagslegur avinningur Takmarkad Takmarkad
Undirbaningur fyrir atok L'ﬁ(ranre}iSiSt ad kerfum NATO og r;tséffczsritning  vestraeenum

Hefnd / feelingarmattur

. Algeng vidbrogad vid

refsiadgerdum Yfirleitt dipléomatiskar adgeradir




Aukin ahersla a upplysingaoflun

Cyber Espionage Sustained Targeting Renewed Campaign of
and Pre-Positioning and Attacks Disruptive Attacks

Initial Destructive
Cyber Operations
and Military Invasion

Maintaining Footholds Refocus on
for Strategic Advantage Cyber Espionage




Kina

Notast vid skuffufélog til
ad fela tengingar viad rikid

| éttara ad neita dbyrgo

o Pekktari fyrir njosnir



Kinverskir
Ognarhopar

Volt Typhoon Salt Typhoon Flax Typhoon

(& CERT-IS




TARGETED INDUSTRIES

Governments
Manufacturing

Construction & Engineering

H I Legal & Professional Services
e St u Pharmaceuticals
Financial Services

o0
Transportation
S kOt m O r k Healthcare
Q4 2024 Technology
Retail
Chemicals & Materials
Telecommunications

Energy & Utilities

Media & Entertainment

Automotive

*Gogn fra Mandiant



(x) WANTED

NG ' BY THE FBI
Eftirlystir DPRK IT FRAUD

Conspiracy to Damage a Protected Computer; Conspiracy to Commit Wire Fraud and Mail Fraud;
Conspiracy to Commit Money Laundering; Conspiracy to Transfer False
Identification Documents; Conspiracy to Violate the International Emergency Economic Powers Act

AQUATIC PANDA CYBER THREAT ACTORS

Conspiracy to Commit Computer Fraud; Conspiracy to Commit Wire Fraud

GRU 29155 CYBER ACTORS

Conspiracy to Commit Computer Intrusion and Damage; Wire Fraud Conspiracy

c

Yurty Fedorovich Denisov

Wu Haibo Chen Cheng Wang Yan

Wang Zhe Zhou Weiwei Xu Liang Wang Liyu Sheng Jing
[MPS] [MPS]

Dmitriy Yuryevich Goloshubov Nikolay Aleksandrovich
Korchagin

https://www.fbi.gov/wanted/cyber/aguatic-panda-cyber-threat-actors



https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors
https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors
https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors
https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors
https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors
https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors
https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors
https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors
https://www.fbi.gov/wanted/cyber/aquatic-panda-cyber-threat-actors

HEFBBUNDID ORYGAI NETORYGQGI

« Logregla « Mikilvaegir innvidir
* Leynipjonusta « Fyrirteeki
 Landhelgisgaesla  Einstaklingar

« Herlid

"Vid erum oll netvarnir"”



Cyber Coalition

Arleg NATO Netoryggisaeefing

Markmid: Auka afallapol og vidbragdsgetu
NATO vid dgnarhopum

EXERCISE
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“Iceland has always held a strategic
position in the Atlantic, commanding, if you
will, the sea between the Old World and
the New.”

- President Ronald Reagan,
12 October 1986
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Takk fyrir

adalsteinn@cert.is
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Skrifa a lyklabord Gagnaleki Texti
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« 95% Nakvcemni
o 93% 1 gegnum fjarfundarbunad
« broadir hljdodnemar gera ards enn

skilvirkari

https://arxiv.org/pdf/2308.01074.pdf



https://arxiv.org/pdf/2308.01074.pdf

’

Zero Click
Njosnir

CVE-2025-43300 (CVSS 8.8) // Apple

-> Patched in 10S 18.6.2 (Aug. 20th)
CVE-2025-55177 (CVSS 5.4) // Whatsapp
-> 2252173 (patched July 28, 2025)

Chained together for zero-click spyware

’

&
ALERT: State-sponsored attackers may be targeting your iPhone

Apple is contacting you because this email address || NG s
associated with your Apple D, [ IIIEIGIGINIGININGE

Apple believes you are being targeted by state-sponsored attackers who are trying to
remotely compromise the iPhone associated with your Apple ID

These attackers are likely targeting you individually because of
who you are or what you do. If your device is compromised by a state-sponsored
attacker, they may be able to remotely acces: ?

even the camera and microphone. While it's
this warning seriously.

Apple recommends that you immediately a E m

SMS Email Photos &
Videos

QO © B

Contacts Record WhatsApp Calendar
Callls Chats

$ ®m 9

GPS Data

E.".......... |tcan harvest lno.oo.oo.o.os

Activate
Camera

Activate
Microphone
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